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20.2 Managing Alarms via the Web Interface

20.2.1 Show alarm status

Alarm status is presented in the System Overview and the Detailed System Overview
web pages, which are described in sections 5.4 and 5.4.2.

Fig. 20.5 shows the System Overview page when a Link Alarm is activated.

Figure 20.5: The basic system overview page with a link alarm activated.

20.2.2 Alarm configuration overview page

Menu path: Configuration = Alarm

When entering the Alarm configuration page you will be presented to a list of
all alarm triggers configured on your unit, see below.

As of WeOS v4.2.0 alarm configuration is limited to link-alarm triggers. That is,
all alarm triggers are listed, but only link-alarm triggers can be created or deleted
via the web.
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Alarm

Triggers
Trigger

1
2

&l

New link-alarm

Class Enabled Action Source
power \‘;( 1 1,2
W 1 1

link-alarm t( 1 1/1-2/1 ﬁ

Figure 20.6: The alarm configuration overview page.

Trigger

The index number of this trigger.

Class

The trigger type.

Enabled

A green check-mark means the trigger is enabled,
and a dash means it is disabled.

Action

The index of the action profile associated with this
trigger. The action profile controls what targets
(LED, Digital Out, SNMP traps and/or Logging) to in-
voke for this alarm trigger. As of WeOS v4.2.0 man-
agement of action profiles is limited to the CLI.

Source

A list of alarm sources associated with this trigger.
For link alarms, this is a list of port numbers, for a
power alarm it is the identifiers for the associated
power sensors, etc.

ﬁ Delete

Click this icon to remove a trigger. (As of WeQOS
v4.2.0 only link alarm triggers can be removed.)

New link-alarm

Click this button to create a new link alarm trigger.
You will be presented to a form where you can con-
figure the new link alarm.
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20.2.3 Create a new link alarm trigger using the web interface

Menu path: Configuration = Alarm = New link-alarm

When clicking the New link-aggregation button you will be presented to the
New trigger page®.

New trigger

Class  link-alarm Slot 1
Enabled [ Port 1/1 1/2
Source [ [
Slot 2
Port z/1 z2f2 2/3 2/4
Source [l || || ||
Slot 3
Port 3/1 3/2 3/3 3/4 3/5 3/6 3/7 3/8

Source = = = d d 4] & &

| Apply | | Cancel |

Figure 20.7: The link alarm trigger creation page.

Class The type of alarm trigger.

Enabled | To enable the link-trigger - check the box, to disable un-check
the box.

Port The ports on your switch is grouped as on the actual hardware,

in slots. To get link alarms for a a specific port, check the
check-box located underneath the port label. In the picture
above you see ports 1/1, 1/2 and 2/1 are marked as alarm
sources for this link alarm trigger.

4Link alarms can also be configured via the port configuration page - link alarm configuration in
the port configuration page applies to the link alarm trigger with the lowest trigger index.
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20.3 CLI
Command Default Section
Configure Alarm Configuration Settings
alarm Section 20.3.1
[no] trigger <<INDEX> | <CLASS>> Section 20.3.2
[no] enable Enabled Section 20.3.3
[no] <port <PORTLIST> | Section 20.3.4
sensor <SENSORIDLIST> |
ring <FRNTINSTANCE>
[no] severity <<LEVEL> | Section 20.3.5
[active <LEVEL>] |
[inactive <LEVEL>]>
condition <high|low> Section 20.3.6
threshold <NUM | [rising <NUM>] | rising 0  Section 20.3.7
[falling <NUM>]> falling O
sample [type <abs|delta>] Section 20.3.8
[intv <SECONDS>]
[no] action <INDEX> 1 Section 20.3.9
[no] action <INDEX> Section 20.3.10
[no] target <[log] [snmp] [led] [digout]> log Section 20.3.11

View Alarm Settings and trigger classes
show alarm
alarm
show classes
show triggers
show actions
trigger
show enable
show <port|sensor|ring>
show severity
show condition
show threshold
show sample
action
show target

Alarm Status

Section 20.3.12

Section 20.3.13
Section 20.3.14
Section 20.3.15

Section 20.3.16
Section 20.3.17
Section 20.3.18
Section 20.3.19
Section 20.3.20
Section 20.3.21

Section 20.3.22

alarm Section 20.3.23
show Section 20.3.24
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20.3.1 Managing Alarm Settings

Syntax alarm

Context Global Configuration context

Usage Enter the alarm configuration context.
Default values Not applicable.

Error messages None defined yet.

20.3.2 Manage Alarm Triggers

Syntax [no] trigger <<INDEX> | <CLASS>>
Context Alarm Configuration context
Usage Create, remove or update an alarm trigger.

e Use "trigger <CLASS>" to create a new trigger and enter the Trigger
context, e.g., "trigger link-alarm” to create a new link-alarm trigger.
Use "show classes” (section 20.3.13) to list supported trigger classes.
An index will be assigned to each created index. This index can be used
to update or remove the trigger, see items below.

e Use "trigger <INDEX>" to manage an existing trigger.

e Use "no trigger <INDEX>" to remove an existing trigger.
Default values Not applicable.
Error messages None defined yet.

Some examples of alarm trigger configurations are given in sections 20.3.2.1-
20.3.2.4. Details of individual alarm trigger configuration settings are given in
sections 20.3.3-20.3.9.

20.3.2.1 Link Alarm Trigger Configuration Example

Syntax trigger link-alarm

Context Alarm Configuration context

Usage Create a link-alarm trigger, and enter the configuration context for this
trigger.

Additional settings for link-alarm triggers are listed below. The only manda-
tory setting is the list of ports - no link-alarm alarm events will occur until
ports are defined.

e Port(s) (mandatory): Define the port or ports this link-alarm trigger is
associated with.
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e Enable/Disable: By default, the trigger is enabled.

e Severity: By default, active severity is WARNING and inactive severity is
NOTIFY.

e Action: By default, the trigger is mapped to the default action profile
(action 1).

Example

redfox:/#> configure

redfox:/config/#> alarm
redfox:/config/alarm/#> trigger link-alarm
Created trigger 2
redfox:/config/alarm/trigger-2/#> port 1/1-1/2
redfox:/config/alarm/trigger-2/#> end
redfox:/config/alarm/#> show

Trigger Class Enabled Action Source
1 power YES 1 12
2 snr-margin YES 1 1/1 1/2

redfox:/config/alarm/#>

20.3.2.2 Digital-In Trigger Configuration Example

Syntax trigger digin

Context Alarm Configuration context

Usage Create a digital-in trigger, and enter the configuration context for this
trigger.
Additional settings for digital-in triggers are listed below.

e Sensor: By default, digital-in sensor with ID 1 is used. Use "show env”
(in Admin Exec context) to list available sensors, see section 7.3.30.

e Condition: By default, the alarm condition is set to low. That is, high is
considered normal and low is considered an alarm situation. The setting
can be changed.

e Enable/Disable: By default, the trigger is enabled.

e Severity: By default, active severity is WARNING and inactive severity is
NOTIFY.

e Action: By default, the trigger is mapped to the default action profile
(action 1).

Example

redfox:/#> configure
redfox:/config/#> alarm
redfox:/config/alarm/#> trigger digin
Created trigger 2
redfox:/config/alarm/trigger-2/#> end
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redfox:/config/alarm/#> show

Trigger Class Enabled Action Source
1 power YES 1 12
2 digin YES 1 1

redfox:/config/alarm/#>

20.3.2.3 Power Trigger Configuration Example

Syntax trigger power
Context Alarm Configuration context

Usage Create a power trigger, and enter the configuration context for this trig-
ger.

Additional settings for power triggers are listed below. The only mandatory
setting is the list of power sensors - no power alarm events will occur until
power sensors are defined.

e Sensor: Westermo units commonly have two power sensors; sensor 1 for
DC1 and sensor 2 for DC2. Use "show env” (in Admin Exec context) to
list available sensors, see section 7.3.30.

e Enable/Disable: By default, the trigger is enabled.

e Severity: By default, active severity is WARNING and inactive severity is
NOTIFY.

e Action: By default, the trigger is mapped to the default action profile
(action 1).

Example

Note that a power alarm trigger is generally defined by factory default. The
example below assumes there are no existing power alarm triggers.

redfox:/#> configure

redfox:/config/#> alarm
redfox:/config/alarm/#> trigger digin

Created trigger 1
redfox:/config/alarm/trigger-1/#> sensor 1,2
redfox:/config/alarm/trigger-2/#> end
redfox:/config/alarm/#> show

Trigger Class Enabled Action Source

1 power YES 1 12
redfox:/config/alarm/#>

20.3.2.4 SNR-Margin Trigger Configuration Example

Note, this setting only applies to units equipped with DSL ports.
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Syntax trigger snr-margin
Context Alarm Configuration context

Usage Create a SNR-margin trigger, and enter the configuration context for this
trigger.
Additional settings for SNR-margin triggers are listed below. The only manda-
tory setting is the list of (DSL) ports - no snr-margin alarm events will occur
until (DSL) ports are defined.

e Port(s) (mandatory): Define the port or ports this SNR-margin trigger is
associated with.
Note: SNR-margin alarms can only be generated for ports where a con-
nection has been established.

e Alarm threshold: As of WeOS v4.2.0 the SNR-margin falling threshold is
set to 3 (dB) by default, and the rising threshold to 6 (dB) by default.

e Enable/Disable: By default, the trigger is enabled.

e Severity: By default, active severity is WARNING and inactive severity is
NOTIFY.

e Action: By default, the trigger is mapped to the default action profile
(action 1).

Example
In this example an SNR-margin trigger is created for DSL ports 1/1 and 1/2,
with falling threshold 4 dB and rising threshold 6 dB.

wolverine:/#> configure

wolverine:/config/#> alarm

wolverine:/config/alarm/#> trigger snr-margin

Created trigger 2

wolverine:/config/alarm/trigger-2/#> port 1/1-1/2
wolverine:/config/alarm/trigger-2/#> threshold falling 4 rising 6
wolverine:/config/alarm/trigger-2/#> end
wolverine:/config/alarm/#> show

Trigger Class Enabled Action Source
1 power YES 1 12
2 snr-margin YES 1 1/1 1/2

wolverine:/config/alarm/#>

20.3.3 Enable/disable a Trigger

Syntax [no] enable
Context Trigger context

Usage Enable or disable an alarm trigger. A disabled trigger will keep its config-
uration settings, but will not affect any alarm targets.
Use "enable” to enable and "no enable” to disable a trigger.
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Default values Enabled
Error messages None defined yet.

20.3.4 Manage alarm sources

Syntax [no] <port <PORTLIST> | sensor <SENSORIDLIST> |
ring <FRNTINSTANCE>>

Context Trigger context

Usage Specify which alarm sources the trigger should monitor. The command
syntax differs depending on the trigger class:

e Use "[no] port <PORTLIST>" to specify which port(s) a link-alarm trig-
ger should apply to, e.g., use "port 1/1,2/2-2/4" to add ports 1/1, and
2/2-2/4 to the list of ports monitored by this link-alarm trigger.

e Use "[no] ring <FRNTINSTANCE>" which FRNT ring an FRNT alarm trig-
ger should apply to.

e Use "[no] sensor <SENSORIDLIST>" to specify which sensors a digital
in, power or temperature trigger should apply to, e.g., use "sensor 1,2"
to add power sensors 1 and 2 to the list of power sensors monitored by
this power trigger.

Use command show env (section 7.3.30) to list available sensors and
their index values.
Use "no port <PORTLIST>" remove a specific set of ports, or "no port” to
remove all ports from a trigger (the same goes for other source types).
If no sources are defined when exiting the trigger context, the trigger will au-
tomatically be configured as disabled (see section sec:alarm-trigger-enable-
cli).

Default values
Error messages None defined yet.

20.3.5 Alarm Event Severity

Syntax [no] severity <<LEVEL>|[active <LEVEL>]|[inactive <LEVEL>]>
Context Trigger context

Usage Specify the severity level of active and inactive alarm events detected by
this trigger. See section 20.1.3.4 for information on available severity levels.
Active and inactive severity levels can be configured together or indepen-
dently.
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"no severity” to will set severity to level NONE. Alarm events with severity
NONE will not cause SNMP traps to be sent or events to be logged, however,
such events can still affect digital-out and ON LED targets.

Default values active warning and inactive notice

Error messages None defined yet.

Examples The examples below show how to set severity level for active and in-
active alarm events together and how to set it individually. The final example
shows how to set severity 'NONE’ for both active and inactive events.

redfox:/config/alarm/trigger-2/#> severity err
redfox:/config/alarm/trigger-2/#> show severity
active err, inactive err
redfox:/config/alarm/trigger-2/#> severity inactive debug
redfox:/config/alarm/trigger-2/#> show severity
active err, inactive debug
redfox:/config/alarm/trigger-2/#>
redfox:/config/alarm/trigger-2/#> no severity
redfox:/config/alarm/trigger-2/#> show severity
active none, inactive none
redfox:/config/alarm/trigger-2/#>

20.3.6 Configure Alarm Condition Setting

Syntax condition <high|low>
Alternate keywords are possible:
e rising and up are equivalents to high.
e falling and down are equivalents to low.
Context Trigger context

Usage Define whether the high or low trigger state should be considered the
alarm state, while the other is considered the normal state.

Some triggers, such as link-alarm and power triggers have a static (prede-
fined) alarm condition setting. (Both link-alarm and power triggers have con-
dition set to low). For other triggers, the alarm condition setting is config-
urable.

See section 20.1.3.2 for more information.
Default values Differs for different trigger types
Error messages None defined yet.

20.3.7 Configure Rising and Falling Thresholds

Syntax threshold <NUM|[rising <NUM>]|[falling <NUM>]>
Context Trigger context
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Usage Set falling and rising thresholds. The thresholds may be set to the same
value, but by using different thresholds (rising higher than falling) one can
avoid receiving multiple events when the alarm source fluctuates around the
alarm threshold.

Triggers which are binary to their nature, such as link-alarm, power, and
digital-in triggers have implicit thresholds, which cannot be configured.

See section 20.1.3.2 for more information.
Default values rising 0 and falling 0 (except for binary alarm sources)

Error messages None defined yet.

20.3.8 Configure Sampling Type and Interval

As of WeOS v4.2.0 only the "absolute” sample type is supported, and the sample
interval setting has no affect.

Syntax sample [type <abs|delta>] [intv <SECONDS>]

Context Trigger context

Usage Define sample type (absolute or delta) and the sampling interval (sec-
onds). With absolute sampling, the sampled value is compared directly to
the thresholds. For delta sampling it is the difference between the current
and the previous sample values which is compared to the thresholds.

See section 20.1.3.3 for more information.
Default values

Error messages None defined yet.

20.3.9 Configure Trigger Action

Syntax [no] action <INDEX>
Context Trigger context

Usage Specify the action (profile) to be invoked when this trigger detects an
alarm event.

Default values 1 (default action)

Error messages None defined yet.
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20.3.10 Manage Alarm Actions

Syntax [no] action <INDEX>
Context Alarm Configuration context

Usage Create, remove or update an alarm action (profile). Use "action <INDEX>"
to enter the Action context and create a new or update an existing action.

Use "no action <INDEX>" remove an existing action. The default action
(index 1) cannot be removed.

Default values Not applicable.
Error messages None defined yet.

20.3.11 Manage Action Targets

Syntax [no] target <[log] [snmp] [led] [digout]>

Context Action context

Usage Add or remove alarm target to an alarm action (profile).

Default values target log (New action profiles has "target log” as default.
Error messages None defined yet.

20.3.12 Show Alarm Configuration Overview

Syntax show alarm

Context Global Configuration context. Also available as "show” command within
the Alarm Configuration context.

Usage List an overview of configured alarm triggers and actions.
Default values Not applicable
Error messages None defined yet.

20.3.13 Show Supported Trigger Classes

Syntax show classes
Context Alarm Configuration context

Usage List supported trigger classes. These are the classes to be used with the
"trigger <CLASS< command” (see section 20.3.2).

Default values Not applicable
Error messages None defined yet.
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20.3.14 Show Configured Triggers

Syntax show triggers
Context Alarm Configuration context

Usage List configured alarm triggers. This is useful to find the index of a trig-
ger, which is needed to edit ("trigger <INDEX>") or remove (no "trigger
<INDEX>") an existing trigger, see section 20.3.2.

Default values Not applicable
Error messages None defined yet.

20.3.15 Show Configured Action Profiles

Syntax show actions

Context Alarm Configuration context
Usage List configured alarm action profiles.
Default values Not applicable

Error messages None defined yet.

20.3.16 Show Triggers Enable Setting

Syntax show enable

Context Trigger context

Usage Show whether this trigger is enabled or disabled.
Default values Not applicable

Error messages None defined yet.

20.3.17 Show Trigger Alarm Sources

Syntax show <port|sensor|ring>
Context Trigger context

Usage Show the alarm sources associated with this trigger. The type of alarm
source differs depending on trigger class. See section 20.3.4 for further in-
formation.

Default values Not applicable
Error messages None defined yet.
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20.3.18 Show Trigger Severity Setting

Syntax show severity

Context Trigger context

Usage Show the severity setting (active and inactive severity) for this trigger.
Default values Not applicable

Error messages None defined yet.

20.3.19 Show Trigger Condition Setting

Syntax show condition

Context Trigger context

Usage Show the alarm condition setting for this trigger.
Default values Not applicable

Error messages None defined yet.

20.3.20 Show Trigger Threshold Settings

Syntax show threshold
Context Trigger context

Usage Show the trigger threshold setting (both rising and falling thresholds) for
this trigger.

Default values Not applicable
Error messages None defined yet.

20.3.21 Show Trigger Sample Type and Interval

As of WeOS v4.2.0 only the "absolute” sample type is supported, and the sample
interval setting has no affect.

Syntax show sample

Context Trigger context

Usage Show the alarm condition setting for this trigger.

Default values Not applicable

Error messages None defined yet.

322 © 2009 Westermo Teleindustri AB



RV westermo

Westermo OS Management Guide
Version 4.2.0-15841

20.3.22 Show Action Targets

Syntax show target
Context Action context

Usage Show the alarm target(s) configured for this action profile.

Default values Not applicable
Error messages None defined yet.

20.3.23 Handling Alarm Status

Syntax alarm

Context Admin Exec context

Usage Enter the alarm status context.
Default values Not applicable.

Error messages None defined yet.

20.3.24 Show overall alarm status

Syntax show

Context Alarm Status context
Usage Show status of all alarms.
Default values Not applicable.
Error messages None defined yet.
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20.4 Digital 1/0

RedFox Industrial, Lynx 1400G and Wolverine switches are equipped with a Digital
I/O connector as the one shown in fig. 20.8. The location of the connector differs
between products; on RedFox Industrial it is located on the CPU card as shown in
fig. 20.9). For a detailed specification on the Digital I/O connector, please see the
User Guide of your specific Westermo product.

Figure 20.8: Digital I/0O connector.

The Pin-Out of the Digital 1/0 connector is as follows:

Position Description

1 Digital-Out + (Relay Output +)
2 Digital-Out - (Relay Output -)

3 Digital-In +

4 Digital-In -

Westermo switch

Digital Out- O—N9:2
o No. 3,
Digital In+ i
|
|

N/ #
|
Digital In- No. 4
|
|
|
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Figure 20.9: The RedFox Industrial Power and CPU module

As described in section 20.1, Digital-In can be used as an alarm source, while
Digital-Out is utilised as an alarm target (summary alarm).

e The Digital-In alarm is triggered when there is lack of voltage on the Digital-In
pins. For information on appropriate voltage/current levels to trigger alarms
via Digital-In, see the User Guide of your specific product.

e The Digital-Out pins are internally connected to a gate. The gate is open
when the switch has no power, or when any alarm sources are active. When
the switch is operating normally (the switch has booted up, and no alarm
source is active), the gate is closed.
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20.5 LEDs

The LED functionality when running WeOS is described in the User Guide of your
product. To make this management guide more self-contained the LED function-
ality for a RedFox Industrial switch is presented here.

| LED Status Description \
ON OFF Unit has no power
GREEN DC1 and DC2 power. If FRNT is enabled, FRNT ok
(see section 20.4 for details). No port alarm.
RED One or more of the following alarm sources are ac-
tivated: DC1 or DC2 power not ok. If FRNT enabled,
FRNT ring broken (see section 20.4 for details). Port
alarm.
FLASH GREEN Connected to IPConfig
FLASH RED Indicate pending factory reset, see section 7.1.4.3.
DC1 OFF Unit disconnected
GREEN Internal DC1 power ok
RED Unit has no power on DC1
DC2 OFF Unit disconnected
GREEN Internal DC2 power ok
RED Unit has no power on DC2
FRNT OFF FRNT not enabled
GREEN FRNT running and ok, switch configured as member
RED FRNT error (see section 20.4 for details), switch con-
figured as member
FLASH GREEN FRNT running and ok, switch configured as focal
point
FLASH RED FRNT error (see section 20.4 for details), switch con-
figured as focal point
ST1 OFF STP not enabled
GREEN STP enabled
FLASH GREEN STP enabled, unit STP root
ST2 No function
Copper OFF No link
and GREEN Good link
fiber FLASH GREEN Data transmitted / received
ports YELLOW Port alarm and no link. Or if FRNT mode port is
blocked/disabled. Or if RSTP mode port is blocked.
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Chapter 21

Logging Support

This chapter describes WeOS support for alarm and generic event logging.

In WeOS general events detected by the system (such as user login attempts),
as well as alarm events defined by configured alarm triggers (see chapter 20)
can be logged for further analysis. Three logging methods are available:

e Logging to file: General events and alarm events are always logged to a local
log file.

e Logging to console: It is possible to direct logging messages to the console
port. Messages of severity level DEBUG or higher are shown on the console
port.

e Logging to a remote syslog server: Logging messages can be sent to a re-
mote syslog server for further processing. Messages of severity level NOTICE
or higher are forward to the remote syslog server(s).

As of WeOS v4.2.0 logging support is only available via the CLI. The severity
thresholds for console and remote syslog logging are not configurable, however,
such support is planned.
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21.1 Managing Logging Support via the CLI

Command Default Section

Configuring Logging Settings

[no] logging Disabled Section 21.1.1
[no] console Section 21.1.2
[no] server <IPADDR1 [IPADDR2]> Disabled Section 21.1.3

View Logging Settings

show logging Section 21.1.4
logging
show console Section 21.1.5
show server Section 21.1.6

Managing Log Files

dir <cfg://|log://|usb://> Section 7.3.3
copy <FROM FILE> <TO_FILE> Section 7.3.4
erase <file> Section 7.3.5
show <running-config | startup-config | Section 7.3.6

factory-config | [<filesys>://]FILENAME>

21.1.1 Managing Logging Settings

Syntax [no] logging

Context Global Configuration context

Usage Enter Logging configuration context.
Use ”"no logging” to disable all logging.

Default values Disabled

Error messages None defined yet.

21.1.2 Logging to console port

Syntax [no] console
Context Logging context
Usage Enable or disable console logging.
Use "no console” to disable console logging.
When enabled, general events detected by the system, as well as alarm

events associated with configured alarm triggers, will be presented on the
console port.
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Default values Disabled
Error messages None defined yet.

21.1.3 Logging to remote syslog server

Syntax [no] server
Context Logging context

Usage Set remote syslog server(s) (IPv4 addresses). A maximum of two remote
syslog servers are supported. The syntax allows typing them in on one line
or two separate lines.

Use "no server <IPADDR>" to remove a single server. Use "no server” to
remove all servers.

When enabled, general events detected by the system, as well as alarm
events associated with configured alarm triggers, will be forward to the con-
figured syslog server. If two servers are configured, messages are sent to
both of them.

Default values Disabled
Error messages None defined yet.

21.1.4 Show Logging Settings

Syntax show logging

Context Global Configuration context. Also available as "show” command within
the Logging context.

Usage Show Logging configuration settings.
Default values Not applicable
Error messages None defined yet.

21.1.5 Show Console Logging Setting

Syntax show console

Context Logging context.

Usage Show whether console port logging is enabled or disabled.
Default values Not applicable

Error messages None defined yet.
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21.1.6 Show Remote Syslog Server Setting

Syntax show server
Context Logging context.

Usage Show whether remote syslog logging is enabled or disabled. If enabled,
the IP address(es) of the configured server(s) are presented.

Default values Not applicable
Error messages None defined yet.
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Chapter 22
SNMP

The Simple Network Management Protocol (SNMP) provides a standardised method
to manage and monitor IP devices remotely. The WeOS SNMP agent supports
SNMP v1, v2c and v3.

22.1 SNMP introduction and feature overview

Table 22.1 shows WeOS SNMP control features for the Web and CLI interfaces. Fur-
ther description of the SNMP support is presented in the sections 22.1.1-22.1.6.
If you are only interested in knowing how to manage SNMP features via the Web
or CLI, please visit sections 22.2 or 22.3 directly.

22.1.1 SNMP introduction

The Simple Network Management Protocol (SNMP) provides a standardised method
to manage and monitor IP devices remotely. In SNMP a manager station can man-
age a set of status and configuration objects via an SNMP agent on the manage-
ment unit. The WeOS SNMP agent supports SNMP v1, v2c and v3.

An SNMP manager:

e can send SNMP GET messages to poll status and configuration information
from an SNMP agent.

e can send SNMP SET messages to the SNMP agent to modify the device set-
tings (or issue commands such as 'reboot’).

e can get notified by an agent when specific events occur, such as link down
event, via SNMP TRAP messages.
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Feature Web CLI General
(Sec. 22.2) (Sec. 22.3) Description

General

Enable/disable SNMP X X

SNMPv1/v2c

Sec. 22.1.2

”

Sec. 22.1.2-22.1.3

Read Community
Write Community
Trap Community

X X X X
X X X X

Trap Host Sec. 22.1.3
SNMPv3

Read-Only SNMPv3 User X Sec.22.1.4
Read/Write SNMPv3 User X "

Table 22.1: WeOS control of SNMP features.

The objects manageable via SNMP are defined in a management information
base (MIB). The WeOS MIB support aims at providing SNMP management primar-
ily via standard MIBs to enable easy integration with existing SNMP management
tools. In addition, WeOS includes an enterprise MIB (private MIB) to provide ac-
cess to MIB objects not available via the standard MIBs.

22.1.2 SNMP Communities

An SNMP community is a relationship between the manager and managed sta-
tion. It can be seen as a (very) basic authentication and authorisation mechanism
for SNMP v1 and v2c!. Three types of communities are supported:

e Read community: The SNMP read community is used by a manager to read
SNMP MIB objects from a managed station.

Default read community: public
e Write community: The SNMP write community can be used to write (and
read) SNMP MIB objects to (from) a managed station. Thus, if the agent has

its write community enabled, it is possible to configure the switch via SNMP.
The write community is typically named "private”.

Default write community: Disabled

1See section 22.1.4 for secure management using SNMPv3.
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SNMP
Managed / E

Manager Device
Station

Internet/Intranet

ﬁ / \ Managed

Device

Figure 22.1: Sample SNMP setup, where one manager station controls two de-
vices by communicating with SNMP agents running on the managed devices.

e Trap community: The SNMP trap community is used when an agent wants
to send a notification to the manager (SNMP Trap). The trap community is
typically named "public”.

Default trap community: Disabled

Warning: Using the well-known community strings “public” and “pri-
vate” could pose a serious security problem.

22.1.3 Trap Support

The WeOS SNMP trap support is integrated with the WeQOS alarm handling system
(see 20.1). This means that you as an operator has fine grain control of which
traps to send.

The list below all traps, except Coldstart, are integrated with and can be con-
trolled via the alarm handling system.

e Link Alarm: A trap is generated on link up or link down, given that Link Alarm
is enabled on that specific port (see sections 20.1.3 and9.1.4).

Link Down OID: iso(1).org(3).dod(6).internet(1).snmpV2(6).snmpModules(3).
snmpMIB(1).snmpMIBObjects(1).snmpTraps(5).linkDown(3)
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Link Up OID: iso(1).org(3).dod(6).internet(1).snmpV2(6).snmpModules(3).
snmpMIB(1).snmpMIBObjects(1).snmpTraps(5).linkUp(4)

Note: When a port is being reconfigured, link down and link up
events are likely to occur. If link-alarm is enabled on that port, a
couple of SNMP traps are likely to be generated as a side-effect of
the port reconfiguration.

e Cold Start: A trap is generated when a system comes up.
OID: iso(1).org(3).dod(6).internet(1).snmpV2(6).snmpModules(3).
snmpMIB(1).snmpMIBObjects(1).snmpTraps(5).coldStart(1)

e Digital-In: A trap is generated when the voltage level on the pins of a digital-
in sensor changes from high to low, or low to high.
Digital-In High OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
sensorNotifications(1).sensorNotificationPrefix(0).digitallnHigh(1)
Digital-In Low OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
sensorNotifications(1).sensorNotificationPrefix(0).digitallnLow(2)

e Power Supply: A trap is generated when the voltage level on any of the
power feeds changes from high to low, or low to high.
Power Supply High OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
sensorNotifications(1).sensorNotificationPrefix(0).powerSupplyHigh(3)
Power Supply Low OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
sensorNotifications(1).sensorNotificationPrefix(0).powerSupplyLow(4)

e FRNT Ring Status: A trap is generated when a unit detects a change of
FRNT ring status, i.e., ring up (ring mode) or ring down (bus mode).
FRNT Ring Up OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
frntNotifications(2).frntNotificationPrefix(0).frntRingUp(1)
FRNT Ring Down OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
frntNotifications(2).frntNotificationPrefix(0).frntRingDown(2)

e SNR-margin: On units with a DSL port (Wolverine-225) traps are generated
when the SNR margin falls below (or rises above) a configurable threshold.
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QOID: iso(1).org(3).dod(6).internet(1).mgmt(2).mib-2(1).transmission(10).
hdsl25hdsIMIB(48).hdslI2ShdsINotifications(0).hdsl25hdsISNRMarginCrossing(2)

SNMP traps are only generated if the SNMP trap community is configured (see
section 22.1.2), and if there is at least one Trap Host (i.e., SNMP management
station) defined. Up to two Trap Hosts can be defined (if two Trap Hosts are
configured, traps will be sent to both of them).

22.1.4 Secure management using SNMPv3

To manage a unit securely via SNMP, SNMPv3 should be used. SNMPv3 provides
privacy and integrity (per packet authentication) to the SNMP messages.

SNMPv3 introduces the notion of a SNMPv3 user, as opposed to the community
concept used in SNMPv1/v2c. The following parameters can be configured for an
SNMPv3 user.

e Read-Only or Read-Write access: Defines whether the user should have read
access to the SNMP variables, or be able to read and modify them.

e Security Mode: Three security modes are available:

- noAuthnoPriv: No security (i.e., neither authentication, nor encryption)
- authNoPriv: Authentication, but no privacy.
— authPriv: Authentication and Encryption

Note: As of WeOS v4.2.0, the WeOS SNMP agent accepts SNMP
requests of security level authNoPriv also for SNMPv3 users created
at level authPriv. This feature is likely to be removed in future WeOS
releases.

e Encryption protocol: WeOS offers SNMPv3 data encryption using DES and
AES-128.

e Authentication protocol: WeOS offers SNMPv3 data integrity using using MD5
and SHAL.

e Scope: A user can be restrained to only access a part of the MIB tree sup-
ported by the unit.

The encryption and authentication passwords are strings of 8-16 characters.
ASCII characters 33-126 except '#’ (ASCIl 35) are allowed.

A maximum of 8 SNMPv3 users can be defined, each with their own parameter
set.
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22.1.4.1 SNMPv3 example

This example illustrates the configuration of an SNMPv3 user on the a WeOS
switch. The user alice is grated read-only access to the full MIB tree. Security
level authNoPriv is used where SHA1 is used as authentication protocol

redfox:/#> configure

redfox:/config/#> snmp-server

redfox:/config/snmp/#> rouser alice auth shal alicepwd
redfox:/config/snmp/#> leave

redfox:/#> cp running start

Section 22.1.6 lists recommended SNMP managment software. Those tools
have graphical user interfaces and should be straight forward to use. For a simple
test you could also use the (Unix) Net-SNMP "snmpwalk” command. (Here it
is assumed that the switch is accessible on IP address 192.168.2.200 and the
"walk” is limited to the mib-2 system’s group).

mypc:~$ snmpwalk -v3 -u alice -l authNoPriv -a SHA -A alicepwd 192.168.2.200 system
SNMPv2-MIB: :sysDescr.0 = STRING: Westermo RedFox Industrial,

pri. version: 9.99, back. version: 4.0.0, boot version: 2.01, fpga: 20080626
SNMPv2-MIB: :sysObjectID.0® = 0ID: SNMPv2-SMI::enterprises.16177

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (1026874) 2:51:08.74

SNMPv2-MIB: :sysContact.0 = STRING: support@westermo.se

SNMPv2-MIB: :sysName.0® = STRING: redfox

SNMPv2-MIB: :sysLocation.Q = STRING: westermo

SNMPv2-MIB: :sysServices.® = INTEGER: 79

mypc:~$
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22.1.5 Supported MIBs
22.1.5.1 Standard MIBs

As of WeOS v4.2.0 the following standard MIBs are supported:

RFC1213 MIB-2: The original MIB-2 standard MIB.

RFC2863 Interface MIB: The ifXTable of the IF-MIB is supported.

RFC2819 RMON MIB: RMON Ethernet statistics (etherStatsTable) is supported.
RFC4188 Bridge MIB

RFC4318 RSTP MIB

RFC4363 Q-BRIDGE MIB: The dotlqgVlan group and dotlqVlanStaticTable are
supported, enabling support for static VLAN configuration.

RFC4836 MAU MIB: The dot3IfMauBasicGroup and dot3IfMauAutoNegGroup
of the MAU MIB are supported.

RFC4133 Entity MIB: The entityPhysical group of the Entity MIB is supported.
It can be used to read unit serial number, firmware version, etc.

RFC3433 Entity Sensor MIB: The Entity Sensor MIB can be used to monitor
the status of unit sensors for temperature, power supply, and "digital-in”,
etc.

RFC 4319 HDSL2/SHDSL MIB: On products with SHDSL ports, the
hdsl2ShdsISpanConfTable, hdsl25hdsISpanStatusTable,
hdsl2ShdslinventoryTable and hdsl2S5hdsISpanConfProfileTable are supported
(read-only).

22.1.5.2 Private MIB

To use the WeOS private MIB, two Westermo specific MIB files should be loaded
into your SNMP management software (see section 22.1.6 for information on rec-
ommended management software):

WESTERMO-0OID-MIB: Defines the top level objects of the Westermo Private
MIB name space.

WESTERMO-WEQOS-MIB: Defines the WeOS branch of the Westermo Private
MIB.

22.1.6 Recommended Management Software

Westermo recommends the following SNMP managers:
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e OidView from ByteSphere?.
e MG-SOFT MIB Browser Pro. from MG-SOFT3.
e SNMPc from Castlerock Computing?.

2http://www.oidview.com/oidview.html. OidView is a trademark of BYTESPHERE TECHNOLO-
GIES LLC.

3http://www.mg-soft.com/mgMibBrowserPE.html.

4http://www.castlerock.com/. SNMPc is a trademark of Castlerock Computing.
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22.2 Managing SNMP via the web interface

Menu path: Configuration = SNMP

On the SNMP configuration page you will be presented to the current settings
for SNMP on your switch, see below. You may change the settings by editing the

page.

SNMP

& Enabled

Read Community ||:||_|I:|Iin:: |

Write Community ||:||'i~.rate |

Trap Community |t|'ap |

Trap Host Address 1 [192,168.2,250 |

Trap Host Address 2 | |

| Apply | | Cancel |

Enabled Check the box to enable SNMP. If you have a
JavaScript! enabled browser the other settings
will not be displayed unless you check this box.

Read Community A community identifier for read access.
Write Community A community identifier for read/write access.
Trap Community A community identifier for traps.

Trap Host Address 1/2 | IP address of SNMP trap management station.
None, one or two addresses may be filled in.

ljavaScript is a trademark of Sun Microsystems.
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22.3 Manage SNMP Settings via the CLI

Command Default Section

[no] snmp-server Enabled Section 22.3.1
[no] rocommunity <COMMUNITY> public Section 22.3.2
[no] rwcommunity <COMMUNITY> Disabled Section 22.3.3
[no] trapcommunity <COMMUNITY> Disabled Section 22.3.4
[no] host <IPADDR> Disabled Section 22.3.5
[no] rouser <USERNAME> Disabled Section 22.3.6.

[auth <md5|shal> <PASSPHRASE>
[crypto <des|aes128> <PASSPHRASE>]]
[OIDTREE]
[no] rwuser <USERNAME> Disabled Section 22.3.7.
[auth <md5|shal> <PASSPHRASE>
[crypto <des|aes128> <PASSPHRASE>]]

[OIDTREE]

Show SNMP settings

show snmp-server Section 22.3.8
snmp-server
show rocommunity Section 22.3.9
show rwcommunity Section 22.3.10
show trapcommunity Section 22.3.11
show host Section 22.3.12

22.3.1 Manage SNMP Server

Syntax [no] snmp-server
Context Global Configuration context.

Usage Enter snmp-server context. If the SNMP server is disabled, it will be en-
abled when issuing the "snmp-server” command. Use "no snmp-server”
to disable the SNMP server.

Default values Enabled.
Error messages None defined yet.

22.3.2 Manage SNMP Read Community

Syntax [no] rocommunity <COMMUNITY_STRING>
Context snmp-server context.

340 © 2009 Westermo Teleindustri AB



@ |
KYwesTermo by

Usage Configure the SNMP Read Community string. Use "no rocommunity” to
disable the SNMP Read Community.

Default values rocommunity public
Error messages None defined yet.

22.3.3 Manage SNMP Write Community

Syntax [no] rwcommunity <COMMUNITY_STRING>
Context snmp-server context.

Usage Configure the SNMP Write Community string. Use "no rwcommunity” to
disable the SNMP Read Community.

Default values Disabled.
Error messages None defined yet.

22.3.4 Manage SNMP Trap Community

Syntax [no] trapcommunity <COMMUNITY_STRING>
Context snmp-server context.

Usage Configure the SNMP Trap Community string. Use ”"no trapcommunity” to
disable the SNMP Trap Community.

Default values Disabled.
Error messages None defined yet.

22.3.5 Manage SNMP Trap Hosts

Syntax [no] host <IPV4ADDRESS>
Context snmp-server context.

Usage Configure a SNMP Trap Host. Two trap hosts can be configured (issue the
"trap-host” command twice with different IP addresses). Use "no host
<IPV4ADDRESS>" to remove a trap-host and "no host” to remove all trap
hosts.

Default values Disabled.
Error messages None defined yet.
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22.3.6 Manage SNMPv3 Read-Only User

Syntax [no] rouser <USERNAME> [auth <md5|shal> <PASSPHRASE> [crypto
<des|aes128> <PASSPHRASE>]] [OIDTREE]

Context snmp-server context.
Usage Configure a SNMP read-only user.

e USERNAME: is a text string defining the user. Max 32 characters. Valid
characters are ASCII 33-126 except '#’ (ASCII 35).

e Authentication: Achieve message integrity protection by specifying MD5
or SHA1 message authentication. The authentication password is a string
of 8-16 characters. ASCIl characters 33-126 except '#' (ASCIl 35) are
allowed.

e Encryptions: Achieve message privacy by specifying DES or AES128 mes-
sage authentication. The authentication password is a string of 8-16
characters. ASCII characters 33-126 except '#’ (ASCII 35) are allowed.

e OIDTREE: Limit access to a certain branch of the supported MIB. Defaults
to the whole tree ('1.")

Use "no rouser <USERNAME>" to remove a specific read-only user, or "no
rouser” to remove all read-only users.

Default values Disabled.
Error messages None defined yet.

Examples e« Authentication and encryption:
"rouser alice auth shal alicepwdl crypto aesl28 alicepwd2”

e Authentication with access to dotldBridge subtree:
"rouser bob auth md5 bobspwdl 1.3.6.1.2.1.17"

22.3.7 Manage SNMPv3 Read-Write User

Syntax [no] rwuser <USERNAME> [auth <md5]|shal> <PASSPHRASE> [crypto
<des|aes128> <PASSPHRASE>]] [OIDTREE]

Context snmp-server context.

Usage Configure a SNMP read-write user.
For more information, see section 22.3.7.

Default values Disabled.
Error messages None defined yet.
Examples See section 22.3.7.
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22.3.8 View SNMP Server Settings

Syntax show snmp-server

Context Global Configuration context. Also available as "show” command within
the snmp-server context.

Usage Show all SNMP server settings.
Default values Not applicable.
Error messages None defined yet.

22.3.9 View SNMP Read Community Settings

Syntax show rocommunity

Context snmp-server context.

Usage Show the SNMP Read Community setting.
Default values Not applicable.

Error messages None defined yet.

22.3.10 View SNMP Write Community Settings

Syntax show rwcommunity

Context snmp-server context.

Usage Show the SNMP Write Community setting.
Default values Not applicable.

Error messages None defined yet.

22.3.11 View SNMP Trap Community Settings

Syntax show trapcommunity

Context snmp-server context.

Usage Show the SNMP Trap Community setting.
Default values Not applicable.

Error messages None defined yet.
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22.3.12 View SNMP Trap Host Settings

Syntax show host

Context snmp-server context.

Usage Show the SNMP Trap Host setting.
Default values Not applicable.

Error messages None defined yet.
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Acronyms and abbreviations

3DES  Triple DES

AH Authentication Header

ASCII American Standard Code for Information Inter-
change

AES Advanced Encryption Standard

CLI Command Line Interface

CPU Central Processing Unit

DES Data Encryption Standard

DDNS Dynamic DNS

DH Diffie-Hellman

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

DPD Dead Peer Detection

ESP Encapsulating Security Payload
FRNT  Fast Reconfiguration of Network Topology
HTTP Hypertext Transfer Protocol

HTTPS Secure HTTP (HTTP over SSL/TLS)
IGMP Internet Group Management Protocol

IKE Internet Key Exchange
IKEvl IKE version 1

IP Internet Protocol

IPSec IP Security

IPv4 IP version 4

IPv6 IP version 6

LAN Local Area Network

LED Light Emitting Diode

MD5 Message Digest 5

MTU Maximum Transfer Unit

NAPT Network Address and Port Translation
NAT Network Address Translation

© 2009 Westermo Teleindustri AB 345



@ |
KYwesTermo by

NAT-T  NAT Traversal
NTP Network Time Protcol

PC Personal Computer

PFS Perfect Forward Secrecy

PPP Point to Point Protocol

RAM Random Access Memory

SHDSL Symmetric High-speed Digital Subscriber Line
SFP Small Form-factor Pluggable (transceiver module)

SHA Secure Hash Algorithm
SHA-1 Secure Hash Algorithm 1
SNTP  Simple NTP

SSH Secure SHell

SSL Secure Socket Layer
TLS Transport Layer Security
USB Universal Serial Bus
VLAN  Virtual LAN

VPN Virtual Private Network
WAN Wide Area Network
WeOS Westermo Operating System
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firmware
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bootloader, 72
downgrading, 72
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general IP settings, see general network
settings
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default gateway, 196
domain search path, 196
IGMP snooping, see IGMP snooping
name server, 196
routing, 199
static vs dynamic, 196
global network settings, see general net-
work settings

hardware
differences between switches running
WeOS, 18
switches running WeQS, 17

ICMP

CLI commands, 220-221
IGMP snooping, 199

proxy querier, 200
IGMP snooping, 148, 199

FRNT ports, 201

per VLAN, 148

querier mode, 199

querier mode, 200

query interval, 199, 200

trunk port, see IGMP snooping, mul-

ticast router port

interface, see network interface
IP address, 195

DHCP, 196

dynamic, 195, 196
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factory default, 195 alarm, see alarm, link

link-local, 195, 197 identifier (portID), 20

new interface, 196 monitoring, see port monitoring
IP forwarding, see IP routing naming of, 19-20
IP routing, 199 port mirroring, see port monitoring

default gateway, see default gate- port monitoring, 80

way CLI commands, 96-97
default route, see default gateway Web configuration, 83
static, 199 PPP, see Point to Point Protocol

unicast routing, 199 . )
routing, see IP routing

link alarm, see alarm, link

slot
management interface, 195-197 identifier (slotID), 19
Web configuration, 207-208 SNMP
management VLAN, see management trap, 331, 333
interface SNTP, 201

multicast router port, see IGMP snoop- SNTP client, 199
ing, multicast router port

USB port
network interface support for, 19
PPP interface, 193
network interface VLAN
factory default settings, 195 default VLAN, 147
management interface, see manage- management VLAN, see management
ment interface interface
naming of, 196 network interface, see network in-
new interface settings, 195 terface, VLAN

PPP interface, 198

primary, 195, 196

VLAN, 193, 196
NTP, 201

password
admin account, 72
allowed characters, 73
default settings, 72
length, 73
Point to Point Protocol
PPP interface, see network interface,
PPP interface
port
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