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APPLICATION NOTE: AN-029-WUK 

 

HOW TO CONFIGURE AN IPSEC VPN USING 
PRE-SHARED KEYS ON MERLIN ROUTERS  
LAN to LAN connectivity over an IPSec VPN between a Merlin-4407 4G router 

and a Merlin-4708 VDSL/ADSL router with fixed public IP address 
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Introduction: 
 

What is an IPSec VPN? 
 

IPSec VPN’s create a secure Virtual Private Network between two or more private LAN networks, 

over the internet. 

 

The internet is generally accepted as a world wide insecure network, but using IPSec VPN’s can 

make data transfer over the internet much more secure. 

 

IPSec (Internet Protocol Security), utilises a selection of encryption and authentication algorithms 

which are grouped together under a common banner. Different combinations of these protocols 

can be used simultaneously to create a secure tunnel between two routers. Despite the fact that 

business critical data may be traversing over a wireless connection via the internet to your central 

office, the data itself is both encrypted and encapsulated with secure authentication up to a military 

grade level of data protection. 

 

It is quite possible to use IPSEC to secure communications between multiple different sites, the 

diagram below shows three remote sites connecting back to a central location where a number of 

devices can communicate to the various outstation units. 

 

NB: IPSEC will only provide security for the traffic between the routers. You must not consider the 

routers themselves to be secure once a VPN is in place. Further security can be afforded through 

proper username management and implementation of a firewall 
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Overview 
 

The following pages show how to implement an IPSEC VPN between a pair of Westermo Merlin 

routers. The Merlin-4407 4G router will be the initiator because this will most likely be given a 

dynamic and NATed IP address from the network provider. The Merlin-4708, being the DSL 

broadband router, will be the VPN Concentrator because the DSL IP address can be made static (with 

the correct package from the ISP). This is therefore ideal for an IPSec VPN concentrator because it 

has an IP address that never changes. In nearly all cases, an VPN Concentrator, in other words the 

VPN responder, will be a DSL router located at a central location who’s job it is to terminate all VPN 

connections from remote locations. In all cases the VPN concentrator, will need to have a fixed, 

publicly accessible IP address. This static IP address will be the destination for all incoming VPN 

connections. 

Thanks to technology within IKE version 2, or the option for an Aggressive mode IPSec VPN with 

legacy IKE version 1 and NAT-Traversal, the initiating router does not require a fixed, publicly 

accessible IP address. 

NB: This application note shows how to configure an IPSec VPN using pre-shared keys (PSK). This is 

intended as an introduction to IPSec but note either self-signed certificates or preferably certificates 

generated using SCEP can be used to improve security. These are detailed in the management guides 

for each router. 

Phase 1: IKE 

Internet Key Exchange (IKE) protocol defines what parameters are used to negotiate the initial stage 

of the VPN connection, and provide security which is used in negotiating the second stage of the 

VPN. This involves the creation of “IKE SA’s”. 

Phase 2: IPsec 

The IPSec transform defines the negotiation for the second stage of the VPN. This includes exactly 

what authentication and encryption will be used in the VPN tunnel, along with IP addressing 

information that allows data to flow from router to router. This involves the creation of “IPSec SA’s”. 

Assumptions 
This application note applies to the Merlin-4407 4G router and the Merlin-4708 VDSL/ADSL router 

and assumes the routers have a factory default configuration. This application note can be applied to 

other routers in the Merlin range, providing that the VPN concentrator has a fixed IP address that 

can be reached from routers initiating the VPN tunnels.  

 

Corrections 

Requests for corrections or amendments to this application note are welcome and should be 

addressed to support.uk@westermo.com 

 

Requests for new Application Notes and Quick Notes can be sent to the same address. 
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Merlin 4407 4G Router Configuration (VPN Initiator) 
LAN IP Address. 
Log in to the Merlin web configuration UI and browse to Network > Interfaces. 

In the LAN section, click the EDIT button. 

 

Next enter the new LAN IP address and subnet mask: 

Protocol: Static address 

IPv4 address: 172.30.1.201 

IPv4 netmask: 255.255.255.0 

 

Scroll to the bottom of the page and click Save & Apply. 
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Mobile 4G Settings 
Browse to Network > Interfaces. 

In the MOBILE section, click the EDIT button. 

 

Enter the appropriate APN (Access Point Name) provided by your mobile network provider. 

 

APN: Enter your APN here 

APN Username: Only if applicable 

APN Password: Only if applicable 

 

Scroll to the bottom of the page and click Save and Apply. 
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IPSec VPN Tunnel Settings (Initiator) – Merlin 4407 
Browse to VPN > IPSec > General Section. 

 

Tick Enable IPSec. 

 

IKEv2 or IKEv1? 
In the next section, you will find two options for configuring the IPSec VPN: IKEv2 and IKEv1. Both 

are protocols used to set up a secure, encrypted communication channel between two routers, but 

they have distinct differences that could influence your choice. 

IKEv2 (Internet Key Exchange version 2) is a more modern protocol, offering several advantages over 

its predecessor, IKEv1. It includes improved security features, faster connection setup, and better 

stability. IKEv2 supports Mobility and Multihoming Protocol (MOBIKE), making it particularly 

effective for users who frequently switch between different networks (e.g., DSL to 4G, or switching 

between 4G networks etc). Its ability to handle changing network conditions smoothly without 

dropping the VPN connection is a significant benefit, especially for connections with dynamic IP 

addresses. Additionally, IKEv2 is more efficient in terms of bandwidth usage and provides stronger 

encryption methods. 

On the other hand, IKEv1, while still in use, is an older protocol that may not support some of the 

advanced features available in IKEv2. It is less efficient and can be slower in establishing connections. 

Although it remains a viable option for some legacy systems, it lacks the robust security and 

performance enhancements found in IKEv2. 

Given these considerations, we strongly encourage users to opt for IKEv2 when setting up their IPSec 

VPN. The enhanced security, speed, and adaptability of IKEv2 will provide a more reliable and secure 

VPN experience, particularly in dynamic networking environments. 
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IPSec VPN General - IKEv2 (Recommended) 
Browse to VPN > IPSec > IPSec Connection > General tab. 

 

 

Tick Enabled. 

Name: Enter a label to help you identify what the VPN is for. 

WAN Interface: MOBILE 

Remote Node Address: This is the remote static outside IP address of the VPN Concentrator router 

(in this case the Merlin-4708 VDSL/ADSL router). 

Autostart Action: Always 

Connection Type: tunnel 

IKE Version: 2 

Inherit SA: Tick to inherit CHILD SA’s when IKE SA is rekeyed. 

INIT CONT: Tick to enable send Initial Contact. 

If you are using IKEv2 (recommended), skip to the IPSec VPN Policy section. 

 



 

AN-029-WUK IPSEC VPN USING PRE-SHARED KEYS ON MERLIN ROUTERS          P a g e  | 9 

IPSec VPN General - Legacy IKEv1 option (Not recommended) 
Browse to VPN > IPSec > IPSec Connection > General tab. 

 

Tick Enabled. 

Name: Enter a label to help you identify what the VPN is for. 

WAN Interface: MOBILE 

Remote Node Address: This is the remote static outside IP address of the VPN Concentrator router 

(in this case the Merlin-4708 VDSL/ADSL router). 

Autostart Action: Always 

Connection Type: tunnel 

IKE Version: 1 

INIT CONT: Tick to enable send Initial Contact. 

Aggressive Mode: Tick to enable Aggressive Mode. 
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IPSec VPN Policy 
Browse to VPN > IPSec > IPSec Connection > Policy tab. 

 

Local Id: initiator-merlin4407 

Remote Id: responder-merlin4708 

Local LAN IP Address: 172.30.1.0 

Local LAN IP Address Mask: 255.255.255.0 

Remote LAN IP Address Mask: 192.168.1.0 

Remote LAN IP Address Mask: 255.255.255.0 

NB: When using Aggressive Mode IPSec the local and remote ID’s are free text and is the initial 

method that each router will use to identify each other. It’s useful for the purposes of managing 

your VPN connections to make the ID something meaningful like a site name for example. Just as 

long as it is consistent and is accurately reflected on the other router.  
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IPSec VPN Proposal 
Browse to VPN > IPSec > IPSec Connection > Proposal tab. 

 

IKE Key algorithm: aes256-sha256-modp2048   

IKE Key lifetime: 28800s 

IPSec Key algorithm: aes256-sha256-modp2048 

IPSec Key Lifetime: 3600s 

NB: Choose the strongest encryption and authentication algorithms supported by both routers and 

ensure they match at both ends. 

 

IPSec VPN Authentication 
Browse to VPN > IPSec > IPSec Connection > Authentication tab. 

 

Local Auth Method: PSK 

Remote Auth Method: PSK 
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IPSec VPN Secrets 
Browse to VPN > IPSec > Secrets > General tab. 

 

 

Enabled: Tick to enable. 

ID selector: initiator-merlin4407 responder-merlin4708 

Secret Type: psk 

Secret: topsecret  

NB: The pre-shared secret “topsecret” is just an example. Choose an appropriate secret and match it 

on the other router. 

Hint: Treat your pre-shared secret as you would with a strong password for additional difficulty to 

guess. 

 

 

Click Save and Apply. 
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Merlin 4708 VDSL/ADSL Router Configuration (VPN Concentrator) 
 

LAN IP Address. 
Log in to the Merlin web configuration UI and browse to Network > Interfaces. 

In the LAN section, click the EDIT button. 

 

Next enter the new LAN IP address and subnet mask: 

Protocol: Static address 

IPv4 address: 192.168.1.1 

IPv4 netmask: 255.255.255.0 

 

Scroll to the bottom of the page and click Save & Apply. 
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VDSL Settings. 
Browse to Network > Interfaces. 

In the PPPoVDSL section, click the EDIT button. 

 

Enter the appropriate VDSL/ADSL details provided by your ISP. 

 

Protocol: PPPoE 

PAP/CHAP Username: Enter your VDSL username here (provided by your ISP). 

PAP/CHAP Password: Enter your VDSL password here (provided by your ISP). 

 

Scroll to the bottom of the page and click Save and Apply. 
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IPSec VPN Tunnel Settings (Initiator) – Merlin 4708 
Browse to VPN > IPSec > General Section. 

 

Tick Enable IPSec. 

 

IKEv2 or IKEv1 Options 
The next section gives options for both IKEv2 (recommended) and legacy IKEv1. Please refer to the 

section “IKEv2 or IKEv1?”. Note that the same IKE version needs to be used on both routers. 
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IPSec VPN General - IKEv2 (Recommended) 
Browse to VPN > IPSec > IPSec Connection > General tab. 

 

Tick Enabled. 

Name: Enter a label to help you identify what the VPN is for. 

WAN Interface: PPPoVdsl 

Remote Node Address: %any  

Autostart Action: Add 

Connection Type: tunnel 

IKE Version: 2 

Inherit SA: Tick to inherit CHILD SA’s when IKE SA is rekeyed. 
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IPSec VPN General - Legacy IKEv1 option (Not recommended) 
Browse to VPN > IPSec > IPSec Connection > General tab. 

 

 

Tick Enabled. 

Name: Enter a label to help you identify what the VPN is for. 

WAN Interface: PPPoVdsl 

Remote Node Address: %any  

Autostart Action: Add 

Connection Type: tunnel 

IKE Version: 1 

Aggressive Mode: Tick to enable Aggressive Mode. 
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IPSec VPN Policy 
Browse to VPN > IPSec > IPSec Connection > Policy tab. 

 

Local Id: responder-merlin4708 

Remote Id: initiator-merlin4407 

Local LAN IP Address: 192.168.1.0 

Local LAN IP Address Mask: 255.255.255.0 

Remote LAN IP Address Mask: 172.30.1.0 

Remote LAN IP Address Mask: 255.255.255.0 

NB: When using Aggressive Mode IPSec the local and remote ID’s are free text and is the initial 

method that each router will use to identify each other. It’s useful for the purposes of managing 

your VPN connections to make the ID something meaningful like a site name for example. Just as 

long as it is consistent and is accurately reflected on the other router.  
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IPSec VPN Proposal 
Browse to VPN > IPSec > IPSec Connection > Proposal tab. 

 

IKE Key algorithm: aes256-sha256-modp2048   

IKE Key lifetime: 28800s 

IPSec Key algorithm: aes256-sha256-modp2048 

IPSec Key Lifetime: 3600s 

NB: Choose the strongest encryption and authentication algorithms supported by both routers and 

ensure they match at both ends. 

 

IPSec VPN Authentication 
Browse to VPN > IPSec > IPSec Connection > Authentication tab. 

 

Local Auth Method: PSK 

Remote Auth Method: PSK 
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IPSec VPN Secrets 
Browse to VPN > IPSec > Secrets > General tab. 

 

 

Enabled: Tick to enable. 

ID selector: responder-merlin4708 initiator-merlin4407 

Secret Type: psk 

Secret: topsecret  

NB: The pre-shared secret “topsecret” is just an example. Choose an appropriate secret and match it 

on the other router. 

Hint: Treat your pre-shared secret as you would with a strong password for additional difficulty to 

guess. 

 

 

Click Save and Apply. 
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IPSec VPN Status 
Browse to Status > IPSec. 

This status page will show any active IPSec SA’s (security associations) indicating that the VPN 

tunnel(s) are established. 

Merlin 4407 

 

Merlin 4708 

 

 

Browse to System > System Log 
 

The system log will indicate that the VPN tunnel has been established. 

Nov 14 09:29:30 daemon.info 00E0C819399E ipsec: 11[IKE] <MerlinIPSecAppNote|1> initiating IKE_SA 

MerlinIPSecAppNote[1] to 81.143.212.121 

Nov 14 09:29:32 daemon.info 00E0C819399E ipsec: 12[IKE] <MerlinIPSecAppNote|1> establishing CHILD_SA 

MerlinIPSecAppNote 

Nov 14 09:29:32 daemon.info 00E0C819399E ipsec: 10[IKE] <MerlinIPSecAppNote|1> IKE_SA MerlinIPSecAppNote[1] 

established between 10.250.118.10[initiator-merlin4407]...81.143.212.121[responder-merlin4708] 

Nov 14 09:29:32 daemon.info 00E0C819399E ipsec: 10[IKE] <MerlinIPSecAppNote|1> CHILD_SA 

MerlinIPSecAppNote{1} established with SPIs c36ace46_i cb9b497e_o and TS 172.30.1.0/24 === 192.168.1.0/24 
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