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Backup your config via Web interface

Westermo recommends that you make a backup of you current config before 

proceeding with the upgrade. Upgrading via the Web interface or USB upgrade will 

not affect your current running config, but a backup is still recommended in the event 

the upgrade is unsuccessful

Via the Web interface, log in and navigate to “Backup and restore”

Tick ‘Include passwords in the backup file’

Click the “Backup” tab and the zip file will start to download

Optional - If OSPF or 

Routing is configured on the 

router check this box too. If 

you are unsure, tick all the 

boxes.
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Backup your config via USB

You can also make a backup of your router by using a USB stick. Format the USB 

drive to “FAT32".

Once the USB has been formatted, 

simply copy the autoexec.bat file to the 

USB drive and insert the USB drive to 

your router. 

You will see the x3 “Signal” LEDs flash 

indicating the backup process. Once 

complete all the LEDs will flash, 

excluding the x3 “Signal” LEDs.

Remove USB and reboot router. Keep 

the backup files safe.

Note: Ensure that the following files are 

present before you continue with the 

firmware upgrade process:

config.da0
pwds.da0
fw.txt

ospf.conf (optional)

During backup only the x3 Signal LEDs will flash

Once complete all LEDs will flash excluding the x3 Signal 

LEDs indicating the backup is complete.

Please contact your local 

Westermo office for the 

autoexec.bat file
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1. Web interface method

The Web interface method of upgrading firmware can be used locally or remotely. It is 

available only in firmware versions 5.149 and later. The method involves clicking the 

"Update Firmware" option in the Web interface, browsing to a local or remote zip file 

containing the firmware, then clicking the "Update" button to start the automated 

update process. Only individual firmware files are replaced during the upgrade, so 

when a unit is upgraded via the Web interface method its current saved configuration 

will be retained. Please contact your local Westermo Office for latest Firmware.

There are several methods by which new firmware can be loaded onto DR or MR 

routers: Web interface, FTP and USB flash drive.

Please Note: Some older routers, (such as the DR-250), require specific firmware if they 

have a wireless WAN module fitted along side the ADSL/ VDSL. Please ensure that you 

request the correct router firmware from Westermo. Please see Appendix A  (page 16) 

for more information.

Upgrading the Firmware

Please contact your local 

Westermo office for the latest 

Firmware.
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Select zip file location and click open

Important: If you see and “Bad CRC” messages in the CRC column, do NOT reboot the 

router. Instead try the upgrade again. If you continue to see Bad CRC’s then contact 

Technical Support at Westermo. Do not reboot or power off the router if “Bad CRC” is 

indicated. If all the files come back with “OK”, you may reboot the router.
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The USB flash drive method of upgrading firmware can be used only locally. The USB 

flash drive method is especially useful for upgrading routers during a site visit. Once the 

USB drive is configured the update process involves simply inserting the USB drive into 

the front of the router, waiting for a few minutes for a flashing LED sequence to indicate 

that the upgrade is complete, removing the USB drive then rebooting the router (for 

example by power-cycling it).

It is very important that the correct firmware files are used for the model number 

being upgraded. If you attempt to load firmware designed for one model onto a 

different model the router may cease to function and will be difficult to recover. 

2. USB flash upgrade method

Right click on the drive Icon in Windows 

and select “Format”. Ensure the file 

type is set to “FAT32” , select the 

“Quick format” option and then click on 

“Start”. Now the files can be copied to 

the USB stick

Plug the USB stick into the router and 

with router powered on, press the reset 

button twice in quick succession. Note 

the reset button is on the bottom of the 

router.

Please contact your local Westermo office for the latest Firmware.
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The signal LED’s will flash to indicate that the upgrade is in progress and then after a 

minute or two (depending on router model) the other LED’s will flash to show that the 

upgrade is complete

During the upgrade process only the x3 Signal LEDs will flash

Once complete all LEDs will flash excluding the x3 Signal LEDs indicating the backup 

is complete. Power cycle the router and the upgrade is complete.
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Upgrading the firmware by FTP will allow any existing configuration files on the router 

to be retained. 

It is very important that the correct firmware file is used for the model number 

being upgraded. If you attempt to load firmware designed for one model onto a 

different model the router may cease to function and will be difficult to recover.

3. FTP upgrade method

Extract all of the files, from the downloaded zip archive, to a directory on your PC.

1. Before you upload the firmware files, rename the .rom file to sbios1 (no 

extension).This is the bootloader file. The router won’t allow you to overwrite 

the bootloader of FTP. So it has to have a different name to the bootloader on 

the router (which is called sbios).

NB: It’s not essential to rename it from the .rom file name but as the FTP 

upgrade requires you to overwrite the existing sbios with the new file using the 

filenames, there is less chance of typos if you rename the new file to sbios1(A 

lot of the time it’s already been renamed).

Please contact your local Westermo office for the latest Firmware.
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2. Using an FTP client program such as FileZilla (http://filezilla-project.org/), 

create an FTP connection to the router. 

3. Now delete the *.web (on the router) file by right clicking on the file and select 

“delete”. 

You may need to change the permissions on the file to allow you to delete the file. Right click 

on the file, select “permissions” and then tick all the “Write” check boxes. 

If you are unable to change the file permissions in the FTP program, please log in via SSH or 

Telnet and run the command “fattr -r *.web” (*.web being the current file eg L2582w#w.web)
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4. Now copy all of the files from the directory of files on your PC to the router. To 

avoid the possibility of the router running out of flash memory during the 

upgrade process, please only copy x1 file at a time. Note if using FileZilla you 

must go to Edit -> Settings -> Transfer and set the "Maximum Simultaneous 

transfers" to 1.

Simply drag and drop each file into the router directory. Wait for each file to complete 

before attempting to copy another file across.

You may also be prompt with a message “Target file already exists”. Please select 

“Overwrite if source newer” and click ok. The file/folder should now be replaced.
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5. After the files have been uploaded, open a CLI session over Telnet or SSH to 

the router.
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6. Run the command ‘scan’. This will check all files and indicate if any of the files 

have a Bad CRC. If there are any Bad CRC’s, upload the relevant file again. If 

you continue to get Bad CRC’s then the file is corrupted and they will need to 

contact us. Do NOT reboot.

7. If the Scan shows all the files are OK, Run the command ‘move sbios1 sbios’.
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Once all the files have been copied over successfully and there are no Bad CRC 

messages, please reboot the router.

Log back into the router to verify the upgrade has bee successful.

8. Run the ‘Dir’ command to make sure that the sbios1 file is now called sbios (it 

should have the current date and time applied to it.
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List of Latest Firmware available

DR-250A / DR-250A+3G / MR200 /MR-250

v5212

DR-260

v5246

DR270 / MR-260

V5.2.14.3

Please contact your local Westermo office for the latest Firmware.
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Appendix A -

Determining 3G Router Firmware

3G MR-250 & DR-250 Only

Introduction

Most of the MR-250 and DR-250H0A or DR-250HPA routers have the 

Novatel 3G wireless card installed. Since July 2008 these routers have 

also been supplied using Globetrotter 3G wireless cards. This change 

means different hardware which is shown on the product label but also 

different firmware and config files are required.

Check Label

The simplest method is to look at the product label in the left hand corner 

(see highlighted area) and check the last letter against the list below:

 

A or B - Novatel firmware required

C or E- Globetrotter firmware required

.
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Software Commands

It is always best to check from software for the actual type of installed card. There are 

many ways to check but these are the three main options:

- Power up the router and look at the Eventlog from the management web 

page or using the serial command ‘type eventlog.txt’ and within the text there 

will be a reference to either Novatel or Globetrotter

- Type the command ‘modemstat ?’ from either Execute a command in the 

management web page or using a serial connection and the Manufacturer 

will show either Novatel or Option N.V. for Globetrotter

- Type the command ‘usb show’ from either Execute a command in the 

management web page or using a serial connection and the type of card 

installed (Novatel or Globetrotter) will show on one of the USB connections.

Once the type of card has been determined then the correct firmware can be loaded. 

The firmware is clearly labelled as being for a Novatel or Globetrotter type of router.

.
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Config Files

There is a small difference between the way the Novatel and Globetrotter cards are 

configured and because of this it is not possible to take the config.fac, config.da0 or 

config.da1 files from a Novatel router and use them in a Globetrotter router or from 

Globetrotter into a Novatel router without making the change listed below in the routers 

config files:
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Revision Rev by Revision note Date

00

02

01

07

06

03

04

05

Revision history for version 1.0
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