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TECH NOTE 003

Self-Signed Certificates

X.509 Certificate Creation Using Easy-Rsa 2 with OpenVPN
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AIM

This Tech Note will show how to create X.509 certificates with Easy-rsa 2 in OpenVPN for
Microsoft Windows.

The certificates can be used to authenticate VPN tunnel end-points for both SSL and IPSec
tunnels.

All examples in this Tech Note are made using MS Windows 10 Pro version 2004 and
OpenVPN for MS Windows version 2.4.8-1602.
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Build Certificates with Easy-rsa 2

1. Make sure easy-rsa 2 is installed with OpenVPN.

OpenVPM 2.4.8-1602-Win10 Setup — >
Choose Components
Choose which features of QpenVPM 2,4.8-1602-Win10 you want
to install.

Select the components to installfupgrade. Stop any OpenVPM processes or the OpenyPM
service if it is running. All DLLs are installed locally.

Select components to install: - | OpenVPN User-Space Components
i [v] OpenVPN Service

i [v] TAP Virtual Ethernet Adapter
OpenVPN GUI J Install Easy-rsa 2 by

- — : = clicking the tick box in
.,yFLEALertﬁmtE Management Scripts ‘ the OpenVPN installer.
+]- vanc

Description
Space reguired: 12, 7MB

2. Use MS Windows Command Prompt to go to the easy-rsa folder.

Default path for the 64-bit version is C:\Program Files\OpenVPN\easy-rsa.
Please Note! On MS Windows systems easy-rsa 2 will have to be run with
administrator rights.

B Administrator: Command Prompt —_ O b

Microsoft Windows [Version 16.8.19841.153]
(c) 2828 Microsoft Corporation. Med ensamratt.

C:\WINDOWS\system32>cd C:\Program Files\OpenVPN\easy-rsa

C:\Program Files\OpenVPN\easy-rsa>g

3. Start by running the init-config.bat script, this will copy configuration files into place (this
will overwrite any preexisting vars.bat and openssl.cnf files).

B Administrator: Command Prompt — O >

C:\Program Files\OpenVPN\easy-rsa>init-config.bat

C:\Program Files\OpenVPN\easy-rsa>copy vars.bat.sample vars.bat
1 file(s) copied.

C:\Program Files\OpenVPN\easy-rsa>
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4. Edit the vars.bat file with a text editor like Notepad++ using admininistrator rights or
directly from the MS Windows Command Promt if the MS-DOS command edit is installed.

Qf’ ChProgram Files\OpenVPMyeasy-rsa'vars.bat - Motepad++ [Administrator] — O ot
File Edit 5Search View Epcoding Language Settings Tools Macre Bun Plugins  Window X
cEHEHER LGl sk ey @2x BB 51 EEERa®|”

[~ vars bat E3 |

Zecho off

2 rem Edit this wariable to point to the openssl.cnf file included

3 rem with easy-rsa.

4

5 rem Automatically set PATH to openssl.exe

& FOR /F "tokens=2+*" %%a IN ('REG QUERY "HEEY LOCAL MACHINE\SOFIWARE\CpenVEH"')
8 rem Alternatively define the PATH to openssl.exe manually

9 rem set "PATH=%PATH%:C:“Program Files\OpenVEMibin™

10

11 set HOME=%FProgramFiles%'OpenVPN\easy-rsa

12 set KEY CONFIG=cpenss1l-1.0.0.cnf

14 rem Edit this wvariakle to point to your soon—-to-be-created key directory.
15 rem

16 rem WARNING: clean-all will do a rm -rf on this directory

rem so make sure you define it correctly! J Eolder where the
set KEY DIR=keys certificates are
stored after build.

(TR =]

rem Increase this if you are parancoid.
rem This will slow down TLS negotiation performance

2 rem as well as the one-time DH parms generation process.

B =t DEKEY SIZE=2048 The default key size is

4 sufficient for most applications.

=] rem Private key size Higher key sizes will increase
set EEY SIZE=4096 security but will also have an

e

impact on performance.

rem These are the default wvalues for fields

rem which will be placed in the certificate.

rem Change these to reflect your site.

rem Don't leave any of these parms blank. Fill in the parameters as this

e

2 will be the template for the

3 zet EEY COUNTREY=SE certificates created later.

- set KEY:PRD‘.FINCE=‘.FST

5 set KEY CITY=Vasteras

& set KEY ORG=Westermo

7 set PEY_E}IAILqiat@westermD.cnm

8 set EEY CN=TechNote PKCS#11 are not supported by
g zet EFEY HAMF=WNT Westermo products and can be
s set KEY OU=NAT left with default values.

set PECS511 MODULE PATH=changeme
set PEC511 PIN=1234

[ Y Y O O T T T TN YT T T P T P T T P T T O T T T S T T 6 Y S 6 % B P

(U % B T

L]
W

length : 1267 lines:43 Ln:43 Col:1 Sel: 0|0 Windows (CRLF}  UTF-8 IMNS
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5. Run the vars.bat and clean-all.bat scripts to create the keys folder and the database files.

EE Administrator: Command Prompt — O x>

C:\Program Files\OpenVPN\easy-rsa»vars.bat vars.bat will set the
parameters configured.

C:\Program Files\OpenVPN\easy-rsa>clean-all.bat
The system cannot find the file specified.

clean-all.bat creates the
keys folder from vars.bat
and the index txt and
serial files.

1 file(s) copied.
1 file(s) copied.

C:\Program Files\OpenVPN\easy-rsa>

The following files should now be present in the KEY_DIR folder (keys) as specified in vars.bat.

index.txt
serial
I [ = | keys - O >
“ Home Share View o
Cut L"__‘JNEW itern = W Open CESeIed all
= w= Copy path —=J Easy access ™ 2] Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties ) o )
access Paste shortcut to to - falder - History g5 Invert selection
Clipboard Organize Mew Open Select
« A > ThisPC » 0O5(C:) » Program Files » OpenVPMN » easy-rsa > keys v O Search keys
v OpenVPN () MName Date modified Type Size
bin [ index.xt 2019-10-31 19:09 TXTFile 0 KE
config ] serial 2019-10-31 19:09 File 1 KB
doc
hd £asy-rsa
keys o
2 items =
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6. Now certificates can be generated.

Start by building the Certificate Authority (CA-certificate) which can create and sign client
certificates and thereby authenticate connecting units.

Run the build-ca.bat script to build the CA-certificate.

EE Administrator: Command Prompt — O x>

C:\Program Files\OpenVPN\easy-rsa>build-ca.bat ~
Generating a RSA private key

You are about to be asked to enter information that will be incorporated

into your certificate request.

lWhat you are about to enter is what is called a Distinguished Mame or a DN.
There are gquite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank. Parameters already filled
_____ in from the vars.bat file.
Country MName (2 letter code) [SE]:

State or Province Mame (full name) [VST]:

Locality Name (eg, city) [Vasteras]:

Organization Name (eg, company) [Westermo]:

Organizational Unit Name (eg, section) [MNAT]:

Common Mame (eg, your name or your server's hostname) [TechMote]:TechNote-CA
Name [WMNT]:

Email Address [nat@westermo.com]:

Name the certificate to

distinguish it from other W
certificates created

C:\Program Files\OpenVPN\easy-rsa>

The following files should now be generated in the KEY_DIR folder.

ca.crt
ca.key
I ¥ = | keys - O >
“ Home Share View o
Cut '-"_"‘ Mew item = W Open _d Select all
= [a.] Copy path 4F | Easy access ~ — Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties ]
access Faste shortcut to to - folder - History oo Invert selection
Clipboard Organize Mew Open Select
« v A > ThisPC » OS5(C:) » Program Files » OpenVPM » easy-rsa » keys v | O Search keys
v OpenVPN () MName Date modified Type Size
bin Sl cacrt Security Certificate 3KB
config [ cakey KEY File 4KB
doc [ index.txt TXT File 0KE
~ easy-rsa | serial File 1 KB
keys v
4 items =
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7. Next build the server certificate by running the build-key-server.bat <server certificate file
name> script.

B Administrator: Command Prompt — O .

C:\Program Files\OpenVPN\easy-rsa>build-key-server.bat Server
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Mame or a DN.
There are guite a few fields but you can leave some blank
For some fields there will be a default wvalue,
If you enter ".', the field will be left blank. Parameters already filled
in from the vars.bat file.
Country Mame (2 letter code) [SE]:
State or Province Mame (full name) [VST]:
Locality Name (eg, city) [Vasteras]:
Organization Name (eg, company) [Westermo]:
Organizational Unit Name (eg, section) [MAT]:
Common Name (eg, your name or your server's hostname) [TechMote]:Server
Mame [WNT]:
Email Address [nat@gwestermo.com]: Name the certificate to
distinguish it from other
Please enter the following 'extra' attributes certificates created
to be sent with your certificate request Challange passwords are
A challenge password []: not supported by Westermo
an optional company name []: units so leave this empty
Using configuration from openssl-1.8.8.cnf
Can't open keys/index.txt.attr for reading, No such file or directory
15800:error:020018082:system library:fopen:No such file or directory:crypto/bio/bss_file.c
:74:fopen( "keys/index.txt.attr",'r")
15888 :error: 28860080 :BI0 routines:BIO0_new file:no such file:cryptofbio/bss_file.c:81:
Check that the request matches the signature
Signature ok
The Subject's Distinguished Name is as follows
countryName :PRINTABLE: 'SE'
stateOrProvinceName :PRINTABLE: "VST'
localityMName :PRINTABLE: 'Vasteras'
organizationName :PRINTABLE: 'Westermo'
organ tionalunitName:PRINTABLE: 'NAT®
commonhame :PRINTABLE: 'Server'
name :PRINTABLE: 'WNT"
emailAddress :IASSTRING: 'natgwestermo.com’
Certificate is to be certified until Mar 28 13:19:88 2838 GMT (3658 days)

Sign the certificate? [y/n]:y - - -
= ) ) Sign and commit the
certificate.

1 out of 1 certificate requests certified, commit? [y/n]y
lirite out database with 1 new entries
Data Base Updated

C:\Program Files\OpenVPN\easy-r
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e ——————

The following files should now be generated in the KEY_DIR folder.

01.pem
Index.txt.attr
Server.crt
Server.csr
Server.key
I [ = | keys — O X
Home Share Wiew o
4 Cut x T New item = \i-l Open - [ select all
—J W Copy path —T_'| Easy access ™ Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties ) )
access |#| Paste shortcut to to - folder - History DD Invert selection
Clipboard Organize Mew Open Select
« v A > ThisPC » OS5(C:) » Program Files » OpenVPM » easy-rsa » keys N ] 0 Search keys
v OpenVPN ~ Name Date modified Type Size ~
bin [ 01.pem 2020-03-301510  PEMFile 9 KB
config ol cacrt 2020-03-30 Security Certificate IKE
doc [ cakey KEY File 4KB
w [ e [ indexbct TXT File 1KB
keys | | indes.tet.attr 2020-03-30 15:10 ATTR File TKB
log | | serial File 1KB
| . (5l Server.crt Security Certificate KB
sample-centa [ server.csr CSR File 2K
Oracle v [ serverkey 2020-03-30 15:09 KEY File 4KB v
9 iterns =
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8. Client certificates can be built either with the build-key.bat <client certificate file name>
script or by generating PKCS#12 format certificates instead. This will create all the files that
build-key.bat does but also the PKCS#12 file format. Which bundles the ca.cnt, client.crt
and client.key files into one password protected file.

Use the build-key-pkcs12.bat <client certificate file name> script for the creation.

Please Note! PKCS#12 format is the preferred choice of the Westermo MRD/BRD routers.

B Administrator: Command Prompt — O >

C:\Program Files\OpenVPN\easy-rsa>build-key-pkcs12.bat Clientel
Generating a RSA private key

shClientel.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Mame or a DN.
There are gquite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank. Parameters already filled

in from the vars.bat file.
Country Mame (2 letter code) [SE]:
State or Province Mame (full name) [VST]:
Locality Name (eg, city) [Vasteras]:
Organization Name (eg, company) [Westermo]:
Organizational Unit Name (eg, section) [MNAT]:
Common Mame (eg, your name or your server's hostname) [TechMote]:Client®1l -
MName [WMNT]:
Email Address [nat@gwestermo.com]: Name the certificate to
distinguish it from other

Please enter the following 'extra’ attributes certificates created

Challange passwords are
not supported by Westermo
units so leave this empty.

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from openssl-1.8.8.cnf
Check that the request matches the signature
Signature ok

The Subject's Distinguished Name i follows
countryhame PRINTABLE:
stateOrProvinceName :PRINTABLE: "VST
localityName :PRINTABLE: 'Vasteras'
organizationhame :PRINTABLE: 'Westermo’
organizationalUnitMame :PRINTABLE:

commonhame :PRINTABLE: "Client81’
name :PRINTABLE: "WNT'
emailAddress :IASSTRING: "'nat@westermo.com’

Certificate is to be certified until Mar 28 13:53:15 2638 GMT (3658 days)

Sign the certificate? [y/n]:y _
Sign and commit the
certificate.

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries Add an export password for the
Data Base Updated PKCS#12 certificate bundle.

Enter Export Password: This password must be entered before
Verifying - Enter Export Password: the file can be uploaded to a unit.
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The following files should now be generated in the KEY_DIR folder.

02.pem
ClientOl.crt
ClientO1.csr
ClientOl1.key
Client01.p12
I & = | keys - O >
Home Share Wiew
_I 4 Cut x T new item = \i-l Open - [ select all
.| Copy path -T__'| Easy access = Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties ) )
access _| Paste shortcut to to > folder > History DD Invert selection
Clipboard Organize Mew Open Select
« v A > ThisPC » OS5(C:) » Program Files » OpenVPM » easy-rsa » keys N ] D Search keys
v OpenVPN () MName Date modified Type Size
bin [ 01.pem PEM File 9KB
config [ 02.pem PEM File 2KE
doc il cacrt Security Certificate JKB
~ easy-rsa Q{ ca.key 2020-03-30 15 KEY File 4KB
keys (5] ClientD1.crt 2020-03-3015 Security Certificate 3KB
| |_] ClientD1.csr CSR File 2KB
og
| . Q{' ClientD1.key KEY File 4KB
sample-ceniia _ﬁ Client01.p12 Personal Informati... TKB
Oracle [ indexxt TXT File 1KB
PuUTTY [ index.txt.attr ATTR File 1KB
RealVNC d serial File TKB
Reference Assemblies ] Server.crt Security Certificate 3 KB
rempl 'ﬂ Server.csr CSR File 2KB
T v | serverkey KEY File 4KB

14 items
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TLS Authentication

By using TLS Authentication another layer of protection from unwanted connection attempts
can be added to the SSL VPN Server. Rouge connection attempts may very well be part of a
DDoS attack causing the SSL Server to become unreachable for allowed VPNs.

TLS Authentication is achieved by adding a TLS key to both the SSL Client and Server. If the

expected key is not present in the connection attempt the initiation packet will be silently
dropped without any further processing (with the UDP version of the tunnel).

TLS Authentication is available on both WeOS Layer 3 products and the MRD/BRD routers.
On the MRD/BRD routers the TLS key must to be part of an .ovpn configuration file that is
uploaded to these units.

In the cmd window go to the folder where the newly generated certificates are stored using
the cd <Folder> command.

The TLS key is a static key file that is generated with OpenVPN by issuing this command:

openvpn --genkey --secret <nameofstatickey>.key

Bl Administrator: Command Prompt — O x

C:\Program Files\OpenVPN\easy-rsa>cd keys

C:\Program Files\OpenVPN\easy-rsa\keys>openvpn --genkey --secret ta.key

C:\Program Files\OpenVPN\easy-rsa\keys>_
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The following file should now be generated in the KEY_DIR folder.

Ta.key

I & = | keys
Haome Share WView
J 4y Cut
w| Copy path

Pin to Quick Copy Paste

access |#] Paste shorteut

Clipboard

« v

v OpenVPN
bin
config
doc
v €asy-rsa
keys
leg
sample-config
Oracle
PuTTY
RealVNC
Reference Assermnblies
rempl
TAP-Windows
Uninstall Information

15 items

Maove
to

™

X

Copy Delete Rename
to =

Organize

Mame

|j 01.pem

|j 02.pem

_aJ ca.crt

Q{ ca.key

(5] ClientD1.crt
|j ClientD1.csr
[ ClientD1.key
[ Clientd1.p12
Q{ index et

|j index txt.attr
|j serial

(5] Server.crt
|j Server.csr
Q{ Server.key

E{ta.key

TJNEW item =

-Tj Easy access ™
Mew
folder

Mew

> ThisPC » OS5(C:) » Program Files » OpenVPM » easy-rsa » keys

#

V]
Properties
Open

~

Date modified

2020-03-30 1310

T fnqz.E
2020-03-30 3

2020-03-30 15:10

2020-03-30 1510

2020-03-30 16:05

Open HH Select all
Edit Select none
History DD Invert selection
Select
[¢] D Search keys
Type Size
PEM File
PEM File
Security Certificate
KEY File
Security Certificate
CSR File
KEY File
Personal Informati...
TXT File
ATTR File
File
Security Certificate
CSR File
KEY File
KEY File

S KB
3KB
3KB
4KB
3KB
2KB
4KB
TKB
TKB
TKB
TKB
3 KB
2KB
4KB
TKB
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WeOS IPSec Certificates

When generating certificates for IPSec VPN tunnels that should be used with WeOS units
an additional conversion is needed. Create certificates as usual following this Tech Note.
When the needed certificates have been built the private key files for the server and client
needs to be converted into the .pem format.

The private keys generated starts and ends with these headers:

The easiest way to make the certificates work with IPSec is to simply convert the already
generated .key files into .pem files and this is also done with easy-rsa.

In the cmd window go to the folder where the newly generated certificates are stored using
the cd <Folder> command.

Then issue the below stated commands for the server and client keys to convert them into
the .pem format.

openssl rsa -in <nameofserverkey>.key -outform pem > <nameofserverkey>.pem
openssl rsa -in <nameofclientkey>.key -outform pem > <nameofclientkey>.pem

B Administrator: Command Prompt — O >

C:\Program Files\OpenVPN\easy-rsa>cd keys

C:\Program Files‘\OpenVPN\easy-rsa\keys»openssl rsa -in Server.key -outform pem > IPSecSer
ver.pem
writing RSA key

C:\Program Files\OpenVPN\easy-rsa\keysropenssl rsa -in Client®l.key -outform pem > IPSecC
lient®l.pem
writing RSA key

C:\Program Files\OpenVPN\easy-rsa\keys>_
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The following files should now be generated in the KEY_DIR folder.

IPSecClient01.pem
IPSecServer.pem
I & = | keys - O >
Home Share Wiew o
J 4 Cut x T new item = \i-l Open - [ select all
.| Copy path -T__'| Easy access = Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties ) )
access (7] Paste shorteut to to - folder - History DD Invert selection
Clipboard Organize Mew Open Select
« v A > ThisPC » OS5(C:) » Program Files » OpenVPM » easy-rsa » keys N ] Search keys
OpenVPN () MName Date modified Type Size
bin g 20030 1510 Y= a Kl
| | 01.pem 2020-03-30 1510 PEM File KB
config [ 02.pem PEM File 2KE
doc il cacrt Security Certificate JKB
casy-rsa & cakey KEY File 4KB
keys (5] ClientD1.crt Security Certificate 3KB
log |J ClientD1.csr CSR File 2 KB
| . [ Clientd1.key KEY File 4KB
sample-ceniia _ﬁ Client01.p12 Personal Informati... TKB
Oracle [ indexxt TXT File 1KB
PuUTTY [ index.txt.attr ATTR File 1KB
RealVMC IJ IPSecClient01.pem 2020-03-30 1615 PEM File 4KB
Reference Assemblies |J IPSecServer.pem 2020-03-30 1613 PEM File 4KB
rempl | | serial File 1KB
TAP-Windows (5] Server.crt 3-30 1510 Security Certificate 3 KB
Uni Wk . |J Server.csr 2020-03-30 15:10 CSR File 2KB
it t
nunstatl information [ serverkey 2020-02-3015:00  KEYFile 4KB
UNP [of takey 2020-02-3016:05  KEYFile 1KB
USBPcap 7
17 items =
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The Files Created

Eile Security Description

01.pem public Same file as Server.crt but different file ending.

02.pem public Same file as ClientO1.crt but different file ending.

ca.crt public CA certificate, must be available on both client and server.
ca.key secret! CA key, must be kept very secret and only on the CA.
Server.crt public Signed certificate for the server, must be on the VPN server.
Server.key secret! Private RSA key of the server, must be on the VPN server.
Server.csr Certificate signing request, not needed.

Client01.p12  secret! Only the .p12 file is needed on the VPN client.

ClientO1.crt public Signed certificate for the client, must be on the VPN client.
ClientO1.key  secret! Private RSA key of the client, must be on the VPN client.
ClientO1.csr Certificate signing request, not needed.

index.txt Easy-rsa database file.

index.txt.attr Easy-rsa database file.

serial Easy-rsa database file.

File types needed by Westermo WeOS products:
Server:

ca.crt

server.crt

ta.key

server.key / server.pem

Clients:

ca.crt

client.crt

ta.key

client.key / client.pem
or

client.p12

File types needed by Westermo MRD and BRD routers
client.p12 (with TLS-auth an .ovpn config file containing the ta.key file)
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