WesTermo

Westermo-25-10: Unsuccessful Routing of Traffic Through the

IPSec Tunnel Interface
Severity: HIGH Publication date: 2025-10-16

Description

Westermo have identified an issue in WeOS 5 where a device configured with both an IPSec tunnel
and NAT will route traffic intended for the tunnel on the NAT interface, causing the network traffic to
leak outside of the configured IPSec tunnel. This issue can lead to unintended exposure of sensitive
information. However, as no traffic will arrive at the receiving end of the IPSec tunnel the issue
should be detectable at an early stage.

Affected versions

Westermo products running any of the following WeOS versions are affected:

oS Vulnerable versions Fixed in version
WeOS 5 From 5.20.0 to and including 5.25.2 5.25.4
WeOS 4 (Not affected) -

Impact

An adversary with access to an adjacent network where the vulnerable device has NAT applied will
be able to monitor and capture unencrypted network traffic, potentially gaining access to sensitive
information intended to be sent through the configured IPSec tunnel.

Severity

Base score The CVSS severity base score is 8.2

Environmental | -

Vector string CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:L

Mitigation
Updates

Westermo recommends upgrading to the latest WeOS version available at the Westermo Network
Technologies support site. The vulnerability has been removed with the following release:

e We0S5.254

Workarounds

If an upgrade is not possible, the following action can be performed to mitigate the vulnerability:
e Itis possible to configure a GRE tunnel together with IPSec encryption

Recommendations


https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:L

wesrtermao

No further recommendations.

References

e WeOS - Westermo Operating System: https://www.westermo.com/solutions/weos
e WeOS User Guide: https://docs.westermo.com/weos/weos-5/
e (CWE-319: Cleartext Transmission of Sensitive Information
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