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Westermo-26-02: Merlin and Virtual Access GW Series OSPF 

Denial-of-Service (CVE-2026-28532) 
Severity: LOW Publication date: 2026-05-12 

Description 

Westermo products utilize several third-party components that provide vital services. The 
component providing the OSPF routing protocol capability has introduced a vulnerability in the 
Merlin and Virtual Access GW Series with OSPF enabled, where a maliciously crafted packet can 
trigger a denial-of-service of the OSFP service.  

For this vulnerability to be exploitable the adversary must have access to an OSPF network, and the 
vulnerable device needs insecure configurations (e.g. lack of OSPF authentication). 

Affected products 

Product Vulnerable versions Fixed in version 

Westermo 
Merlin Series 

VAWRT 25.05.24.000 Pending 

Westermo 
Virtual Access 
GW Series 

VAWRT 25.05.24.000 Pending 

Impact 

A malicious Link State Update packet containing a Type 10 or Type 11 Opaque Link State 
Advertisement can cause a denial-of-service condition that disrupts the OSPF service on affected 
devices. This vulnerability is not expected to impact the underlying host device or hardware. 

Severity 

CVSS  

Base score 6.5 

Vector string CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H 

Mitigation 

Updates 

A security patch is expected with the next VAWRT OS release. 

Workarounds 

Following actions can be performed to mitigate the vulnerability: 

• Enable OSPF authentication 

• Secure OSPF traffic with VPN technology 

https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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Recommendations 

The following steps are recommended: 

• Monitor network traffic for malicious OSPF Link State packets 

• Monitor the status of OSPF service for any anomalies or unexpected crashes 

References 

• Westermo Products – Merlin Series:  
https://www.westermo.com/products/product-lines-and-brands/merlin  

• Westermo Products – GW1042W:  
https://www.westermo.com/products/routers-and-gateways/cellular-routers-and-
gateways/gw1042w-x-qfr 

• Westermo Products – GW2304W: 
https://www.westermo.com/products/routers-and-gateways/cellular-routers-and-
gateways/gw2304w-pe4-s2-2dido-qfr  

• NIST NVD – CVE-2026-28532: 
https://nvd.nist.gov/vuln/detail/CVE-2026-28532  

• Westermo – Report a vulnerability: 
https://www.westermo.com/support/product-security/report-vulnerability  

Contact 

For further information, please contact: support.ie@westermo.com  

Report security issues for Westermo Merlin / Virtual Access GW: PSIRT.ie@westermo.com  

Revision History 

• 2026-05-12: Initial release 
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