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1 Basic Configuration

The three sections below detail the steps needed to config-
ure the MRD-3xx for basic packet mode functionality. For
details on configuring the unit for Circuit Switched mode
and for more advanced configuration refer to the Advanced
Configuration section.

1.1 Configure the 3G Wireless interface

To access the configuration page for the 3G Wireless inter-
face, click on Wireless. The Basic Wireless configuration page
will be displayed as shown in Figure 1.

MRD-310

Syntem Firawall VPN Sanal Servar
Packet Mode Conniec tion Management Creuit Switched Mode NS Events
Legged i a admin Hoeti MAD-310-60-00-08

Wireless Network

Natwork Configueation

Operating mode Packel mode (HSPAGPRS)
Sat SIM PIN code

Figure 1:Wireless Interface Basic configuration.
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1.1.1 Network Configuration

The Network Configuration section contains the settings for

the operational mode and the frequency band of the unit, the
default settings will usually be adequate to connect the unit to
a packet based network.

1.1.2 Setting the SIM card PIN

The SIM card may have a PIN associated with it and may

require the PIN to be entered before the unit can access the
SIM.To set the SIM PIN click Setup.A dialog box as shown in
Figure 2 will be displayed.

/2 Set SIM PIN control - Wi

http:ff10.10.10.10/configfif aces-wis-pin. asp

Set SIM PIN control

Enter when

No =
requested
Current PIN Not set

New PIN
Confirm PIN
Set Close |

) Internet H00% -
A

Figure 2: SIM PIN control dialog.

Set the field marked Enter when requested to Yes and enter the
PIN in the New PIN and Confirm PIN entry boxes.Then click
the Set button to save the PIN.

Click "Set"
to complete

/2 Set SIM PIN control - Wi
£ | http:i/10,10.10,10/configfif aces-wl

Set SIM PIN control
euestod Ves x| —RF——
Current PIN MNot set

New PIN T —
Confirm PIN Icc!c — i
e Close

[5 [ tnternet [F1mw -

Figure 3: SIM PIN control dialog.

Set to "Yes"

Enter PIN in both
text boxes



1.1.3 Adding a Network Connection Profile

To access the wireless packet mode settings click on the
Packet mode tab.The screen shown in Figure 4 will be displayed.
The page shows the connection configuration details and is
divided into two sections. The first section shows the current
connection state and the selected profile and the second sec-
tion lists the available profiles. A connection profile groups
together the settings required to connect to a provider's
network. The unit allows multiple profiles to be configured to
allow quick changes to the network connection settings. For
most applications only one profile is required.

Logged = 5a sdmn Hesl MR0-310-80-00-01

Packet Mode

Connaction state Orsabled -
Currant profila —

[ inge | 2on | o g | —unentcaon | vsemama | possnors | e | oseo]
o profiles configurad.

Figure 4:Wireless Interface Packet mode settings
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The 3G network provider will provide the items listed below
which should be entered into the appropriate fields in the Add
new profile section as shown in Figure 5.

APN (Access Point Name)

Dial string

Authentication (None / PAP / CHAP)
Username

Password

Note: In order to set a password click the check-box marked
New.The password can now be entered in the text field.

The password is visible as it is being typed so that it can be
checked for errors prior to being set. Once set the password
will no longer be visible.

Note: The provider may not supply a username and password
if network authentication is not required. In this case set the
Authentication to None, leave the username blank and do not
set a password.

MRD-310

Packet Mode Enter APN

Enter dial sring
APN
Dial String 558 / Set Authentication

Authentication » -

N | — Enter username
Username
Password Not sat  Now! — | Enter password
oot Y oo |

Click "Update"
to save profile

Figure 5:Adding a new profile.



Once the data has been entered click the Update button

to add the profile. The screen will now change to show the
added profile as shown in Figure 6. As this is the only profile
entered it will be automatically selected as the current profile
and the profile entry will be shaded green to indicate that it is
the selected profile.

Packet Mode

Connection Configuation

" i

[inaee | o | ot sung | sutrnscatan | wsrrama | pasowed | et oot
R T T A
Add naw probla

Figure 6: Profile added and selected.
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1.1.4 Enable the Wireless Connection

To complete the configuration of the wireless connection, set
the Connection state to Always connect and click the Update
button to save the changes. Once the changes have been set,
the MRD-3xx will initiate a 3G connection. Connection will
normally take up to 30 seconds. Figure 7 shows the completed
wireless configuration.

Network Routing Firawall VPN Serial Sarver

Legged in as admin Hests MAD-310-w0-0001

Connwction Configuration

[ aex | won | oulswing | authentication | wsemame | easswend | €6t | ooloto]
Ca oewschase e M wwa J

Figure 7: Completed wireless configuration.
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1.1.5 Checking the Status of the Connection

To check the status of the connection select Status from the
top level menu and then select Wireless from the second level
menu. The Wireless status page will be displayed which will
look similar to that shown in Figure 8.The status of the con-
nection will change as the unit connects to the network, first
it will report Checking then Connecting and finally Connected. To
see the value changing the page will need to reload.

Status Systam
Wirelass

Natwork Regestration Yos
RF Lavel (RSSI) 13/ 30 (-7 ddm)
Provider Teha UMTS (Locabon: 0010 / Cell ID; 1061)
Status Conmnected
Current Session Time 20:14:38
Total Sagmon Tma 20:14:30
1P Address 90.235.6.208
Packets Recaivad 0
Bytes Recenved on
Packets Tranamitted o
fytes Transmitted on

Figure 8:Wireless Status page.

Note: If the status is reported as Error then check that the
profile settings have been entered correctly as shown in
Section 3.2.1

Once connected the Status Alarms page should have no faults
listed as shown in Figure 9

6623-3201
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Alarms

Logged in sx sdmin Host) MAD-310-e0-00-01

12:03:05 23/09/2008

Figure 9: Status alarm page.
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1.2 Configure the LAN interface and DHCP Server

To access the configuration page for the LAN interface and
DHCP Server, select Network from the top level menu and
LAN from the sub menu.The LAN interface screen similar to
Figure 10 will be shown.

MRD-310

Natwork

Loguwd in s admin Hesls MAD-310-0-00-01

LAN

Enabled 7]
18 Address 152 168.2 200
Natmask 265 255 2550
Enabled L
Start address 152168.2.210

End address 1921682240
Dafault lease tima (mins) 1440
Maximim kase time (mins) 1440

Figure 10: LAN interface configuration.

1.2.1 Setting the IP Address

If it is desired to change the IP address of the LAN port, fol-
low the steps below:

e  Enter the new IP address and netmask in the
Interface Configuration table.

e  Click Update to set the changes. Once the changes
have been set, the IP address of the MRD-3xx Unit
will change. Enter the new address in the browser
on the PC. It will be necessary to login again, follow-
ing the procedure described in the previous section.

1.2.2 Enabling DHCP

The DHCP server allows clients on the local network to
be automatically allocated IP addresses from the MRD-310.
The unit will also provide the clients with network settings
like their default route and DNS servers. By default the
DHCEP server is disabled but if enabled it will be configured

6623-3201



to serve IP addresses in the range 192.168.2.210 through
192.168.2.240, and the Default and Maximum lease times have
been set to 1440 minutes. So if these values are consistent
with the network that the MRD-310 is connected to, then the
DHCP can be enabled by setting the Enabled field to Yes and
clicking the Update button.

If the standard settings are not applicable for the connected
network, then refer to Figure 11 and follow the steps below,
to configure the DHCP server:

MRD-310

Status

System  Wireluss T : VPR

Logges in an dmin Wast: MAD-310-w0-00-01

Figure 11: DHCP configuration.

e  Choose a group of available IP addresses on the
local network. For example, if the IP address
of the MRD-3xx is 192.168.2.200 with a net-
mask of 255.255.255.0, a group chosen could be
192.168.2.210 to 192.168.2.240.This will provide 31
addresses for clients.
e  Under the DHCP Server Configuration table,
o  Set the Enabled option to Yes.
o  Enter the first address of the group in the
Start Address box.
o  Enter the last address of the group in the
End Address box.
o  Enter a lease time for the Default Lease
time.
o  Enter a lease time for the Maximum Lease
time.
e  Click Update to set the changes.

6623-3201

LAN
-
P Address 1921682200
Netmask 255 265 2550
i o R —
Enabled L
Start address 12 eE220 0 —o |
End address weleEz0  L— |
Default lease bme (mins) wo oo — |
Maximum laase tama (mins) W o
[ Fese |

Set to "Yes" to
enable DHCP server

Set the DHCP
IP address range

Set the DHCP
lease times

Click "Update"
to save changes

13



14

1.3 Configure clients to use the MRD-3xx

The MRD-3xx will act as a gateway for connections destined
over the wireless interface. The default configuration will pro-
vide Network Address Translation and firewalling to protect
clients on the local network.

To configure clients to use the MRD-3xx as their gateway:

e If the clients have a DHCP address allocated by the
MRD-3xx, they will have learned the necessary set-
tings. No further configuration is needed.

. If clients have static IP addresses, set their default
route and DNS server to the IP address of the
MRD-3xx.

6623-3201
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2 System Administration

The System Administration functions are accessed by selecting
the System tab of the main menu.

2.1 Administration

e  To access the Administration features, select
Administration from the System sub-menu, a page
similar to that shown in Figure 12 will be displayed.

Administration

Hostname ] | MRD-310-60-00-01

Check tims with NTP server 8 scdress & | i

Tnezone =000 =

‘Manually st time [ setums |

Timed reboot (hours, 0 for nane) [0

Reboot modes [ Rovor |
| Upsa |

Figure 12: System Administration page.
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The options available are:

Hostname
Set the required hostname for the MRD-3xx.

Check time with NTP Server
Set to Yes to synchronise the internal clock with a NTP
server.

Timezone
Specify the timezone for location of the MRD-3xx.

Manually set time
Click button to set time manually.

Edit users and passwords
Click button to edit users and passwords.

Timed reboot

Specify a time in hours after which the MRD-3xx will
automatically reboot. Set to 0 to disable automatic re-
boot.

Reboot unit
Click the Reboot button to immediately reboot the MRD-
3xx.

6623-3201
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2.2 System Information

The MRD-3xx System Information is accessed by selecting the
System Information tab from the System sub-menu.An example
of the System Information page is shown in Figure 13.The first
section of the page lists the Model and serial number of the
unit, plus the firmware and boot-loader version.The seconds
part of the page lists the LAN MAC address the IMEI of the
wireless module, wireless IMSI ant the wireless software ver-
sion.

Logged in 8 adain 1ot MAD-310-90-00:01

System Information

Sarial Numbor MRDO0101
Application Version Ll
Bootioader Version 147
LaN Mac 00:07:701e0:00:01
Wireless IMSI 240015005744773
Wireless Software Version 132004 (Date: N ”’T:*o{‘n;

Figure 13: System Information page.
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2.3 Configuration Backup & Restore

The configuration of the MRD-3xx can be saved as a file to a
PC.This file can then be used to restore the configuration of
the unit at some later time or used to configure multiple units
with the same configuration. To access the configuration back-
up restore options select Backup & Upgrade from the System
sub-menu. The Backup & Upgrade page will be displayed as
shown in Figure 14.

MRD-310

Sarial Sarver
Doy
Logged in as sdmin Hopts MAD-310-ed-00-01

Backup & Upgrade

Backup current configuration
MBD- 31000 00-01-080923- 120715 Cod (chck huie 10 save)

Salact configuration fés [ Eraddm__|
Mplood, |

Curront femware verson 11

Seloct upload flo [ Badda.__|
[ Upicad |

Figure 14: Backup and Upgrade page.

To save the current configuration click on the link in the sec-
tion titled Backup current configuration. A pop-up box similar to
that shown in Figure 15 will be displayed, select Save to Disk
and click OK and select a suitable location to save the file.

S1000-00-90-4¢-000101-D30317.ced

You have chosen to open

D 5$1000-00-90-4¢-000101-030317.ccd
which is a: Adobe Acrobat
from: http://10.10.10.10

- What should Frefox do with this file?

@ isave to Disk

a0

¥ cancel

Figure 15: Save configuration.
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To restore a configuration, click the Browse button in the sec-
tion titled Restore a saved configuration select the configuration
file, which should then be shown in the text box, as shown in
Figure 16, click the Upload button to transfer the file to the
MRD-3xx. Once the upload is complete, the MRD-3xx will
need to be rebooted so the restored configuration can take
affect. The details for performing a reboot can be found in the
Administration section.

Backup & Upgrade

Restore 3 saved configuration

‘Select configuration fle o0 0001-080912 ccd [ Bladdra |
| Upload
-

Figure 16: Restore configuration.
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2.4 Firmware Upgrade

The MRD-3xx firmware can be upgraded via the web inter-
face. To access the firmware upgrade page select Backup &

Upgrade from the System sub-menu, the Backup & Upgrade
page will be displayed as shown in Figure 17.

senal Sarver

Logged in ax admin Hosts MAD-310-eb-00-01

Figure 17: Backup and Upgrade page.

To upgrade the MRD-3xx firmware click the Browse button in
the section titled Upgrade MRD-3xx firmware then select the
navigate to and select the upgrade file.

Natwork Routing

Lagged in ax admin Hosti MRD-330-80-00-01

Backup & Upgrade

MRD- 310 I [chick by

 salect configuration fla - [Eesaa ]

- - a1
T10-00-00-01-0605225 cod [ Bladdra._|

[ Uplosd |

Figure 18: Select firmware upgrade file.
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To upload the file to the MRD-3xx click the Upload button.
The file will now be uploaded to the MRD-3xx and, when it
is complete, information on the upgrade file will be displayed,
as shown in Figure 19.At this point the you can chose to can-
cel the upgrade by clicking the Cancel Upgrade button.

Backup & Upgrade
A0 2411-00-00-01-091 001 101444 04 [chck hars to ave)

Restore 3 savad configueation

Selnct eanfguration fs
Uplowd |
Statue of uploaded fla Passad
Flename mrd-Jex-vi1Limg.
Palesen 11
A I o w fHos]
[vpgrace |

Figure 19: Upload the upgrade file.

To proceed with the upgrade click the Upgrade button, the
page will change to that shown in Figure 20.The firmware
upgrade will now proceed.

MRD-330

Stahis

Figure 20: Upload the upgrade file.

Note: The upgrade will take several minutes to complete
after which the MRD-3xx will reboot, during this time the
power to the MRD-3xx must not be removed.

6623-3201
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2.5 SNMP

The MRD-3xx supports SNMP for network management of
the unit. The SNMP configuration page can be accessed by

selecting the SNMP tab of the System sub-menu.

SNMP

Figure 21:The SNMP configuration page.
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2.6 GPIO (MRD-330 only)

The MRD-330 has two general purpose digital inputs and two
general purpose digital outputs, the options for these can be
found by selecting GPIO on the System sub-menu.

Figure 22:The General Prupose /0 configutration page.
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3 Wireless Interface Configuration

This section describes the 3G Wireless interface options of
the MRD-3xx.The MRD-3xx supports two modes of opera-
tion: packet mode and Circuit Switched Data (CSD) mode.

The Wireless menu contains the settings for the Wireless
Interface. To display the settings, click on the Wireless tab on
the top menu bar.

The subsections of the configuration are:

Network
Configure the operation mode, select the frequency band of
operation and set the SIM PIN.

Packet mode
Configure the packet mode.

Connection Management
Advanced configuration of the network connection.

Circuit switched mode
Configure the circuit switched data mode.

SMS
Configure the Short Message Service (SMS) functionality of
the unit.

Events
Configure the event reporting of the unit.

6623-3201
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3.1 Network Configuration

The Wireless Network options are used to set the operat-
ing mode, select the frequency band of operation and set the
SIM PIN.To display the Network page select Wireless from the
main menu, the Network page is the default page displayed, it
should appear similar to that of Figure 23.

MRD-310

Status Syntam wark At W-ﬂ Sanal Servar

Logged 1 wa edmen Howl MED-310-a0-00-01

Wireless Network

Metwork Configuration
| Packel mode (HSPAGPRS) ~ |

[Sein]l

Figure 23:Wireless Network configuration.
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3.1.1 Wireless Operating Mode

The MRD-3xx support two modes of operation, packet mode
and Circuit Switched Data (CSD) mode. In packet mode the
MRD-3xx acts as a TCP/IP unit and router, data can be routed
between the LAN ports and the Wireless port and the serial
server is used to interface the serial ports to the packet inter-
face of the network. Circuit Switched Data mode is similar

to tradition dial-up unit, in this mode one serial port of the
MRD-3xx is connected to the Wireless interface, once con-
nected all data coming into the Wireless port is directed to
the serial port and all data received by the serial port is trans-
mitted to the Wireless interface.

To set the mode of the MRD-3xx select Wireless from the
main menu and Network from the Sub-menu then select either
Packet mode (HSDPA/GPRS) or Circuit switched mode from

the drop-down menu adjacent to Operating mode, once the
mode has been selected click the Update button the commit
the change. Figure 24 displays the MRD-3xx operating mode
options.

MRD-310

Status
Hatwork

Wireless Network

Operating mode PHS) =
Set SIM PIN code

el mods (HSPAJGPRE)
Circuit switched mode

B Al bands | UMTS only | GSM only . Custom
BHOMhz SO0MhE

UMTS
GSM

Figure 24:Wireless Network operating mode options.
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3.1.2 Operating Frequency Band

The MRD-3xx is capable of operating on several frequencies
and using the GSM or UMTS (3G) protocols. By default the
MRD-3xx is set to operate on all bands, this means that when
powered on the MRD-3xx will start to search for available
networks, when a network is found it will check if the SIM

is valid for that network and if so attempt to connect to it.

If it cannot connect to the network it will then move to the
next network and try again. The search will start using UMTS
(3G) if the network list is exhausted without finding a valid
network the MRD-3xx will then attempt to connect using
GSM. Using the options available for the frequency band it is
possible to restrict the band and protocol search to a limited
number, this may mean a quicker connection time and it also
means that the MRD-3xx will not connect in an unexpected
mode. Frequency band selection shows the available frequency
band options.

3.1.3 Setting the SIM card PIN

The SIM card will have a PIN associated with it, if PIN check-
ing is enabled on the SIM then in order for the unit to access
the SIM, the PIN will need to be set in the unit.To set the
SIM PIN click Setup a dialog box as shown in Figure 26 will be
displayed.

/2 set SIM PIN control -

£ | htkp:fi10,10.10.10/config/ifaces-wis-pin, asp

Set SIM PIN control

Enter when __ = 0 "o
rremng Na = Set to "Yes
Current PIN Mot set

New PIN — 0| Enter PIN in both

—
Confirm PIN — text boxes

Click "Set"
— Set Close
to complete —I —I

| [ tntermet [H 10w -

Figure 26: SIM PIN control dialog.
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Set the field marked Enter when requested to Yes and enter the
PIN in the New PIN and Confirm PIN entry boxes.
Then click the Set button to save the PIN.

Enter when
requested

Current PIN
New PIN

Confirm PIN

s

4 i tmkernet [H 10w -
Figure 27: SIM PIN control dialog.
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3.2 Packet Mode Configuration

The packet mode options are described in this section.

3.2.1 Adding a Network Connection Profile

To access the wireless packet mode settings select Wireless
from the main menu then select the Packet mode tab from the
sub-menu, the screen shown in Figure 28 will be displayed. The
page shows the connection configuration details and is divided
into two sections. The first section shows the current connec-
tion state and the selected profile. The second section lists the
available profiles.To add a new profile, click Add a new profile
and a screen similar to Figure 29 will be displayed. A connec-
tion profile groups together the settings required to connect
to a provider's network, the MRD-3xx allows multiple pro-
files to be configured to allow quick changes to the network
connection settings. For most applications only one profile is
required.

Logged in ms mdein wot: MRD-310-0-00:01

Packet Mode

Connaction state AMWEYE CONRES! =
Cusmant profla -

Cincor | aom | ot sung | sutmnocovon | vsemamo | pasavora | e v
I T R LA — T S

Figure 28:Wireless Interface Packet mode settings.
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The 3G network provider will provide the items listed below
which should be entered into the appropriate fields in the Add
new profile section as shown in Figure 29.

APN (Access Point Name)

Dial string

Authentication (None / PAP / CHAP)
Username

Password

MRD-310

Systam Wiraless
Packet Moda Cannection Managemarnt Creuit Switchad Made Evants
Logped 1 as mdimn Hout: MED-320-a0-00-01

Natwork

Packet Mode Enter APN
Add nivw profis Enter dial string
APN
Dial string a8 Set Authentication
i Nove '// Enter username
Pasyword Mot sat Naw: ——+— Enter password
[Cocal} L

Click "Update"
to save profile

Figure 29:Adding a new profile.

Note: In order to set a password click the check-box marked
New, the password can now be entered in the text field. The
password is visible as it is being typed so that it can be
checked for errors prior to being set, once set the password
will no longer be visible.

Note: The provider may not supply a username and password
if network authentication is not required, in this case set the
Authentication to None, leave the username blank and do not
set a password.

Once the data has been entered click the Update button

to add the profile. The screen will now change to show the
added profile as shown in Figure 30, as this is the only profile
entered it will be automatically selected as the current profile
and the profile entry will be shaded green to indicate that it is
the selected profile.
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Packet Mode

Figure 30: Profile added and selected.

Additional profiles can be added using the same procedure, to
a maximum of five profiles. This is illustrated in Figure 31, the
configuration shown has 4 profiles, profile 1 is the selected
profile, this is highlighted by the green background of

this profile in the profile index.

Figure 31: Multiple profiles added.
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3.2.2 Deleting a Profile

A profile can be deleted by clicking the Bin icon located in the
Delete column, for the profile to be deleted. For example to
delete profile 4 from the profile list shown in Figure 31, click
on the Delete icon, a warning dialog box will appear, similar to
that shown in Figure 32 click OK to delete the profile.

‘Li)) Delete entry 47

Figure 32: Profile delete warning.

The page will be re-displayed as shown in Figure 33 with pro-
file 4 removed from the profiles index.

VPN Sarial Server
h SMS Evmnts
Lorgued in as admin Hest MAD-310-#0-00-01

Packet Mode

Connection state Ay connaet = |

Current profile 1

| index|  aew | OialSuing | puthentication | usemame | password | i | oslete]

2 online. talal.sa “a0e Nona Notset | 7 &

S online.tre._se “ags None Notwat || 2
Acddd new profile

Figure 33: Profile 4 deleted.
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3.2.3 Editing a Profile

To edit an existing profile click on the Edit icon for the profile
you wish to edit. For example to edit profile 1 in the

profile list shown in Figure 33 click the Edit icon for profile

1, the information for that profile will now appear in a new
screen as shown in Figure 34. Complete the changes to the
profile, then click the Update button to commit the changes.

Status System

Loggad in s ademin 1Eaats MID.T10.40-00-01

Packet Mode

APN onlme bels ve
Dial string o .
Authentication Nore +1

Figure 34: Editing a profile.
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3.2.4 Enable the Wireless Connection

To complete the configuration of the wireless connection,
the connection needs to be enabled. There are two connec-
tion options available, Always connect and Disabled, select the
desired option, select the desired profile and click the Update
button to save the changes. Once the changes have been set,
the MRD-3xx will initiate a 3G connection, connection may
take up to 120 seconds. Figure 35 shows an example of a
Wireless packet mode configuration.

g bweek Routing Firawall
Logae in a6 admin teost: MAD. I10-40-00-01

Packet Mode

Connection state Abways connect = |
e e

;  Gasta|
T e T S AN

Figure 35: Completed wireless configuration.
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3.2.5 Checking the Status of the Connection

To check the status of the connection select the Status tab

from the main menu and then select the Wireless tab from the

sub-menu. The Wireless status page will be displayed which
will look similar to that shown in Figure 36.The status of

the connection will change as the unit connects to the net-
work, first it will report Checking then Connecting and finally
Connected, to see the value changing the page will need to be

refreshed.

Status System
Wirelass

Wireless

Metwork
RF Lavel (RSSI)
Providur

Status
Current Sasion Time
Total Sassion Time
1P Address

Packats Received
Bytes Recenved
Packets Tranamitted
Hytes Tranamitted

Loged in as edmin Hosl MKD-310-w0-00-01

Yes
13 30 (-87 aBm)

Teha UMTS (Location: 0018 / Cel 103 1061)

Conmction Status
Connected
20:14:30 \

20:14:38
$0.235.8.205

Indicates modem is
registerd to a network

Received Signal Level
(RSSI)

| Network provider
details plus cell

locations and ID

— Indicates modem is
connected to a network

I™ Session timers

Wireless interface IP
address

§ Packet and byte counter

Figure 36:Wireless status page.
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The section titeld Network Status details the quality of the

service available from the 3G network.

e The SIM Card field will only be shown if an error with
the SIM card has been detected, and will be reported as
Absent or faulty as shown in Figure 38.

e  If the SIM card fault is reported, possible causes include:
o  The SIM card has not be inserted correctly, refer
to the User Guide, for details on how to insert the
SIM card.
o The SIM card pin number has not been entered or
is incorrect, refer to section 3.1.3, for details on
entering the SIM card PIN.

e  The Network Registration field indicates whether the

MRD-3xx is actively registered to the 3G network.

No connection is possible without registration. If the

Network Registration field is No, possible causes include:

o  Poor signal strength. Check that the antenna is
properly connected and experiment with different
locations for the MRD-3xx to achieve a higher RF
Level.

o  Problem with the SIM card. Ensure that the SIM
card fitted to the MRD-3xx is currently enabled
with the network provider.

e  The RF Level indicates the current strength of received
signal from the network, with a maximum of 30.Any level
over 10 should provide acceptable connection speeds.

The Connection Status table shows the statistics for the cur-
rent connection.
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MRD-310

Wireluss HNetwork:

Wireless

Natwark Registration No
F Laval (RSST) 13/ 30 (-67 @im)
Provider Limited Service UMTS
Status. Error: Configuration problem
Current Seasion Time

Total Session Time 21:08:17
™ Address 0.0.0.0
Packats Receivad o
Dytes Recenved 0B
Packets Transmitted L]
Bytes Tranemitted oR

Logaed in ue sdnia Hosti MED-T10-80-00-01

Figure 38:Wireless Status page showing a SIM fault.

e If the Status item doesn't show Connected, verify the fol-

lowing:

Operation is Enabled under the Wireless configuration.
If the Status field always shows Connecting...,a problem
with the APN, username or password is likely. Check
that the values these settings with the network provider.
Refer to Section 3.2.1 for details on how to enter these

values into the MRD-3xx.

The remaining fields list the length of time connected, IP
address allocated by the network and data counters. All of this
information will reset if a connection is restarted, except the
Total Session Time field, which will accumulate across all ses-

sions.
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Once all errors have been resolved and the MRD-3xx is con-
nected to a wireless network, the Status Alarms page should
have no faults listed as shown in Figure 39.

Logged in sx sdmin Host: WAD-310-e0-00-01

Alarms 12:03:06 23/09/2008

Figure 39: Status Alarm page.
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3.3 Connection Management

The MRD-3xx has numerous options for managing the wire-
less network connection, these option cover two main areas,
connection establishment and connection maintenance.

To access the Wireless connection management options
select the Wireless tab from the main menu and then select
the Connection management tab from the sub-menu, the
Connection management page as shown in Figure 40 will be
displayed.

+

Cor tion Manag

I
Iz

30

Figure 40:Wireless connection management page.
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3.3.1 Connection Establishment

The connection establishment options are used to set the
parameters for initial connection to a providers wireless net-
work. The options are:

Timeout for network initialisation:

Specify the maximum time in seconds to allow for a network
initialisation, the minimum value accepted is 60 Seconds.

Timeout for connection establishment:

Specify the maximum time in seconds to allow for a con-
nection to be established, the minimum value accepted is 30
Seconds.

Remote poll required for successful connection:

Specify if a remote poll should be completed before consider-
ing the connection successful. If this option is set to Yes then
the Remote Poll Setup must be enabled and configured cor-
rectly, refer to section 3.3.3

Timeout between remote poll attempts:

Specify the time in seconds to wait between successive

polls should a poll fail. This option is only available when the
Remote poll required for successful connection option is set
to Yes.

Failed establishment attempts before RF restart:
Specify the number of failed connection attempts before
restarting the RF circuitry. Set this value to 0 to disable RF
Circuitry reset.

Failed establishment attempts before unit reboot:
Specify the number of failed connection attempts before
resetting the MRD-3xx. Set this value to 0 to disable the
MRD-3xx reset.

Failed establishment attempts before dropping to CSD:
Specify the number of failed connection attempts before
switching to Circuit Switched Data (CSD) mode. Set this value
to 0 to disable the fail-over to CSD feature.
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Time to spend in CSD:

Specify a time in minutes to remain in CSD mode before
reverting to packet mode and attempting to establish a con-
nection. This value value is only used if the Failed establish-
ment attempts before dropping to CSD option is set to a
value greater than 0.
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3.3.2 Connection Maintenance

The connection maintenance refers to the tests employed by
the MRD-3xx to determine that a valid network connection is
available. Should the connection maintenance test fail then

the MRD-3xx will attempt to re-establish the connection.The
remote poll and server configuration is described in section
333

The connection maintenance options are:

Remote polling mode

Specify the connection maintenance operating mode, the 4
options are:

1. Disable: Connection maintenance is disabled.

2. Poll at fixed interval: Poll the specified server at the interval
specified.

3. Poll if Rx idle for interval: Only poll the specified server
when not data has been received from the wireless interface
for the specified interval.

4. Reconnect if Rx idle for interval: Reconnect if data has not
been received by the wireless interface for the specified inter-
val.

Interval between successful polls:
Specify the time interval in minutes between polls.

Timeout between failed polls:

Specify the time in seconds between failed polls.

Failed polls before returning to establishment:

Specify the number of failed polls to declare the link failed and
to re-start the establishment process.

Traffic generator enabled, interval (secs) and addresses:

Specify the address of the remote server that the on-board
traffic generator should send traffic to.
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3.3.3 Remote Poll Setup

The remote poll setup is used to specify the poll type to use
and the address of the server to poll. A primary and second-
ary server may be specified, the secondary server will be used
if the primary server cannot be contacted. The options are:

Primary poll type
Specify the poll type, the options are:

1. Disabled: Primary poll is disabled.
2. Ping (ICMP): Ping the specified address.
3.TCP Socket: Establish a TCP socket to the specified address,

the connection will be established then after a few seconds
terminated.

Primary poll address
Specify the address of the primary server to poll.

Backup poll type

1. Disabled: Primary poll is disabled.
2. Ping (ICMP): Ping the specified address.
3.TCP Socket: Establish a TCP socket to the specified address,

the connection will be established then after a few seconds
terminated.

Backup poll address
Specify the address of the secondary server to poll.
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3.3.4 Miscellaneous Options

Automatically obtain DNS:

If set to Yes the DNS server address passed when a connec-
tion is established will be used by the MRD-3xx to direct
DNS requests. If this value is set to No a DNS server should
be entered manually.

Verbose output to system log:

If set to Yes verbose connection information will be included
in the system log. As the size of the system log is limited, this
option should only be enabled if connection problems are
being experienced.
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3.3.5 Connect on Demand

The connect on demand settings are only valid if the Wireless
connection state has been set to always connect, refer to sec-
tion 3.2.4.

The options are:

Idle time to disconnect:

Specify the time in minutes after the last data receive or
transmit to terminate the connection.

Minimum time between reconnections:

Specify the minimum time in seconds to re-connect to the
network after a disconnect from the network.

3.4 Circuit Switched Data (CSD) Mode

MRD-3xx can be configured to work in Circuit switched
Data (CSD) mode. This mode works in a similar manner to a
traditional dial-up unit. The MRD-3xx can be "dialed" by call-
ing its associated data number, the MRD-3xx will answer the
call and make a direct connection from the wireless port to a
serial port. Once connected all data coming into the wireless
port will be directed to the serial port and all data received
by the serial port will be directed to the wireless port.When
in CSD mode the MRD-3xx can only connect one serial port
to the wireless port.The LAN interface will still be active and
the MRD-3xx will still be accessible however no packet will
be able to be routed to the wireless port. The MRD-3xx can
operate in CSD "Single port" meaning only one serial port can
be accessed, or CSD "Multiplexed" meaning one of the serial
ports can be selected on connection.

Note: This section does not describe the serial port configu-
ration, for details on configuring the serial ports refer to sec-
tion 7 Serial Server.

45



46

3.4.1 CSD Single Port

The simplest configuration for Circuit Switched Data (CSD) is
single port operation, this means that when a connection is
established the pre-configured serial port is always connected.
The Circuit switched mode settings are access by select-

ing the Wireless tab from the main menu and then Circuit
switched mode from the sub-menu, Figure 41 shows the Circuit
switched mode page. The selected port will always be provid-
ed with a standard "AT" command interface, allowing a device
attached to the port to initiate dialing and answer incoming
calls.

Mutwork, Packist Mode

Circuit Switched Mode
I T T

Diroct o single pon = Port: 1 2

o Y e e
1 19200 BNL  Modem 2 Follow camer  Disconnect

Figure 41: Circut Switched Data (CSD) mode page.

1. Set the Operating mode to Direct to single port and click
Update.

2. Click on the Edit icon of desired serial port to access unit
configuration. A new screen will be displayed.

3. Set the number of rings until answered, the DCD Mode and
the DTR function for the port selected in step 2.

4. Click Update to save the changes.
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3.4.2 CSD Multiplexed

The Circuit Switched Data (CSD) Multiplexed mode allows any
one of the available MRD-3xx serial ports to be selected at
the time of connection. This is achieved through having a vir-
tual console to which the initial connection is made.The caller
can then issue a command to select a port. Once selected, all
data will be directed to the port.

Multiplexed mode can be configured to have a default port.
This port will be selected should no connection command
have been received within a specified time period or a number
of bytes have been received.

A disconnection sequence can be described which when
received by the MRD-3xx will disconnect the serial port cur-
rently selected and return the connection to the virtual termi-
nal. Another port can then be selected, allowing communica-
tion with multiple devices in one CSD telephone call.

The virtual terminal can operate in a verbose mode which

will send prompts and echo characters sent to it. This mode is
best used when issuing the commands manually as it provides
the user with feedback. Alternatively the virtual terminal can
operate in silent mode returning no character to the connec-
tion. This mode is best used when doing a machine-to-machine
type connection, where spurious character could cause prob-
lems.

The command used to select the required port is:
PORT=x\r

where x is the number of port and \r is a carriage return
(0x0d ASCII). No spaces should be present within the com-
mand string and the command.

The disconnect string is of the form:

<guard time><disconnect character><disconnect
character><disconnect character><guard time>
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For example if the guard time is set to 2 seconds and the dis-
connect character is 3F (? ASCIl) then the disconnect sequence
would be:

<2 seconds>???<2 seconds>

Upon receiving this sequence the MRD-3xx would disconnect
from the currently connected serial port and return control
to the virtual terminal.

Circuit Switched Mode

Figure 42: Circuit Switched Data (CSD) mode port multiplexed page.
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To configure CSD Multiplexed mode complete the following steps:

1. Select the Wireless tab from the main menu and then select
Circuit switched mode tab from the sub-menu.

2. Set the Operating mode to Multiplexed and click Update.
Click the Edit icon for desired port.

3. In the section titled Multiplexed Mode Configuration:

*  Set the Menu visibility to either Silent or Verbose.

*  Set the Disconnect character in hex, leave it blank for
no disconnect character. This value is specified in
hex so that it is not limited to text values.

*  Set the Disconnect guard time in seconds.

*  Set the Default port to use should a port select com-
mand not be received.

*  Set the number Bytes to wait from connection until the
default port selected.

*  Set the number of Seconds to wait from connection
until default port selected.

4.The second configuration section allows the parameters
for each port to be set up. Each port can act in one of two
modes:

(a) Raw mode: The port will be inactive except when
selected during a CSD call. Data will pass transparently
through the multiplexer. This is suited to communicating
with devices that do not expect to see an AT command
interface.

(b) Unit mode: The port provides an AT command
interface. A device attached to the port will see a simu-
lated AT command interface that will indicate when a call
is incoming and allow the port to initiate dialing of a CSD
call. The is suited to devices that expect to see a dial-up
type interface.

5. Click the Update button to save the changes.
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3.5 SMS Triggers

The MRD-3xx provides SMS triggers which can be used to
change the Wireless operating mode, reboot the unit and
request a status summary. Each SMS trigger can individually be
enabled and disabled and the text trigger can be defined for
each trigger.

Access control is provided to control what numbers have
access to the SMS triggers.

3.5.1 Trigger configuration

To access the SMS Triggers select the Wireless tab from the
main menu and the SMS tab from the sub-menu.A page simi-
lar to that of Figure 43 will be displayed.To configure the trig-
gers complete the following steps:

1. For each of the triggers to be enabled, tick the Enabled
checkboxes.

2. For each of the triggers to be disabled, untick the Enabled
checkboxes.

3. For each of the triggers that has been enabled set the
Match on field to:

(@) Exact: The received text must exactly match the
Trigger string, any additional characters will cause a mis-
match.

(b) Contains: The received text must contain the
Trigger string, additional characters can be received.

(c) Start with: The received text must start with the
Trigger string, no additional characters can be received
before the Trigger string.

4. For each of the enabled triggers set the Trigger string to the
desired text.

5. Click the Update button to save the changes.
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Logged in ss admin Hasts MAD-310-e0-00-03

SMS

Figure 43: SMS Triggers configuration page.
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3.5.2 Access Control

The SMS Access Control allows fine control over the access
to the SMS triggers. The default policy can be set to allow
which will allow any number that has not be specifically set to
be denied, or the default policy can be set to deny in which
case all numbers will be denied unless specifically set to allow.
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3.5.2.1 Example: Default policy accept

To set the SMS Access Control for a default action of allow
and to specifically block a number, refer to Figure 43.

and complete the following steps:
1. Click the Add new access control button.

2. In the section titled Add new SMS access control:
(2) Add a label for the new entry.
(b) Enter the phone number.
(c) Set the Action to Drop.

3. Click the Update button to save the changes.

4. Repeat the steps above to add further numbers.

When complete the page will include the number to be
dropped, as shown in Figure 44.

Packat mode xant
€50 mode L Exact = Mada C5D
Rabioot Ll [ | Raboot

‘Status M al Exott - Quary status

T T R I BT

mm ﬂmamm Drop e
Datault polcy Accopt = [___]

Figure 44: SMS Triggers number to drop added.
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3.5.2.2 Example: Default policy to Drop
To set the SMS Access Control for a default action of drop
and to specifically accept a number, refer to Figure 45 and

complete the following steps:

1. In the section titled SMS Access Control set the Default
policy Action to Drop.

2. In the section titled Add new SMS access control:
(2) Add a label for the new entry.
(b) Enter the phone number.
(c) Set the Action to Accept.

3. Click the Update button to save the changes.

4. Repeat the steps above to add further numbers.

When complete the page will include the number to be
accepted, as shown in Figure 46.

Status Syutem

Mode packst
Mo G50

SMS Access Control

| _Lavet | phonerumber | coon | ax | oeiets |
Default pobey. 0 Dep - Updat

Figure 45: SMS Triggers accept entry.
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Figure 46: SMS Triggers number to accept added
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4 Network

This section describes the confiuration of the Network or
LAN settings. This includes setting the IP Address of the MRD-
3xx Unit, configuring the DHCP server and the DNS settings.

4.1 LAN Interface

The LAN Interface refers to the two switched Ethernet ports
located on the front of the MRD-3xx.To access the LAN
Interface settings select the Network tab from the main menu
then the LAN tab from the sub-menu.

4.1.1 Changing the IP Settings of the LAN
Interface

The LAN IP address is the address used to access the MRD-
3xx via the LAN (Ethernet) interface. The default IP settings of
the MRD-3xx Unit / Router are:

e IP Address: 192.168.2.200
e  Netmask: 255.255.255.0

The Network settings are contained on the Network / LAN
page under the Interface Configuration heading. To change the IP
settings :

1. Click the Network tab on the main menu, this will display the
LAN page as shown in Figure 47, the LAN interface settings are
in the section titled Interface Configuration.

2. Ensure that Enabled is set to Yes.

3. Enter the IP address in the IP Address box.

4. Enter the Netmask in the Netmask box, to that of the sub-
net to which the unit is connected.

5. Click the Update button at the bottom of the page to com-
mit the changes.

6623-3201



6623-3201

Figure 47: LAN Interface configuration.

Note: Once the IP Address has been changed the new IP
address will need to entered into the web browser to re-gain
access the MRD-3xx web interface, it will also be necessary to
login again. For details on accessing the web pages and logging
into the MRD-3xx refer to the User Guide.
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4.1.2 Disabling the LAN Interface

By default the LAN interface is enabled. The LAN interface
can be disabled if the LAN ports are not required.

Note: If the LAN ports are disabled then access to the web
configuration pages will only be available via the wireless inter-
face if the the Firewall settings allow access to the Web Server,
for details on the Firewall configuration refer to Section 5.To
re-enable the LAN ports without accessing the Web interface,
it will be necessary to perform a factory reset of the MRD-
3xx as described in the User Guide, this will clear all the
configuration settings of the MRD-3xx to the factory default
settings and the LAN ports will be enabled.

To disable the LAN Interface :

1. Click the Network tab on the main menu, this will display the
LAN page as shown in Figure 47 the LAN interface settings are
in the section titled Interface Configuration.

2. Untick Enabled checkbox.

4. Click Ok.

5. Click the Update button at the bottom of the page to com-
mit the changes.

The LAN interface will now be disabled, if the connection to
the MRD-3xx was via the LAN ports, a page error may now
be indicated.
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4.2 DHCP Server Configuration

The DHCP server allows clients on the local network to be
automatically allocated IP addresses from the MRD-3xx.The
MRD-3xx will also provide the clients with network settings
like their default route and DNS servers.

By default the DHCP server is disabled however it has been
configured to serve IP addresses in the range 192.168.2.210
through 192.168.2.240, and the Default and Maximum lease
times have been set to 1440 minutes. So if these values are
consitant with the network that the MRD-3xx is connected
to, then the DHCP can be enabled by setting the Enabled field
to Yes and clicking the Update button.

MRD-310

Status Syatem Wiraless Natwark

LAN

Legged in as admin Host: MRD-310-w0-00-01
LAN

)
1 Address 192 168.2 200
Netmask 285256.085.0

—
Start address 192 1682210
End address 152 1682 240
Default lease time (mins) 1440
Manimum lease tme (mins) 1440

Figure 49: DHCP configuration.

If the standard settings are not applicable for the connected
network, then refer to Figure 49 and follow the steps below,
to configure the DHCP server:

1. Click the Network tab on the main menu, this will display the
LAN page as shown in Figure 49, the DHCP settings are in the
section titled DHCP Server Configuration.
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2. Choose a group of available IP addresses on the local
network. For example, if the IP address of the MRD-3xx is
192.168.2.200 with a netmask of 255.255.255.0, a group cho-
sen could be 192.168.2.100 to 192.168.2.199.This will provide
100 addresses for clients.

3.Tick the Enabled checkbox.

4. Enter the first address of the group in the Start Address box.
5. Enter the last address of the group in the End Address box.
6. Enter a lease time for the Default Lease time.

7. Enter a lease time for the Maximum Lease time.

8. Click the Update button to commit the changes.

4.3 Configuring clients to use the MRD-3xx

The MRD-3xx will act as a gateway for connections destined
over the wireless interface. The default configuration will pro-
vide Network Address Translation (NAT) and firewalling to
protect clients on the local network.

To configure clients to use the MRD-3xx as a gateway:

e [f the clients have a DHCP address allocated by the
MRD-3xx, they will have learned the necessary set-
tings. No further configuration is needed.

. If clients have static IP addresses, set the default
route and DNS server to the IP address of the
MRD-3xx.
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4.4 Domain Name System (DNS)

The Domain Name System (DNS) is used to resolve domain
names to IP addresses.When connecting to a wireless net-
work the MRD-3xx normally receives the IP address of a DNS
server to use for DNS requests. The MRD-3xx supports DNS
proxy, Manual DNS Configuration and a Dynamic DNS client.
The features can be accessed by selecting Network from the
main menu and then DNS from the sub-menu.The DNS set-
tings page is shown as in Figure 50.

MRD-310

Status System Wernless Network
LAN DS Diagnostics

Domain Name Service

Primary DNS Server
Secondary DHS Server
DNS Domain
Dynamic DNS Clent Configuration [~ Setto "Yes" to
Enabled ~ | enable DNs client

Service dyndns cam Set the DNS service

Enter the DNS domain address

:

Usemame ————— Enter DNS client username
Password ——————— Enter DNS client password

Rt ity
e pdos, | Click "Update" to save changes

Figure 50: Domain Name Service (DNS) configuration.

4.4.1 DNS Proxy

The MRD-3xx is configured by default to act as a Domain
Name Server (DNS) proxy, this means that the MRD-3xx
passes DNS requests from the LAN interface to an external
DNS server, and returns the result to the client which initi-
ated the DNS request.

Therefore all devices connected to the LAN Interface can
specify the IP address of the MRD-3xx as the DNS server. If
the DHCP server of the MRD-3xx has been enabled, then any
device that is connected to the LAN interface and requests an
IP address via DHCP will automatically be given the IP address
of the MRD-3xx as the DNS server.
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4.4.2 Manual DNS Configuration

The manual DNS configuration is used to select a DNS server
other than the one automatically supplied by the wireless net-
work.To configure the manual DNS :

1. Enter an IP address for the primary DNS server in the
Primary DNS Server box.

2. Optionally enter the IP address for a secondary DNS server
in the Secondary DNS Server box.

3. Enter the DNS domain in the DNS Domain box.

4. Click the Update button at the bottom of the page to com-
mit the changes.

The MRD-3xx will now use the DNS Server at the supplied IP
addresses for all DNS requests.

4.4.3 Dynamic DNS Client Configuration

Dynamic DNS is a system which allows the domain name
data held in a name server to be updated in real time.The
most common use for this is in allowing an Internet domain
name to be assigned to a device with a dynamic IP address.
Depending on the system used by the wireless provider the
MRD-3xx may receive a dynamic IP address, using this service
it may be possible to establish connections to the MRD-3xx
without needing to track the IP address of the MRD-3xx. This
makes it possible for other sites on the Internet to establish
connections to the machine without needing to track the IP
address themselves.

Note: Some service providers do not allow access to dynam-
ic IP address, so even though the Dynamic DNS client will
connect and register the IP address provided to the MRD-3xx
unit, all attempts to connect to that IP address will fail.

In order to use the Dynamic DNS feature of the MRD-3xx
you will first need to register at a Dynamic DNS provider, the
MRD-3xx supports the follwoing providers:

Drop-down option ‘ Provider

dyndns.com http://www.dyndns.com/
no-ip.com http://www.no-ip.com/
zoneedit.com http://zoneedit.com/
easydns.com http://www.easydns.com/
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Once registration is complete follow the steps below to
configure the MRD-310/330, for reference Figure 51 show an
example configuration.

1. Click the Network tab on the main menu, then select

DNS from the sub-menu, this will display the DNS page, the
Dynamic DNS settings are in the section titled Dynamic DNS
Client Configuration.

2.Tick Enabled checkbox.

3. Select the service provider from the Service drop-down
menu.

4. Enter the Domain in the Domain text box.

5. Enter the username for your account in the Username text
box.

6. Enter the password for your account in the Passoword text
box.

7. Click the Update button to save the changes.

System Wirsless Network
Lan DS

Leggod in aa mdrmin Hoat) MED-310-00-00-01

Domain Name Service

Marwsal DNS Configuration

Primary DNS Server

Secondary DNS Server

DNS Domain

Enabled =
Service [romeom RS
Domain testng-ipcom

Usermiasne usemisme

Password passward

Figure 51: Dynamic Domain Name Service (DNS) Client configuration.
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5 Firewall

The MRD-3xx has a Stateful Packet Inspection (SPI)

Firewall that controls the connections from the wireless port
to the LAN ports and to the unit itself. The firewall can be
used to limit the connections that can be established to or via
the unit. For example, if the unit is only to be used for serial
communications then the firewall can be set-up to only allow
connections through to the serial server (which connects to
the serial ports).

5.1 Firewall Setup

The MRD-3xx firewall configuration is accessed by selecting
the Firewall tab from the main menu.When selected the page
shown in Figure 52 will be displayed. This page shows

and allows configuration of the basic settings for the firewall.

Logaed i ne wdmin Hosti MRO-310-90-00-01

Firewall Setup

NAPT configuration

Stateful packet inspaction

Accept anly establishad destned to LAN £l

Connection tracking options
k —

3

E

3

i

Figure 52: Basic firewall conguration.
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5.1.1 Network Address and Port Translation
(NAPT)

As connection pass from the LAN network out the wire-

less port, the firewall can perform Network Address and Port
Translation (NAPT).When set, this option will cause the fire-
wall to substitute the address of the wireless port for the
source address of connections received from the LAN net-
work.This is most useful where the LAN network is a private
network but the wireless port has a public address.

In some cases, for example, if connected to an IP WAN that
supports direct routing to the LAN network of the unit, it
may be desirable to disable the NAPT function. This will allow
clients on the LAN to be directly addressed without the need
for port forwards.To disable NAPT, uncheck the Connections
from LAN checkbox and press Update.

5.1.2 Stateful Packet Inspection (SPI)

The firewall in the unit can function in Stateful Packet
Inspection (SPI) mode.When enabled, the firewall will track
the state of each connection passing through it (for example,
TCP streams) and only allow packets belonging to a known
connection to enter from the wireless port. In most cases, SPI
should be enabled for greater security.When disabled, the fire-
wall will allow all incoming packets from the wireless port to
be forwarded through to the LAN network.

In some cases, for example, if connected to an IP WAN that
supports direct routing to the LAN network of the unit, it
may be desirable to disable the SPI function. This will allow
clients on the LAN to be directly addressed without the need
for port forwards.To disable SPI, uncheck the Accept only
established destined to LAN checkbox and press Update.
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5.1.3 Connection tracking options

The firewall can be configured to optionally provide connec-
tion tracking and NAT support for a number of additional
protocols. The protocols are listed in Table 1.

To enable support for a protocol, click the checkbox for the
protocol and press Update.

Protocol ‘ Description

FTP Adds support for active mode File Transfer
Protocol

TFTP Adds support for the Trivial File Transfer
Protocol

H.323 Adds support for the H.323 voice and videocon-
ferencing protocol

PPTP Adds support for the Point-to-point Tunneling
Protocol

IRC Adds support for the Internet Relay Chat pro-

tocol

Table 1Firewall Connection tracking options
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5.2 Access Control

The Access Control page allows configuration of the firewall

to allow or deny access to internal services of the unit from
the wireless port and VPN tunnels. By default, the firewall

will block access from the wireless port to all internal serv-
ices such as the web server, and allow access to all internal
services from the VPN tunnels. In certain situations it may be
desired to enable access to some services from the wireless
port or to disable access to some services from the VPN tun-
nels, by changing the settings on this page.

The port numbers for internal services are the standard port
numbers for the service type, for example, port 80 is used for
the web server. It is possible to change the port number for a
particular service. This may be a requirement if a conflict
exists with a particular port or service.

To access the Access Controls, select the Firewall tab from the
main menu then select the Access Control tab from the sub-
menu.

MRD-310

Status
Sehip

Systam Firawall
Access Control Custom Filters Port Forwards Custom NAT
Logged in B admin o8t MILD-J10-80-00-01

Access Control

Incoming Interface
EFEAESERE e
Dafault policy

Deny = Asaw ~
Web Servar B
Secure Wab Server | “a
Telnut Sorver il
554 ] z
SNMP - ] 161
Do
Serial Server
IPsoc VPN
Respond to ICMP (Ping}

[ Resat | Updste

Figure 53: Firewall access control options.
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5.2.1 Accessing unit services from the wireless
port or VPN tunnels

The External Access table on the Access Control page is shown
in Figure 53. It controls which services can be accessed from
the wireless port and VPN tunnels. By default, the unit will
block all requests received on the wireless port and allow all
requests received from VPN tunnels.

There are several modes for determining which services can
be accessed:

No access

All incoming requests are dropped. Set the Default policy set
to Deny and check no boxes in the Allow column.

Restricted access

Incoming requests for particular services will be allowed.
Set the Default policy to Deny and check the boxes for the
desired services in the Allow column.

Full access
All incoming requests allowed. Set the Default policy to Allow.

To change the port number that a service is received on,
change the entry in the Port column for the given service. For
example, to change the web server to port 8080 on the wire-
less port, enter 8080 in the WLS column on the Web Server
row.
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5.3 DoS Filters

A denial of service attack (DoS attack) is an attempt to
render a network device unavailable to intended users. The
most common method of attack involves saturating the target
device with external communications requests, such that it
cannot respond to legitimate traffic, or responds so slowly as
to be rendered effectively unavailable. The intention of DOS
attacks is to cause the targeted device to reset or consume
resources to such a level that it is unable to provide the
intended service.A consequence of such an attack is that even
if the device is able to handle the large number of communica-
tions requests, the bandwidth over the communications chan-
nel used for the attack may be completely consumed, poten-
tially preventing legitimate connections to the targeted device.

The firewall has filters that can detect and drop packets that

may be part of a Denial of Service (DOS) attack, for example,
TCP packets with invalid header information. Options to ena-
ble and disable these filters can be found on DoS Filters page.
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5.3.1 Enabling the Denial of Service filters

The Filter Description table provides a number of DOS filters,
as shown in Figure 54. The filters can be applied to packets
received from the LAN port, the wireless port (WLS), and
from any VPN tunnel by checking the boxes in the appropriate
column.

MRD-310

Custom Fiters

Port Forwards Cuntom NAT

Logaed i 0e sdmin Hegti MED-310-80-00-08

DOrop invakid TCR flag combinations. 7 7 7

Rate imit ICMP requests L ! 3

accopt Emited 1CMP typis 7 7] Fil
Rosot Updata

Figure 54: Firewall Do filter options.

The function of each filter is described below:

Rate limit TCP SYN packets

This will limit the number of new TCP connection requests
(SYN packets) allowed from the given interface. The rate will
be limited to 5 per second.

Drop invalid TCP flag combinations

Some DOS attacks will send packets that present an invalid
combination of TCP flags which may cause problems for some
operating systems. The filter will drop packets with invalid
combinations received on the given interface.

Rate limit ICMP requests

This will limit the number of ICMP requests (for example, ping
requests) allowed from the given interface. The rate will be
limited to 5 per second.

Accept limited ICMP types

The types of ICMP packets that are accepted will be limited
to types 0, 3,8 and 11.
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5.4 Custom Filters

5.4.1 Description

Custom Filters allow new rules to be added to the firewall to
allow or deny specific packets. Packets can be matched based
on which of the unit's network interfaces they arrive on or

will leave on, the protocol, the source or destination address.

Some example custom filters are:

*  Afilter than only allows traffic from a particular host on
the WAN to access through to the LAN ports.

*  Afilter that drops all traffic from a particular host on the
WAN.

To select the Custom Filters page click the Custom Filters tab
on the sub-menu. Figure 55 shows the custom filter page with
no filters configured.

MRD-310

Status Systen Wireless Hetwork
Setup Accesy Control Custom Filters Port Borwalds Custon NAT
Logged in an admin iss MAD-3 10 0-00-81

Custom Filters

[ Eroted | o0l to | in tface | out face | rotcol] saurce | Omstvaon | acton] ] Dl

Mo custom filters configuied,

Figure 55: Custom Filter main page with no filters configured.
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5.4.2 New Custom Filter Options

The custom filter options are shown when the Add new cus-
tom filter button on the Custom Filters page is clicked. The Add
new custom filter page will be displayed as shown in Figure 56.

Figure 56:Adding a new custom filter
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The following options can be set for each custom filter:

Enabled

Set the Enabled check box to have the rule installed in the
firewall. A rule can be temporarily disabled by unchecking this
box.

Apply to
Custom filters can be applied at three separate points in the
unit:

¢  Forwarded packets.
The filter will be applied to packets that are received
from one network interface and then routed out
another network interface

*  Locally destined packets.
The filter will be applied to packets destined for the
unit's internal services.

¢ Locally generated packets.
The filter will be applied to packets generated by one
of the unit's internal services.

Incoming interface

If selected, packets will be matched based on the network
interface they have been received on. Note that this can't be
applied to Locally generated packets as they have been gener-
ated by the unit itself.

Outgoing interface

If selected, packets will be matched based on the network
interface they will be transmitted on. Note that this can't be
applied to Locally destined packets as they will be received by
the unit itself.

Protocol

If selected, packets will be matched based on their protocol
type. Note that if you wish to match on source or destination
ports, the protocol must be set to TCP or UDP.
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Source address

If selected, either a single address (for example, 172.16.1.132)
or a subnet range (for example, 172.16.0.0/24) can be entered.
Only packets matching this source address will have the filter
applied to them.

Source port or range

If selected, packets will be matched based on their TCP or
UDP source port. Either an individual port (for example, 443)
or a range of ports (80-143) can be entered.

Destination address

Similar to the Source address, but instead matching on the
destination address.

Destination port or range

Similar to the Source port or range, but instead matching on
the destination port.

Action

Determines what action on packets who meet all of the
matching criteria for the filter. If set to Deny, the packet will
be dropped. If set to allow, the packet will be passed.

Insert this entry at position

Determines where this entry will be inserted in the list of
custom filters.
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5.4.3 Adding a new custom filter

From the main Custom Filters page click the Add new custom
filter button. This will select the Add new custom filter page.
An example of adding a new custom filter is shown in Figure
57. In this example, a new filter will be created to allow
packets received via the wireless port, from IP address
112.112.112.112 and destined to the LAN network.

MRD-310

Status Systam
St Access Contred

Logged o1 ua sdon Hoat; MRD-110-a0-00-01

Custom Filters

7]
Apply o Fanwarded packets (Fwd) -
Incoming interdace IEil wLS -
Outgoing Interface | LAN v

Source address < nmznznzne

Action Allow -
Insert this entry at position Last =

Figure 57:Adding a new custom filter.

As shown in the example that in the centre column, Incoming
interface, Outgoing interface and Source address are checked.
This indicates that these are the matching criteria that will be
applied to packets. All criteria that are unchecked will be
ignored.
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To save the new filter click the Update button.The main
Custom Filter page will again be shown with the new filter
listed, as shown in Figure 58.

Figure 58:The custom filter page with a single filter.
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To add a second filter, again click the Add new custom filter
button. In the example shown in Figure 59, a custom filter is
created which will deny packets received from the LAN port,
from IP address 211.211.211.211 and destined to the wire-
less network. Again notice that in the centre column, Incoming
interface, Outgoing interface and Source address are checked. This
indicates these are the matching criteria that will be applied to
packets. All criteria that are unchecked will be ignored.

MRD-310

System Wreless Network

Status
Setug

Custom Filters

Enabled

Apply to Forwarded packets (Fad)

Encoming interface il WLS

Protocol 3 TCF

Source addrass 1 maznaman

Source port or range W

Destination port o range f

Action Allow = §

Inserd this entry ot position Last v
o =

AR = |

Figure 59:Adding a new custom filter
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To add the filter to the filters table click the Update button,
the main page will again be shown with the new filter added,
as seen in Figure 60.

Logged in 3z sdmin Host WAD-310:ei-00-01

Figure 60:The custom filter table with 2 filters.
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5.4.4 Editing a Custom Filter

A custom filter can be edited by clicking the pencil icon in
the Edit column of the filter to be changed. Once clicked, the
details of the filter will display in the same table as shown
when adding a new filter.

As an example, to edit the second filter, click the pencil icon in
the second row of the table. A page similar to the Add new fil-
ter page will be displayed, but now showing the details of filter
2. Changes that add protocol and port number matching to
the criteria are shown in Figure 61.

Sanal Sarver

Leaged in 8 wdemin St MAD-310-90-00-01

Custom Filters

Enabled i
Apply to Forwardad packets [Fwd) -
Incoming interface &l LAN -
Outgoing Interface El wis =
Pratocol & TP -
Source address 4] mamanam
Source port or range £l ]
Destination address |
Destination port or range rl
Action Deny =
TInsert this antry at position z
Ganeal [Upsoe |

Figure 61: Editing a custom filter.
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To save the changes click the Update button or to lose any

changes click the Cancel button. The main page will again be
displayed as shown in Figure 62, with the changes for filter 2
added to the table.

Figure 62:The main custom filter table after editing filter 2.
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5.4.5 Deleting a Custom Filter

A custom filter can be deleted by clicking the bin icon in the
Delete column of the filter to be deleted. A warning box will
be displayed. Click OK to confirm the deletion or Cancel to
prevent the filter from being deleted.

For example, to delete filter 2 from the table shown in Figure
63 click the bin icon in row 2 of the table. A warning box will
now be displayed, as shown if Figure 63. Click OK to confirm.

MRD-310

Status
Setup

Systen Wirehess Network

Custom Filters

e
to

EEPATFRE PRI

tﬂ.zl..lmltll ‘M" Ay Deny I Qi

Figure 63: Deleting a custom filter.
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The filter table will be displayed with the filter removed, as
shown in Figure 64.

Figure 64: Custom filter table with filter 2 removed.
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5.5 Port Forwarding

Port forwarding rules alter the destination address (and
optionally the destination port) of packets received on the
wireless port or VPN interfaces of the unit. Port forwards can
be used to forward specific services (eg HTTP) to a private
machine on the LAN network without needing to expose the
entire private machine to the public network.

To access the port forward configuration page, select the
Firewall tab from the main menu, then the Port Forwards tab
from the sub-menu. The page will list a table showing all cur-
rent port forwards. When first selected the table will be
empty as shown in Figure 65

MRD-310

Status System Wireless
Setug access Control Das Filters Custom Fiters

Logged in as admin Host) MAD-330 000001

Port Forwards

st rotoco incaiacl Source siss | Origntdesinatio pot| e desnaton] ] Do

Mo port forwards configured.

Figure 65: Port forward page with no port forwards configured.
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5.5.1 Port Forward Options

To access the port forward options click the Add new port for-
ward button on the main port forwards page. Figure 66 shows
the page for entering a new forward.

Status sytitem Wiarnlons Hotwork
Satup Accass Control Da5 Filvars

Port Forwards

Source address (blank for any)

Original destination port or range

New destination address.

HNew destination port (blark to use coginal port)

Insert this entry at position Last =

Figure 66: Page to add a Port forward.

The following options can be set for each port forward:

Enabled

Set the enabled check box to have the rule installed in the
firewall. A rule can be temporarily disabled by unchecking this
box.

Protocol

The unit is able to forward TCP, UDP, GRE, ESP and AH. Most
forwards will be either TCP or UDP. Select the appropriate
protocol from the list.

Incoming interface

Select the interface that the packets to be forwarded on will
arrive (in this case, WLS, the wireless port, is selected).
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Source address

For greater security, the source addresses that the forward
will be applied to can be limited. In this field, either a single
address (for example, 172.16.1.132) or a subnet range (for
example, 172.16.0.0/24) can be entered.

Original destination port or range

This is the port number (80 in the example) but can also be a
range (entered as, for example, 120-150) that the firewall will
match on to forward to the new destination address.

New destination address

This is the IP address of the server to forward to
(192.168.2.230 in the example).

New destination port

In addition to changing the destination address, it is also pos-
sible to change the destination port.To do so, enter the port
in this field. This field can be left blank to keep the port the
same.

Insert this entry at position

Determines where this entry will be inserted in the list of
port forwards.
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5.5.2 Adding a new port forward

From the main port forwards page, click the Add new port
forward button.This will select the Add new port forward
page.An example of adding a new port forward is shown in
Figure 67. In this example a new port forward is created to
forward from port 80 of the wireless port to a HTTP server

at address 192.168.2.240.

MRD-310

Status System Wiless Natwork Reuting
Satug Accass Contrel Das Filtars Custam Fitsr

Port Forwards

Protocol
GOriginal destination port of range
Waw destination port (blank to use oniginal port)

Ciistom NAT
Logged = as sdesn Hoal: MED-310-e0-00-01

Add new port forward

i
TGP -
wis -

50
192160240

Last ]

Figure 67:Adding a Port forward.
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Click Update to save the new port forward.The port forward
table will be updated to include the new port forward as
shown in Figure 68.

Figure 68:The port forward page with a single port forward.

To add a second port forward click the Add new port forward
button. In the example shown in Figure 69, a port forward

is created which forward packets received for IP address
112.112.112.112 on port 80 of the wireless port to LAN [P
address 192.168.2.232.

Add new poct forward

nznzianz
"

1182 1682232
U Last -

Figure 69:Adding a second port forward
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To add the new port forward to the port forward table click
the Update button. The main page will again be shown with the
new port forward added, as seen in Figure 70.

’..;:'l":_‘-_ P _."I_ i

Port Forwards

Figure 70:The port forward page with a two port forwards.
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5.5.3 Editing a port forward

A port forward can be edited by clicking the pencil icon in the
Edit column of the port forward to be changed. Once clicked,
the details of the port forward will be displayed in the same
table as when creating a new port forward.

As an example, to edit the second port forward in the port
forward table, click the pencil icon in the second row of the
table. A page similar to the Add new port forward page will be
displayed but will show the details of port forward 2. Changes
were made so the destination is now port 22 as shown in
Figure 71.

MRD-310

Status System Wealass
Setug Access Control

Port Forwards

Enabled £l

Protocal TGP =

Incoming interdace wLs -

source address (blank for any) 212112112

Original destination port or range 200

Hew destination address 12162

Hew dastination port (blank to use orginal port) 7]

Insert this entry at position P
Gancal

Figure 71: Editing a port forward.
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To save the changes, click the Update button or to lose
changes click the Cancel button. The main page will again be
displayed as shown in Figure 72, with the changes for port for-
ward 2 added to the table.

Figure 72: Main port forward page with revised port forward.
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5.5.4 Deleting a port forward

A port forward can be deleted by clicking the bin icon in the
Delete column of the forward to be deleted. A warning box
will be displayed. Click OK to confirm the deletion.

For example, to delete port forward 2 from the table shown
in Figure 72, click the bin icon in row 2 of the table. A warning
box will now be displayed as shown if Figure 73. Click OK.

MRD-310

Status System Winlass. Natwork Fouting

Port Forwards

Eﬂj"h‘d
port

o o
s gy

sz oy

Figure 73: Deleting a port forward.
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The port forward table will be displayed with the port for-
ward removed, as shown in Figure 74.

Laged in s sdbenies Hosds MRZ-310-w2-00-01

Figure 74: Port forward table of deleting a port forward
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5.6 Custom NAT

5.6.1 Description

Custom NAT allow new rules to be added to the firewall to
carry out Network Address Translation (NAT) that is differ-
ent to the usual NAT provided by the firewall. Packets can

be matched based on which of the unit's network interfaces
they arrive on or will leave on, the protocol, the source or
destination address. The packets can have Source-NAT (SNAT)
applied, where the source address is altered, or Destination-
NAT (DNAT) applied, where the destination address is
altered.

Some example custom NATs are:

*  Source-NAT on all packets being transmitted out a
VPN tunnel.
Destination-NAT to redirect packets to a host on the
LAN.

To access the Custom NAT configuration page, select the
Firewall tab from the main menu, then the Custom NAT tab
from the sub-menu.The page will list a table showing all
current custom NATs.When first selected the table will be
empty as shown in Figure 75.

MRD-310

Senal Server

Setup Access Control Do Filters Custum Féters Port Forwards Custom NAT
Lagged = ad admin HoEt: MRD-110-40-00-01
Custom NAT
 Enabied] AT Typol Apply to inc iface] Ou iface] rotoco] Sourcal Destnato] Targa] ] Ounin

Mo custom NATS configured.

Add new cusiom NAT

Figure 75: Main custom NAT page, with no custom NAT entries in the table.
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5.6.2 Custom NAT Options

To access the Custom NAT options click the Add new custom
NAT button on the main Custom NAT page. Figure 76 shows
the page for entering a custom NAT.

Custom NAT

Logged in as admin Host MAD-310-e0-60-01

I souce T
I < v ) 5
I

CEmabled
NAType
A
comingintedocs
Outgolnginterfoce
eowesl
sowrceaddeess
(sowrceportorrsnge
Destinationaddress

| Destination portorrange
Tametaddeoss
e
tosort this ontry ot position

<

Custom

| 2222 .
| 2222
I
I ]
0 =

I - -

Figure 76:Add new Custom NAT page.
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The following options can be set for each custom NAT:

Enabled

Set the enabled check box to have the rule installed in the
firewall. A rule can be temporarily disabled by unchecking this
box.

NAT Type
Determines the type of NAT the entry will perform.

Apply to
When entering a destination NAT, there are two places the
NAT can be applied:

*  Incoming packets
The rule will be applied to packets received from
the unit's network interfaces.

*  Locally generated packets
The rule will be applied to packets generated by
one of the unit's internal services.

Incoming interface

If selected, packets will be matched based on the network
interface they have been received on. Note that this can only
be applied to a Destination NAT on Incoming packets.

Outgoing interface

If selected, packets will be matched based on the network
interface they will be transmitted on. Note that this can only
be applied to a Source NAT.

Protocol

If selected, packets will be matched based on their protocol
type. Note that if you wish to match on source or destination
ports, the protocol must be set to TCP or UDP.

Source address
If selected, either a single address (for example, 172.16.1.132)

or a subnet range (for example, 172.16.0.0/24) can be entered.

Only packets matching this source address will have the filter
applied to them.
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Source port or range

If selected, packets will be matched based on their TCP or
UDP source port. Either an individual port (for example, 443)
or a range of ports (80-143) can be entered.

Destination address

Similar to the Source address, but instead matching on the
destination address.

Destination port or range

Similar to the Source port or range, but instead matching on
the destination port.

Target address

This is the address that the NAT rule will apply to packets.
When set to Custom, any IP address can be entered in the
text box. If an interface is selected from the dropdown box,
the current address of that interface will be applied to packets.

Target port

For rules that specify either the TCP or UDP protocol, it is
possible to also alter the port number. If no change of port
number is desired, this field can be left blank.

Insert this entry at position

Determines where this entry will be inserted in the list of
custom NAT rules.
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5.6.3 Adding a new custom NAT

From the main port forwards page click the Add new custom
NAT button. This will select the Add new custom NAT page.
An example of adding a new custom NAT is shown in Figure
77.In this example, a new custom NAT is created which will
source NAT packets outgoing on the SSLVPN interface to the
IP address of the SSL VPN.

MRD-310

Status Syatom Wirehess
Setg hccaes Conted Do Filters Custom Fiters Port Forwards
Logged i as adesin Hesti HAD-310-e0-00-01

Custom NAT

Add pw custom NAT
m
NAT type SouceMAT =
Apply to ncoming packets (inc)

Outgoing interface il SSLVPN ~

Target address SELVPFN »

Insert this entry at position Last

Figure 77:Adding a custom NAT.

It can be seen in the example that in the centre column only
Outgoing interface is checked. This indicates these are the
matching criteria that will be applied to packets. In this case,
all packets outgoing on the SSL VPN will be source NAT'd.
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Click Update to save the new custom NAT.The custom NAT
table will be updated to include the new custom NAT as
shown in Figure 78.

Figure 78: Main custom NAT page showing new custom NAT added to the table.

6623-3201



6623-3201

To add a second custom NAT again click the Add new custom
NAT button. In the example shown in Figure 79, a destination
NAT is created for packets destined for the wireless port.

Figure 79:Adding a custom NAT.

To add the new custom NAT click the Update button.The
main page will again be shown with the new custom NAT
added, as seen in Figure 80.

Figure 80: Main custom NAT page showing new custom NAT added to the table.
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5.6.4 Editing a Custom NAT

A custom NAT can be edited by clicking the pencil icon in

the Edit column of the filter to be changed. Once clicked, the
details of the custom NAT will be displayed in the same table
as when creating a new custom NAT.

As an example, to edit the second custom NAT in the
Custom NAT table shown in Figure 80, click the pencil icon in
the second row of the table. A page similar to the new cus-
tom NAT page will be displayed but with the details of custom
NAT 2.To set the protocol for the custom NAT to be UDP,
changes were made as shown in Figure 81.

MRD-310

Sats Syatem Wirshess i Sarial Sedver
Setg hccaes Conted Do Filters Custom NAT
Logged i s admin Hesli MAD-110-20-23-04

Custom NAT

Enabled il
NAT type Destnation NAT =
Apply to Incoming packets inc) -
Incaming interface 1 WLS .

Target address. WLS -

Insert this enlry at position P
Cancal

Figure 81: Editing a custom NAT.
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To save the changes click the Update button or to lose the
changes click Cancel. The main page will again be displayed as
shown in Figure 82, with the changes for custom NAT 2 added
to the table.

Figure 82: Main custom NAT page with revised custom NAT 2.
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5.6.5 Deleting a Custom NAT

A custom NAT can be deleted by clicking the bin icon in the
Delete column of the NAT to be deleted. A warning box will
be displayed. Click OK to confirm the deletion.

For example, to delete custom NAT 2 from the table shown
in Figure 82, click the bin icon in row 2 of the table. A warning
box will now be displayed as shown if Figure 83. Click OK.

Status Syatem Wreless Network

Custom NAT
EREHEEREEEEEESEE
Yes  swaT - ][] anyy| iaay | [N 2 6
] Winsdous Internet Eaplorer oy 7 5 =

| anﬂ:mwz.‘
L] [ttt ]

Figure 83: Deleting a Custom NAT.
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The custom NAT table will be displayed with the custom NAT
removed, as shown in Figure 84.

Logged in 3x admin Host) WED-110-80-00-01

Custom NAT
REREREEEEEENEE
- WA =]

Add new cusiom NAT

Figure 84: Custom NAT table after deleting a Custom NAT.
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6 Virtual Private Network (VPN)

A virtual private network (VPN) is a communications network
tunneled through another network, in the case of the MRD-
3xx unit the secured communications network is tunneled
through the 3G wireless network and then over the Internet
or private network to a VPN capable router or server.The
MRD-3xx unit has support for SSL, IPsec and PPTP/L2TP
based VPNs and can be configured for multiple VPN tunnels to
operate simultaneously.
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6.1 Secure Sockets Layer (SSL) VPN.

Secure Sockets Layer (SSL), are cryptographic protocols that
provide secure communications over a communications net-
work. SSL operates at the transport layer, layer 4 of the OSI
model, this means that it is can be used to create a tunnel
through which other layer 4 protocols such as TCP & UDP
can pass.

An example of an SSLVPN is OpenVPN which is a free and
open source virtual private network (VPN) program for creat-
ing point-to-point or server-to-multiclient encrypted tunnels.
It is capable of establishing direct links between computers
that are behind NAT firewalls. For information on installing
and configuring OpenVPN refer to the OpenVPN website:
http://openvpn.net/
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6.1.1 SSL VPN Configuration

To access the SSLVPN configuration page, select VPN on the
main menu, the SSL VPN configuration page is the first option
on the sub-menu so it will be automatically displayed. Figure
85 shows the MRD-3xx SSL based VPN configuration options
available.

Logged = s sdown Hoal: MED-310-e0-00-01
SSL VPN

Enabled -
Connection Protocol UDP =
Transport Type Foutsd =
‘Ramate port 184
Certificate. o cortificatos loaded.
Ping interval (sacs) n
Ping Bmaout (s0cs) 120
Comprassion o -
Encryption algonithmn Bigwish (128) ~

Figure 85: SSL based VPN configuration web page.

The configuration options are dived into Basic Configuration
in the top part of the page and Advanced Configuration in the
bottom section of the page.The details of each option is
described below:

6623-3201



6623-3201

Basic Configuration options

Enabled
Check the box to enable the SSL VPN.

Connection Protocol

Dropdown box to select the connection protocol, either TCP
or UDP (default).

Transport Type

Select the transport type from either routed (default) or
bridged mode.

¢  Bridged
Bridging is a technique for creating a virtual, wide-
area Ethernet LAN, running on a single subnet.
The advantages of bridging are broadcasts will
traverse the VPN which in some situations is
desirable, and no routing rules are required. The
disadvantages are broadcasts can be problematic
on a wireless network as the over-the-air traffic is
increased and bridging does not scale well as new
devices are added to the network.

*  Routed
Routing will create a separate sub-net for each
VPN connection, to access one subnet from
another requires routing rules to be configured
at the VPN router. The advantages of routing are
efficiency, scaleability and no broadcast traffic, this
is particularly important with wireless networks
to reduce the over-the-air traffic. The disadvan-
tage is that routing rules are required which adds
to the configuration.

Remote address
Specify the address of the remote VPN server.

Remote port
Specify the port number of the remote VPN server.
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Certificate

Specify the certificate to use for authentication. For details
on how to load certificates refer to Section 6.5 Certificate
Management.

Advanced Configuration options

Ping interval (secs)

Specify the interval in seconds at which to Ping the remote
server.This is used to determine the status of the connection.

Ping timeout (secs)

Specify the ping timeout in seconds.This is used to determine
if the VPN connection has terminated, if this time is exceeded
the connection will be re-established.

Compression

Specify if compression is to be used for the data being trans-
mitted through the VPN tunnel. Select one of the following
options from the drop-down list:

. off
Compression is disabled.

e Adaptive
The performance will be measured with com-
pression on and with compression off, the option
with the higher performance will be selected.

e On
Compression is enabled.
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Encryption algorithm

Specify the encryption algorithm to use from the drop-down
list, the options are:

* DES
Data Encryption Standard.

e 3DES (192)
192 bit Triple Data Encryption Standard.

«  Blowfish (128)
128 bit Blowfish (Default).

e AES (128)
128 bit Advanced Encryption Standard (AES).

e AES (192)
192 bit Advanced Encryption Standard (AES).
e AES (25¢6)

256 bit Advanced Encryption Standard (AES).
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6.1.2 Connecting to aVPN Server

An example of connecting to a VPN server will be described.
Figure 86 illustrates the network which will be established.
For this example a connection will be established from the
MRD-3xx to an OpenVPN server using a routed connection
and UDP as the connection protocol. The IP address of the
OpenVPN server is 123.123.123.123 and the port number

is 1194.The certificate supplied for authentication is called
demoClient. To ensure the connection remains connected the
ping interval will be set to 30 seconds with a timeout of 120
seconds. Compression will be disabled and the Encryption
algorithm will 128 bit Blowfish.

Internet 3G Network

ADSL modem
Static IP address
123.123.123.123

- en o> e oy
~»~7 SSLVPN
L4 tunnel

Open VPN Server MRD-3XX modem
Dynamic and private
IP address

Figure 86: SSL based VPN example network.
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Select VPN on the main menu, to display the the SSL VPN con-
figuration page. Figure 87 shows the MRD-3xx SSL based VPN
configuration with the options set for the example.

Figure 87: SSL based VPN configuration web page.

The following are configuration settings used for the example:
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Basic Configuration options

Enabled: Checked

Connection Protocol: UDP
Transport Type: Routed

Remote address: 123.123.123.123
Remote port: 1194

Certificate: demoClient

Advanced Configuration options

Ping interval (secs): 30

Ping timeout (secs): 120
Compression: Off

Encryption algorithm: Blowfish (128)
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Once the configuration has been completed click the Update
button to save the changes.The SSL VPN will now be started
and it will attempt to establish a connection with the VPN
server specified. The status of the VPN can be checked on the
VPN status page, to access this page click Status on the main
menu then VPN on the sub-menu, a page similar to that shown
in Figure 88 will be shown.This page indicates that the VPN is
connected and lists the local IP address.

MRD-310

Status

Sarial Sarver Systam |og
Legged in as admin Hesls MAD-310-0-00-01

VPN

S5 Conmecbon Status
e T o T o [ e | e
Connected 00:00:10 o8 o8

10.90.91.30

Figure 88: SSLVPN status page.

In order to test the VPN a ping command can be run from
a machine connected to the VPN server, the following is the
result of the ping:

$ ping 10.90.91.30

PING 10.90.91.30(10.90.91.30) 56(84) bytes of data.

64 bytes from 10.90.91.30: icmp_seg=1 ttl=62 time=141 ms
64 bytes from 10.90.91.30: icmp_seg=2 ttl=62 time=122 ms
64 bytes from 10.90.91.30: icmp_seg=3 ttl=62 time=120 ms
64 bytes from 10.90.91.30: icmp_seg=4 ttl=62 time=121 ms
64 bytes from 10.90.91.30: icmp_seg=5 ttl=62 time=121 ms
64 bytes from 10.90.91.30: icmp_seg=6 ttl=62 time=122 ms
64 bytes from 10.90.91.30: icmp_seg=7 ttl=62 time=123 ms
---10.90.91.30 ping statistics ---

7 packets transmitted, 7 received, 0% packet loss, time 5998ms

rtt min/avg/max/mdev = 120.620/124.725/141.429/6.867 ms

$
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The MRD-3xx has responded to the ping and the byte
counters on the status page have increased as seen in Figure
89.

fyten Tx

10808030 23SKE - 235k8

Figure 89: SSLVPN status after running Ping, the byte counts have increased.

The VPN is now operational as can be used to pass data.
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6.2 Internet Protocol Security (IPsec)
VPN

Internet Protocol Security (IPsec) is a suite of standards and
protocols for securing Internet Protocol (IP) communications
by authenticating and/or encrypting each IP packet in a data
stream. Also include within IP sec are protocols for cryp-
tographic key establishment. IPsec protocols operate at the
network layer, layer 3 of the OSI model, this means that it can
be used for protecting layer 4 protocols, including both TCP
and UDP, the most commonly used transport layer protocols.
Using strong encryption and public key cryptography IPsec can
secure data links over public networks which would otherwise
be insecure.

IPsec is a framework which is built in to various security
products from companies such as Cisco and Juniper, to pro-
vide end-to-end security. The MRD-3xx unit IPsec functionality
has been tested for interoperability with the Cisco implemen-
tation of IPsec know as Cisco IOS IPsec.
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6.2.1 General IPsec Configuration

To access the MRD-3xx IPsec VPN configuration page click
VPN on the main menu then click IPsec VPN on the sub-menu.
The page shown in Figure 90 will be displayed. The page con-
tains general IPsec configuration options at the top and a list
of configured tunnels at the bottom.

Logged i a8 adrin Hosli MRE-312-e0-20-01

IPsec VPN
NAT traversal enablad d {secs) 45 i

Figure 90: IPsec based VPN main page.
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General IPsec Configuration

Enabled
Check the box to enable the IPsec VPN. Default is disdisabled.

NAT traversal enabled & keepalive period (secs)

Check box to enable NAT Traversal and set the keepalive
time.

*  NAT Traversal
When passing through a Network Address
Translator (NAT) an IP packet is modified in such
a way that is incompatible with Internet Protocol
Security (IPsec). NAT-Traversal protects the
original IPsec encoded packet by encapsulating it
within another layer of UDP and IP headers. If the
wireless interface of the MRD-3xx is allocated
a dynamic and private IP address then the con-
nection to the Internet will be via a Network
Address Translator (NAT), this will require the
use of NAT-Traversal for IPsec to establish a con-
nection.

*  Keepalive Period
NAT keepalives are used to keep the dynamic
NAT mapping alive during a connection between
two peers. NAT keepalives are UDP packets
with an unencrypted payload of 1 byte. Although
similar to dead peer detection (DPD), NAT keep-
alives are different, DPD is used to detect peer
status, while NAT keepalives are sent if the IPSec
entity did not send or receive the packet at a
specified period of time.

IPsec MTU

Maximum Transmission Unit (MTU) is the size (in bytes) of
the largest packet which can be sent over the IPsec tunnel.
Leave this value blank to use the default setting.
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6.2.2 Adding an IPsec Tunnel

To add an IPsec tunnel click the Add new tunnel button, this
will display the first of 3 pages used to configure the IPsec
VPN tunnel. The first page is the Tunnel Configuration shown
in Figure 91, the second page is Phase 1 configuration shown
in Figure 92 and the third page is the Phase 2 configuration
shown in Figure 93.

VPN Senal Server

Logged in as admin Host MAD-310-e0-00-01

IPsec VPN
Label
Enabled 1l
Local mtarface Datault = |
Remate host
Operating maoda. Tunnel =
Init rekeying, margin (mins) & fuzz (L] L]
Dead peer detaction delay & tmeout (sec) 0 0

Figure 91: IPsec tunnel configuration.
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Tunnel Configuration

IPsec Tunnel configuration is the first stage in adding a new
IPsec tunnel. The options are as follows:

Label

Set the label or name for the tunnel. This is used as a refer-
ence and is particularly useful when more than one tunnel is
configured.

Enabled
Check the box to enable the IPsec VPN.

Local interface

Select the interface over which to create the tunnel, from the
following options:

e  Default (Default)
The interface to which the default route directs
connections.

. WLS
The wireless interface.

* LAN
The LAN (Ethernet) interface.
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Local nexthop

The nexthop gateway IP address for the connection to the
public network. If the local interface is set to default this
option will be set to Auto and is not able to be changed. Select
one of the following options:

e Default
Use default route

e  Auto (Default)
Use the gateway IP address of the selected local
interface.

. Custom
Set an IP address.

Remote host

IP address or fully qualified domain name of remote host, to
which the connection is to be established.

Operating mode

Select the operating mode of the IPsec tunnel, from the fol-
lowing options:

*  Tunnel (Default)
Tunnel mode encapsulates the entire IP packet
to provide a secure connection between two
gateways. In tunnel mode the payload, the header
and the routing information are all encrypted, and
then encapsulated into a new IP packet, this mode
is generally used to create a VPN.

e Transport
Transport mode provides a secure connection
between two hosts, only the the payload of the IP
packet is encrypted.
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Initiate tunnel

Check the box to enable the tunnel initiation. If the wireless
IP address is dynamic then this option would normally be
enabled.

Init rekeying, margin (mins) & fuzz
Rekeying is used to re-negotiated the connection prior to it
expiring. The options are:

¢ Init rekeying
Check to enable rekeying. Default is On.

e  Margin
The time in minutes prior to the connection
expiring at which attempts to negotiate a new
connection begin. Default is 10 Minutes.

*  Fuzz
Defines the maximum percentage by which the
margin can be increased in order to randomise
rekeying intervals. Default is 100%.

Dead peer detection delay & timeout (sec)

Dead Peer Detection (DPD) is a method of detecting a dead
Internet Key Exchange (IKE) peer.The method uses IPsec traf-
fic patterns to minimise the number of messages required to
confirm the availability of the connection. The options are:

e Delay
Set the delay in seconds between Dead Peer
Detection keepalives that are sent for the con-
nection.

e Timeout
The time in seconds to declare the peer dead
after the delay and not receiving data or a keep-
alive.
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Logoed in ws admin Mot WAD-310-80-00-01

IPsec VPN

Phase 1 Configuraton

Authentication method Proshased koy ~
Pre-shared key Not set  New: ||

Certificate o certificates loaded.
Remata I

Local T

Magatiation made Main made -
IKE proposal AES(128) - EMD5 - IDHGR2(I0M) -
IKE Efatime (mins) &

Figure 92: IPsec Phase 1 configuration.

Phase 1 Configuration

The Phase 1 Configuration is used to set the parameters for
the first phase of IPsec Key Exchange (IKE).The first phase
is a set-up phase in which the two hosts agree on how to
exchange further information securely.

The options for Phase 1 are:

Authentication method

Select the authentication method from the drop-down list, the
options are:

e  Pre-shared key
The Pre-Shared Key (PSK) is a key value which is
entered into each host and is used for authentica-
tions.

*  Certificate
A certificate is an electronic document containing
a public key and a digital signature.
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Pre-shared key

This field is used to enter the Pre-Shared Key if this method
of authentication was selected. To enter a new key check the
box and enter the key in the text field. During key entry the
key will be in clear-text, once the page is updated the key will
no longer be visible. The text immediately prior the check-box
will indicate if a key has been Set or Not set.

Certificate

Select the certificate to use if Certificate authentication has
been selected. For information on how to enter certificates
refer to Section 6.5 Certificate Management.

Remote ID
The remote host ID.

Local ID
The local host ID.

Negotiation mode

Select the negotiated mode from the drop-down list, the
options are:

*  Main mode
Main mode provides identity protection for the
hosts initiating the session. Main mode cannot be
used when there is Network Address Translation
(NAT) on the connection between hosts.

*  Aggressive mode
Aggressive mode is quicker to establish a con-
nection than Main mode but provides no identity
protection. Main mode can be used when there is
Network Address Translation (NAT) on the con-
nection between hosts.
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IKE proposal

A set of parameters for Phase | IPSec negotiations. The param-
eters are encryption algorithm, authentication algorithm and
the Diffie-Hellman group.

Encryption Algorithm

Select the encryption algorithm from the drop-
down list, the options are:

AES (128) 128 bit Advanced Encryption
Standard (AES).

AES (256) 256 bit Advanced Encryption
Standard (AES).

3DES Triple Data Encryption Standard (3DES).
DES Data Encryption Standard (DES).

Authentication Algorithm

Select the authentication mode from the drop-
down list, options are:

MD5 Message-Digest algorithm 5.

SHA1 Secure Hash Algorithm.

Diffie-Hellman Group

A cryptographic protocol which allows two
parties to establish a shared secret key over an
insecure network without the parties having any
prior knowledge of the other party. Select the
Diffie-Hellman Group from the drop-down list,
the options are:

DH Grp 1 (768) The 768 bit Diffie-Hellman
group.

DH Grp 2 (1024) The 1024 bit Diffie-Hellman
group.

DH Grp 5 (1536) The 1536 bit Diffie-Hellman
group.

DH Grp 14 (2048) The 2048 bit Diffie-Hellman
group.

IKE lifetime (mins)
Specify the IKE lifetime in minutes. Default is 60 minutes.

6623-3201



6623-3201

L00ed in ax admsin Mosti NED-T10-40.00-03

IPsec VPN

L EmE | e—
] s | S
] rooem | —
[ Comees | S—

Figure 93: IPsec Phase 2 configuration.
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Phase 2 Configuration

Phase 2 establishes the IPsec Security Associations (SA)
parameters in order to establish an IPsec tunnel. Phase 2 has
one mode called Quick mode, it starts after IKE has started
a secure tunnel in phase 1. Quick mode is also used to re-
negotiate a new IPsec SA when the current IPsec SA lifetime
expires.

The phase 2 options are:

ESP proposal

Encapsulating Security Payload (ESP) is used to encrypt the
data transmitted in IP datagrams.The proposal establishes the
Encryption algorithm and Authentication protocol to use.

*  Encryption Algorithm
Select the encryption algorithm from the drop-
down list, the options are:
AES (128) 128 bit Advanced Encryption
Standard (AES).
AES (256) 256 bit Advanced Encryption
Standard (AES).
3DES Triple Data Encryption Standard (3DES).
Blowfish (128) 128 bit blowfish.
Blowfish (256) 256 bit blowfish.

*  Authentication Algorithm
Select the authentication algorithm from the
drop-down list, the options are:
MD5 Message-Digest algorithm 5.
SHA1 Secure Hash Algorithm.
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Perfect forward secrecy & group

In an authenticated key-agreement protocol using public key
cryptography, such as Diffie-Hellman key exchange, perfect
forward secrecy (PFS) is the property that ensures a session
key derived from a set of long-term public and private keys
will not be compromised if one of the private keys is compro-
mised in the future.

*  Perfect_forward_secrecy
Check to enable perfect forward secrecy.

* Diffie-Hellman Group
Select the Diffie-Hellman Group from the drop-
down list, the options are:
DH Grp 1 (768) The 768 bit Diffie-Hellman
group.
DH Grp 2 (1024) The 1024 bit Diffie-Hellman
group.
DH Grp 5 (1536) The 1536 bit Diffie-Hellman
group.
DH Grp 14 (2048) The 2048 bit Diffie-Hellman
group.

Key lifetime (mins)
Key lifetime in minutes, default is 480 minutes.
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Tunnel Networks

The second section on this page is used to configure the IPsec
tunnel networks. Up to 3 tunnel definitions can be configured
in the table. The IPsec tunnel can be terminated at each end

in one of two ways, host and network. In a host connection
the tunnel is connected to a single IP address, in a network
connection the tunnel is connected to a network subnet. The
tunnel network table allows the connections for each end of
the tunnel to be defined.

Enabled
Check to enable tunnel network definition.

Local
Configure the local connection:

Network

*  None (Host only)
The tunnel is connected in host mode, the IP
address will be that of the interface used for the
IPsec tunnel. If the IPsec tunnel is over the wire-
less interface the IP address will be that of the
wireless interface. This may not be desirable if the
wireless interface is assigned a dynamic IP address
as the remote end will not know the IP address
and so will not be able to route traffic to it.

e Virtual Host

The tunnel is connected in host mode, the IP
address will be that set in the address field.

. LAN subnet
The tunnel is connected in network mode to the
LAN subnet.

*  Specify a subnet
The tunnel is connected to the specified subnet.
Address

6623-3201



6623-3201

Addresses

For host connections enter an IP address, for network con-
nections enter an network IP address including netmask, for
example 10.10.10.0/24

Remote

Configure the remote connection:

. Network

o None
The tunnel is connected in host mode.

*  Specify a subnet
The tunnel is connected to a specified subnet.

o All traffic
All traffic is directed to the IPsec tunnel.

e  Address
For host connections enter an IP address, for net-
work connections enter an network IP address
including netmask, For example 10.10.10.0/24
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6.2.3 IPsec Configuration Example

The following example demonstrates how to add an IPsec
tunnel to the MRD-3xx, Figure 94 illustrates the connection
which will be created in the example. The MRD-3xx unit is
configured for a standard Internet connection, this means that
the IP address assigned to it will be dynamic and private. The
example assumes that the router has been configured, has a
static IP address and is directly accessible from the Internet.
The IPsec tunnel will be terminated as a virtual host on the
MRD-3xx with IP address 11.22.33.44 and will be terminated
on a LAN subnet at the router with address 192.168.2.0/24

Internet —— 3G Network

- m e,

- -~
- IPSec VPN S
tunnel S
—
Router MRD-3XX modem
Static IP address Dynamic and private
123.123.123.123 IP address
LAN Subnet Viritual Host
192.168.2.0/24 11.22.33.44

Figure 94: IPsec configuration example network.

Tunnel Configuration

To start select the IPsec main page, by first clicking VPN on
the main menu and then IPsec on the sub-menu, then click
the Add new tunnel button. The first page of three IPsec tunnel
configuration pages will be displayed, as shown in Figure 95.

This page is used to configure the IPsec tunnel, the tunnel will
be named Test, it will be enabled and the local interface set to
the wireless port.The remote host address is 123.123.123.123
and the operating mode is Tunnel mode. As the wireless IP
address is dynamic and private it is not accessible from the
Internet and so the MRD-3xx is required to initiate the tun-
nel. The re-keying options are left at the default values and the
dead peer detection delay and timeout values are set to 0, this
disables dead peer detection.
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Status System
IPssc VPN

Logged o ws adnein el MAD-310 00-00-01

IPsec VPN
Label Test
Enablod 5
Local mterface WLE -
Local noxthop Mo~
Remote host (FARFENFRF]
Oparating mode Tunnel -
Initiate tunnel 1
Init rekeying, margin (mns) & fuz 5 0 100
Daad peer detaction delay & timeout {sac) 0 ]
£

Figure 95: IPsec tunnel configuration.

To configure the tunnel as describe the following parameters
are entered:

Label: Test

Enabled: On (Checked)

Local interface: WLS

Local nexthop: Auto

Remote host: 123.123.123.123

Operating mode: Tunnel

Initiate tunnel: On (Checked)

Init rekeying, margin (mins) & fuzz:
Init rekeying: On (Checked)
Margin: 10 Minutes
Fuzz: 100%

Dead peer detection delay & timeout (sec):
Delay: 0
Timeout: 0
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Once entered click the Next button to continue to Phase 1
configuration.

Phase 1 Configuration

The Phase 1 Configuration page is shown in Figure 96. In this
phase the authentication method is set to pre-shared keys and
the key entered.The remote ID is xy.example.com and local
ID is ab.example.com.As the wireless IP address is dynamic
and private the network provider will use Network Address
Translation (NAT) so main mode cannot be used for the
negotiation mode requiring the negotiating mode to be set
to aggressive mode. The IKE proposal will use Triple DES as
the encryption algorithm, SH1 for authentication and Diffie-
Hellman group 3.The IKE lifetime will be left at the default
value of 60 minutes.

Authentication method Preshwedkey +
Pre-shared key Mot sat New: (¢ aboded
Cartificate No certificates loaded.
Rimate [0 @ab example com
Local 0 @y example com
Hegatiation made Aggressive made -
IKE proposal WES  ~EsHA ~EDHGRZ(IOG) -
IKE Bfetine (mine) &

[Toe

Figure 96: IPsec phase 1 configuration.

6623-3201



6623-3201

To achieve the configuration described the following param-
eters are entered:

Authentication method: Pre-shared key
Pre-shared key:
New: Checked
Key: abcdef
Certificate: N/A
Remote ID: @ab.example.com
Local ID: @xy.example.com
Negotiation mode: Aggressive mode
IKE proposal:
Encryption Algorithm: 3DES
Authentication Algorithm: SHA1
Diffie-Hellman Group: DH Grp 2 (1024)
IKE lifetime (mins): 60

Once entered click the Next button to continue to Phase 2
configuration.

Phase 2 Configuration

The Phase 2 Configuration page is shown in Figure 97, this
page also include the Tunnel network settings. For the Phase
2 configuration the ESP proposal encryption algorithm is set
to Triple DES and the authentication algorithm set to SHA1.
Perfect forward secrecy will not be enabled and the key life-
time will be left at the default value of 480 minutes.
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MRD-310

Status System Wienless Natwork Routing Firmwall Ve Sarial Server

S5L VPN & PPTP&LITP  Caraficatss
Logged = ad sdewn Hosl: MED-310-e0-00-01
IPsec VPN
ESP propovsl i | J0ES & 5HAY - |

T I R R
i = Local | Virhsal hast - T
Remote Spectya subnet = | 19216820724
= Local | are Host ooy} - | |
LE W
e Local Wl
| Upcato |

Figure 97: IPsec phase 2 and tunnel configuration.

The configuration described requires the following parameters
to be entered:

ESP proposal:
Encryption Algorithm: 3DES
Authentication Algorithm: SHA1

Perfect forward secrecy & group:
Perfect_forward_secrecy: Off (un-checked)
Diffie-Hellman Group: DH Grp 2 (1024)
(Non-selectable default value)

Key lifetime (mins): 480
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Tunnel Network Settings

The local tunnel will be configured as a virtual host with the
IP address 11.22.33.44 and the remote connection will be to
the LAN 192.168.2.0/24. For this configuration the following
parameters are entered:

Enabled: Checked
Local:
Network: Virtual Host
Address: 11.22.33.44
Remote:
Network: Specify a subnet
Address: 192.168.2.0/24

To complete the process of adding the tunnel click the
Update button.The tunnel will be saved and the General IPsec
Configuration page will again be displayed, now with the new
tunnel added to the Tunnels table, a shown in Figure 98.

Syntem Wirnless Natwork ing VBN

Logged in as ademin Hests MAD-310-+3-00-21

IPsec VPN
Enabled ]
NAT traversal anabled & keepalve pericd {sacs) u 3
IPspc MTU

(oo T enved | vomowron | owowi ] Eot] oo |
Test  Yes 123.123.123.133 Bab.example, com 2 4

Figure 98: IPsec based VPN main page with new tunnel listed in Tunnels table.
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Enable IPsec

To complete the configuration in the General IPsec
Configuration enable IPsec by checking the enabled check-box,
and as the tunnel will traverse a NAT enable NAT traversal.
Click Update to save the settings.

MRD-310

Status

System Wirsless

SS5L VPN Bsec VPN
Logged in s admin Hesl) HRD-110-20-00-04
IPsec VPN
Enabled @
NAT travarsal anablad & kespalive pariod (sece) Al 45
sec MTU

|
:

| ea | oses |
Test Yes 123.123.123,123 Dab example.com Z &

Figure 99: IPsec based VPN main page, with IPsec enabled.

IPsec Status

Once the settings have been save |Psec will start and attempt
to establish a tunnel with the remote host, note this may take
several minutes to complete.To check the status of the tunnel
click Status on the main menu then VPN on the sub-menu, a
page similar to that shown in Figure 100 will be displayed. If
the Status of the tunnel is Connected then the tunnel has been
established and data can be passed over it.

To obtain further details on the VPN connection click the link

Detailed IPsec status, a page similar to that shown in Figure
101 will be displayed. This information is usually only required
if the link is not behaving as expected or if the tunnel is not
able to be established.
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Figure 100: IPsec connection status.

Legpged in as wdmin Hest: MED-310-00-00-01

00 @3: “Test"cAMD SEATQUIT_ED Gmat QU Dhwwe A metablished]; HOOM_SA_MOLACK i 175706) swwest DVECT mioats

wiavn g et fmerr ek, tokal ok, s} 1omteceld, 8, W] branee(0,5. 100] aberme]o. 8 )

4 kit mevupeuk Swbe/_squbns debupe ey

' B e LR TN l...m.m.m.mlu...—l..-ﬂmm.n:
+ dkn_lifw: BHOBml Gpeec_Life: INDTSS rebwy_jmigin: $09ms sekw_fuzs: 100N Reyigliiea: 0 i
t polig: FRHICKIFTOIENS RO i 11,10 Lhtwstace: jgds macaps mep:
+ meent THOMD ;M sevest Dhowc W 85: |
+ U0 algoritiee weatedi SRS CUCHS)_DI0-SMAL (3) POURIOI (31 Slageentsice
=i AN algaritime found: JONRLCEETS)_L¥I AL (30140 MEASILEI 3)
1T algoricim nevent: 1 CA 147 A1 A0EE103

1 B algarithm wented WSE1]_008 (AT{31 ptagroape B () flagetaics b

t B algoritben lombed: SOETCTI_900-MEALI31 plipuoptDOPLI2E (31 Elagments it

1 B algorivim neventr 10KEB-HEC_ENALY plagrmpeOORioi

L LI E oy TEHATHILE, 30739, 310 Ran, 10FI0000. 306, 174,308 tun, 10BIH1E, 207383
£ T390 SPSTILAGILIT (nent ALL, IHANE 0% sstablished); IIOMSA MIOLACH in 2447H: nessnt 1NN lanty

Figure 101: IPsec connection status detail.
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6.3 PPTP and L2TP

6.3.1 Point-to-Point-Tunneling-Protocol

The Point-to-Point-Tunneling-Protocol (PPTP) is used for
establishing Virtual Private Network (VPN) tunnels over an
insecure network such as the Internet. PPTP uses a client
server module for establishing the VPN, the MRD-3xx pro-
vides a PPTP client. PPTP was developed by Microsoft and is
provided with most versions of the Windows operating sys-
tem. An advantage of PPTP is it is easy to configure.
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6.3.2 Layer 2 Tunnel Protocol

The Layer 2 Tunnel Protocol (L2TP) is an Internet Engineering
Task Force (IETF) standard which combines the best features
of two existing tunneling protocols, Layer 2 Forwarding (L2F)
developed by Cisco and the Point-to-Point Tunneling Protocol
(PPTP). L2TP can be viewed as an extension to the Point-
to-Point Protocol (PPP). One endpoint of an L2TP tunnel is
called the L2TP Network Server (LNS), the LNS waits for
new tunnels to be established. The other endpoint is called
the L2TP Access Concentrator (LAC), the LAC initiates tunnel
connections to the LNS, the MRD-3xx implements an L2TP
LAC. Once the L2TP tunnel has been established the traffic
over the tunnel is bidirectional.
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6.3.3 PPTP and L2TP Configuration

To access the PPTP & L2TP configuration page click VPN on
the main menu then PPTP & L2TP on the sub-menu.The PPTP
& L2TP page will list the currently configured tunnels, Figure
102 shows the page with no tunnels configured.

Figure 102:The PPTP & L2TP main page.
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6.3.4 Add a PPTP or L2TP Tunnel

To add a new PPTP or L2TP tunnel click the Add new tunnel
button, the Add new tunnel page will be displayed as shown in
Figure 103.

Firswall

Logged in e admin Hesti HRD-310-e0-00-01
PPTP & L2TP

Labal
Enabled ril
Type PPTP =
Remote hoat
Doman
Usarnama
Password Mot set  Hew:
T 1400
Use peer DS ]

[ Cancel |

Figure 103:The PPTP & L2TP Add new tunnel page.

Add new tunnel options

Label
A label or name for the tunnel.

Enabled
Check the box to enable the tunnel.

Type
Select the type of tunnel from the drop-down list, the options
are:

PPTP
Point-to-Point Tunneling Protocol

12TP
Layer 2 Tunneling Protocol
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Remote host

Specify the IP address or fully qualified domain name of the
remote host.

Domain
Specify the Windows network domain. (Optional)

Username
The username for authentication.

Password

Specify the password for connection with the remote host.To
set a new password click the New check-box and then enter
the password.

MTU

Specify Maximum Transmission Unit (MTU), the size (in bytes)
of the largest packet which can be sent over the IPsec tunnel.
Default value is 1400.

Use peer DNS
Check the box to enable peer DNS.
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6.3.5 PPTP Configuration Example

The following is an example of connecting a PPTP tunnel to

a PPTPVPN server, Figure 104 illustrates the network which
will be established. For this example a connection will be
established from the MRD-3xx to an PPTP server.The tunnel
will be called test, it is of type PPTP and the remote host is at
IP address 123.123.123.123.The domain is x, the username is
qwerty and the password password.The MTU setting is left at
the default of 1400 and peer DNS is enabled.

Internet —— 3G Network

ADSL modem
Static IP address
123.123.123.123

- - T e o,
Pig PPTP VPN
Pl tunnel

Dynamic and private
IP address

Figure 104: SSL based VPN example network.
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To access the PPTP & L2TP configuration page click VPN on
the main menu then PPTP & L2TP on the sub-menu.The PPTP
& L2TP page will then be displayed, to add a tunnel click the
Add new tunnel button on the main PPTP & L2TP page, the
Add new tunnel page will be displayed. Figure 105 illustrates
the PPTP add tunnel page with the parameters entered for
the configuration described above.

Loguwd in as admin Hesl) MAD-310-20-00-04

PPTP & L2TP
Labol Test
Enabled o
Type PPTP »
Remote host BB G
Domain %

Usernama | query

Passward Mot set  New: 4| passwied

MU 1400
Use peer DNS. ]

Figure 105:The PPTP & L2TP main page.
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The following settings are used to configured the tunnel as

described:

Label: Test
Enabled: On (Checked)
Type: PPTP

Remote host: 123.123.123.123

Domain: x
Username: qwerty
Password: password
MTU: 1400

Use peer DNS: On (C

hecked)

Once the options have been entered click the Update button

to add the tunnel.

The settings will be saved and the main PPTP & L2TP page
will be displayed with the new tunnel added to the Tunnels
table, as shown in Figure 106. The MRD-3xx will now attempt
to establish a connection with the PPTP server.

PPTP & L2TP
| Label | Erablad | Type ]
Test Yas PETH

Tunnels

173.123.113.133

VPN Sarial Secver

Logped in as admin Hesl) MAD-350-20-80-01

|_oomain | _user | &dit | dalete |
x query 7

Figure 106:The PPTP & L2TP main page.
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To check the status of the page click Status on the main menu
and then VPN on the sub-menu, the VPN status page will then
be displayed. Figure 107 is the status page for the PPTP VPN
created in this example.

Tast Connected  00:00:11 10.111.111.100 106 B 1128

Figure 107:The PPTP & L2TP main page.

The status of the tunnel is connected, indicating that the tun-
nel has been established and traffic can flow. The status page
also indicates the local IP address of the tunnels and the
number of bytes that have been received and transmitted.
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6.4 Multiple VPN Tunnels

The MRD-3xx allows multiple VPN tunnels to operate simul-
taneously. One SSLVPN, up to 3 IPsec tunnels and up to 3
PPTP/L2TP tunnels can be configure to operate simultane-
ously. Figure 108 is an example of the VPN Status page with
one SSL, one IPsec and one PPTPVPN tunnel operating.

Te  Conmeded | 00:00(02  10.111.111.100 wee ume

Figure 108:The VPN status page showing 3 active VPN connections
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6.5 Certificate Management

Digital certificates are a form of digital identification used for
authentication. A digital certificate contains information that
identifies a device or user, they is issued in the context of a
Public Key Infrastructure (PKI), which uses public-key/private-
key encryption to ensure security. The MRD-3xx unit supports
X.509 digital certificates (International Telecommunications
Union Recommendation X.509), including SSL (Secure Sockets
Layer) certificates.

To access the certificate management page select VPN from
the main menu and Certificates from the sub-menu, the page
shown in Figure 109 will be displayed. The top part of the page
lists the currently loaded certificates and second section is for
uploading a new certificate to the MRD-3xx.

MRD-310

Status System Wirsless Mebwork Fouting Firawall
S5L WPN [Prec VBN PETR A LITP Cartificates

Loged in as admin Hesl) MAD-310-20-00-01

VPN Certificates

Cettificates

| commontiame | _ewpims | oeimi | feleww |
Mo certificates loaded.
Selact cartificate film (PKCS=12)
Passphrase (blank for nane)

Figure 109:VPN Certificate management.

6623-3201



6623-3201

6.5.1 Add a Certificate

To add a certificate click the Browse button, then navigate to
the certificate and select it. In the example shown in Figure
110, the file demoClient.p12 is selected this contains the certifi-
cate demoClient.

Sarial Sarver

Logued in as adenin Hesls MAE-310-3-08-01

VPN Certificates

[ & [ o [ o]

Upload 8 new certificate
310 cersbcainsdemoClert | Biaddm ]|
I ) 1 |
Upload to MAD-310

Figure 110: Uploading a VPN Certificate.
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To upload the certificate to the MRD-3xx click the Upload to
MRD-3xx button the page will be updated and the certificate
will be added to the Certificates table as shown in Figure 111.

MRD-310

Status

Upbldl;milm

Figure 111:VPN Certificate table listing the uploaded certificate.

6623-3201



6623-3201

6.5.2 Checking the Certificate Details

Once uploaded the details of a certificate can be displayed by
clicking view located in the detail column of the table, Figure
112 is an example of the details of a certificate.

Logged in ax admin Heets MAD-310-00-00-01

Figure 112:VPN Certificate details.
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6.5.3 Adding Further Certificates

Additional certificates can be uploaded to the MRD-3xx, the
process is the same as adding the first certificate. For each
additional certificate click the Browse button, navigate to the
certificate then click the Upload to MRD-3xx button.

Serial Sarvar

Lagged i as adrsim Hosls HRE-318-wB-60-01

VPN Certificates

Upload a new certificate

SeonbcowsidemoCd | Basda.._]

Figure 113:Adding a second VPN Certificate.
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An example of adding a second certificate is shown in Figure
113. In this example the file demoClient2.p12 is selected, this
file contains the certificate demoClient2, Figure 114 shows the
certificate table with the second certificate added.

Upload 3 nuw certificate
Select certficate fle (PKCE®12) e [ Hmdga ]

[ 00 Errmooas |

Figure 114:VPN Certificate table listing both uploaded certificates.
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6.5.4 Deleting a Certificate

A certificate can be deleted by clicking the bin icon in the
Delete column of the certificate to be deleted. When the icon
is clicked a warning box will be displayed. Click OK to confirm
the deletion or Cancel to prevent the certificate from being
deleted.

For example to delete certificate 2 from the table shown in
Figure 114, click the bin icon in row 2 of the table. A warning
box will now be displayed as shown if Figure 115, click OK.

Status System Wireless HNetwork: VPN Serial Server
S5LVPN Psec VPN PPTP A LZTP (= =

Loaged in s wdmin Hopts MAD-310-40-00-01

VPN Certificates

| commontiome | Emiees [ oetai | oelete |
damoChant 501 230 29- 001541 2017 B
~ domaChent?  Sun Jan 20 065941 2007 Miaw |
e

Winciran, et Faploser

ttificate

E o Dieletn contificate “domoCen 27

(I T

Figure: 115 Deleting a VPN Certificate.
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The certificate table will be displayed with certificate removed,
as shown in Figure 116.

Logued in as ademin Hosls MAD-310-3-00-01

Figure 116:VPN Certificate list with the second certificate deleted.
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7 Serial Server

The serial server is used to transfer data between a physical
serial port and an IP connection.The IP connection can be
via the Ethernet or the wireless connection of the unit.The
remote host that connects to the serial server could be a
SCADA master, desktop PC or even another unit.

7.1 Selecting a port function

Each port of the serial server can be configured to operate
with a different function. The function selected for an applica-
tion will be determined by the serial equipment attached to
the port and the type of IP connection required. The unit
offers the following functions:

Disabled

Serial server functionality is disabled for the port.

Raw TCP Client/Server

The serial server function create a transparent pipe between
the serial port and a TCP network connection. Example uses
of this mode include connecting to a remote PC running serial
port redirector software with virtual COM ports or connect-
ing two units back-to-back to create a serial bridge.

Raw UDP

This function is similar to Raw TCP Client/Server mode, but
uses UDP as the network transport. UDP has lower over-
heads than TCP, but as UDP offers no lost packet detection,
this function should only be used with serial protocols than
can provide the necessary error correction.

Unit Emulator

The serial server provides an AT command interface at the
serial port that simulates a traditional dial-up unit. However,
instead of dialing out phone calls, the emulator creates TCP
network connections. The emulator will also simulate incom-
ing calls if it receives a TCP connection. The function is suited
to applications where equipment attached to the serial port
expects to see a dial-up unit.
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DNP3 [IP-Serial Gateway

The serial server will act as a DNP3 outstation to be polled
by a SCADA master. The outstation mode is configurable as
a TCP listen endpoint, TCP dual-function endpoint or UDP
endpoint.

Modbus IP-Serial Gateway

The serial server will perform conversion from Modbus/
TCP to Modbus/RTU or Modbus/ASCII, allowing polling by a
Modbus/TCP master.

Telnet (RFC 2217) Server

The serial server will function as a Telnet server, including the
protocol extensions defined in RFC 2217. In addition to trans-
porting data, this mode also allows a remote PC with appro-
priate software to change the port configuration (baud rate

etc) and read and write the handshaking lines during a session.
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7.2 Common configuration options

7.2.1 Serial port settings

Regardless of the selected port function, each port needs

to be configured to match the parameters of the equipment
attached to the port.As the configuration of a port function is
edited, the options displayed in Figure 117 will be shown.

Port Configuration

Baudrate 19200 ~
Data bits 3 -
Stop bits 1~
Parity MNone ~
Flow control None -
Line state when disconnected [[JrTs [JoTrR

Figure 117: Common port configuration parameters

For each port, the following parameters can be set:

Baudrate

The port can be configured for any standard baudrate from
300 baud to 230400 baud.

Databits
The port can be configured for operation with 5 to 8 databits.

Stopbits

The port can be configured for operation with 1 or 2 stopbits.

Parity
The port can be configured for none, odd or even parity.

Flow control

The serial server port can be configured for the following
modes:
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None
No flow control is enabled.

Hardware

The port will use the RTS and CTS handshake lines to control
the flow of data.

Software
The port will use XON/XOFF software flow control. The

XOFF character is hex 0x11.The XON character is hex 0x13.

Both
The port will use both hardware and software flow control.

Line state when disconnected

This field determines the state of the port's RTS and DTR
handshaking lines while the port is disconnected. To set a sig-
nal active while disconnected, check the associated box.

Most equipment uses 8 databits, 1 stopbit and no parity, how-
ever, this should be verified against the reference manual for
the equipment.
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7.2.2 Packet framer settings

The packet framer is available for all port functions that

carry raw data (these settings are not available for the DNP3
IP-Serial Gateway or Modbus IP-Serial Gateway). The packet
framer allows data received from the serial port to be pack-
etised into larger blocks, reducing the overhead incurred when
repeated packets of small sizes are sent over the network.

Packet Framing
a

Maximum packet size

Minimum size before sending

Timeout before sending {100ms units)

Immediate send character matching Off -

Match characters (hex)

Characters to wait after match 0
Updrs

Figure 118: Packet framing configuration options

The following options control the packet framer:

Maximum packet size

This value determines the largest packet size to be passed to
the network for transmission. If set to 0, the packet framer
will be disabled and data will bypass the packet framer.The
value chosen will depend on the application, however, the
value should not be set higher than 1024, so the packet will fit
a conventional Ethernet frame.

Minimum size before sending

In some applications, it may not be desirable to wait for the
exact number of bytes specified in Maximum packet size
before sending the packet. The value set in this field, which
must be less than or equal to the Maximum packet size, acts
as a send threshold. Once the accumulated byte count reaches
this value, the packet will be sent.
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Timeout before sending

The timeout allows data accumulated by the framer to be sent
after a specified period of serial receive inactivity. This pre-
vents data from being held in the framer indefinitely should no
more data arrive on the serial port.The timeout is set in 100
millisecond units, so, for example, a one second timeout would
be set as a value of 10.

Immediate send character matching

This field allows the framer to be configured so that if certain
characters are received the accumulated data is immediately
sent. The character matching can function in two modes:

Match any character

If either of the characters set the in Match characters field are
received, the data will be sent immediately.

Match all characters

If both of the characters set in the Match characters field are
received in order, the data will be sent immediately.

Match characters

Used in conjunction with the Immediate send character
matching field, these characters determine what data will
cause an immediate send. The values are entered as a hex
value, so, for example, a newline (ASCII 10) would be entered
as OA.To delete a value, clear the text in the field.

Characters to wait after match

Used in conjunction with the Immediate send character
matching field, this count determines how many additional
characters will be received after an immediate match charac-
ter is detected. This is useful if some trailing characters always
follow the match character.
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7.3 Raw TCP Client/Server

7.3.1 Description

The serial server will create a transparent pipe between the
serial port and a TCP network connection. Example uses of
this mode include connecting to a remote PC running serial
port redirector software with virtual COM ports or connect-
ing two units back-to-back to create a serial bridge.

7.3.2 Selecting the port function

The serial server configuration is accessed by selecting Serial
Server from the main menu and Port Setup from the submenu.
To enable a port for Raw TCP Client/Server function, select
Raw TCP Client/Server from the Function column of the appro-
priate port. Once selected, click Update to confirm the change.
Once confirmed, the port will display as shown in Figure 119.

MRD-310

Status
Port Setup

System Wirglass.
Phone ook

Logged i ua adie Hoati MED-310el-00-01

Serial Server

Pl Funcbon | Seadl | Newwok ____Jedd

1 Faw TCP ChenlServer A 19200 BN1 TCP Listen: Accept: 20000 y
[ Gpaae |

Figure 119: Selecting Raw TCP Client/Server function
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7.3.3 Configuring the port function

Once the port function has been selected, click the pencil icon
in the Edit column to change the configuration of the port.

Lngged in wx admin Hoat) MAD-310-00:00-08

Serial Server - Port 1

z
b

Figure 120: Raw TCP Client/Server configuration
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As shown in Figure 120, the following options can be set for
the Raw TCP Client/Server:

Network type

The Raw TCP serial server can be configured for three differ-
ent network modes:

Accept

The serial server will listen for TCP connections on
the specified port number.

Connect

The serial server will establish a TCP connection to
the specified address and port number.

Accept and Connect

The serial server will normally listen for TCP connec-
tions on the specified port number, however, if data is
received at the serial port and no connection exists, it
will attempt to establish a connection to the specified
address and port number.

Connect address

For Connect or Accept and Connect network modes, this is the
address the server will attempt to connect to. The address
entered should be in IPv4 decimal dotted notation.

Connect port

For Connect or Accept and Connect network modes, this is the
TCP port number the server will attempt to connect to.The
value entered should be a valid TCP port number.

Timeout after failed connect

For Connect or Accept and Connect network modes, if a con-
nection request has failed, the server will wait the amount

of time (in seconds) specified in this field before attempting
another connection request. While a short timeout may cause
the connection to be established more quickly, it may also
cause greater network traffic if the remote host is unavailable
and repeated attempts fail.
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Failed connects before giving up

For Accept and Connect network modes, the serial server will
attempt to establish a connection for the number of times
specified in this field before giving up and waiting for a con-
nection to be accepted.

Accept port

For Accept or Accept and Connect network modes, this is the
TCP port number that the server will listen for connections
on.

Drop current if new accept

For Accept or Accept and Connect network modes, if a TCP
connection is currently active on the serial server,and a

new connection request is accepted, this field determines

the action that will be taken. If set, the new connection will
become the active connection and the existing connection will
be closed. If not set, the existing connection will remain active
and the newly received connection will be closed.

TCP keepalive time

When set to a value greater than 0, TCP keepalives will be
enabled for connections, with probes sent at the frequency
specified (minutes). This may assist in detecting failed connec-
tions.

For information on setting the Port Configuration, see section
7.2.1. For information on setting the Packet Framing, see sec-
tion 7.2.2.
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7.4 Raw UDP

7.4.1 Description

This function is similar to Raw TCP Client/Server mode, but
uses UDP as the network transport. UDP has lower over-
heads than TCP, but as UDP offers no lost packet detection,
this function should only be used with serial protocols than
can provide the necessary error correction.

7.4.2 Selecting the port function

The serial server configuration is accessed by selecting Serial
Server from the main menu and Port Setup from the submenu.
To enable a port for Raw UDP function, select Raw UDP from
the Function column of the appropriate port. Once selected,
click Update to confirm the change. Once confirmed, the port
will display as shown in Figure 121.

Status System Wirebess
Port Setup

1 [ RawboP - 19200 8Ni it

Figure 121: Selecting Raw UDP function
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7.4.3 Configuring the port function

Once the port function has been selected, click the pencil icon
in the Edit column to change the configuration of the port.

Legped in &8 admin Hoat: MAD-J10-90.00-01

Serial Server - Port 1

Figure 122: Raw UDP configuration
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As shown in Figure: 122, the following options can be set for
Raw UDP mode:

Send address

This is the address the serial server will send UDP packets to.

The address entered should be in IPv4 decimal dotted nota-
tion.

Send port

This is the UDP port number the server will send UDP pack-
ets to. The value entered should be a valid UDP port number.

Local receive port

This is the UDP port number that UDP packets will be
received on at the unit. The value entered should be a valid
UDP port number.

For information on setting the Port Configuration, see section
7.2.1. For information on setting the Packet Framing, see sec-
tion 7.2.2.
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7.5 Unit Emulator

7.5.1 Description

The serial server provides an AT command interface at the
serial port that simulates a traditional dial-up unit. However,
instead of dialing out phone calls, the emulator creates TCP
network connections. The emulator will also simulate incom-
ing calls if it receives a TCP connection. The function is suited
to applications where equipment attached to the serial port
expects to see a dial-up unit.

7.5.2 Selecting the port function

The serial server configuration is accessed by selecting Serial
Server from the main menu and Port Setup from the submenu.
To enable a port for the Unit Emulator function, select Unit
Emulator from the Function column of the appropriate port.
Once selected, click Update to confirm the change. Once con-
firmed, the port will display as shown in Figure 123.

MRD-310

1 | Modem Emulator - 19200 BN1

[Rvem ] Update

Figure 123: Selecting Unit Emulator function
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7.5.3 Configuring the port function

Once the port function has been selected, click the pencil icon
in the Edit column to change the configuration of the port.

Logged i ks mdmin Hoits MAD:310-wl-00-01

Serial Server - Port 1

‘

ed deshnabicn

| CS

;‘

§|

I
!

Figure 124:Unit Emulator configuration
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As shown in Figure 124, the following options can be set for
the Unit Emulator:

Dial out destination address

This field determines how the emulator will handle dial
requests from the serial port (ATDxxxx commands). The dial
address may be set by:

Fixed destination

Regardless of the value entered after the ATD command, the
emulator will always connect to the host specified in the Fixed
destination address and Fixed destination port fields.

From dial string

The emulator will parse the ATD command to extract the
destination address and port number.The examples below
show the two different formats that can be used to create a
connection to the address 192.168.2.200 and port number
6001.

Dotted Dial string is ATD 192.168.2.220:6001

Padded Dial string is ATD 0109020106080202020006001

From phone book

When a dial command is entered, the emulator will look up
the unit's phone book and attempt to translate the number to
an address and port number. More details on the phone book
can be found in section 7.9.

Accept incoming calls

When set, the emulator will listen for TCP connections on the
port number specified in the Accept port field. When a con-
nection is received, the emulator will indicate a ring condition
at the serial port. The equipment can then answer the call or
wait for the emulator to automatically answer. Once answered,
the emulator will indicate that the connection is open and
data will pass between the remote host and the serial port.
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Accept port

This is the TCP port number that the server will listen for
connections on.

On-answer signaling

When set, the emulator will behave as follows:When accept-
ing an incoming connection, the emulator will transmit a single
byte to the remote host when the call is answered.When
establishing an outgoing connection, the emulator will wait
for the first byte of data before signaling that the call has con-
nected at the serial port.

TCP keepalive time

When set to a value greater than 0, TCP keepalives will be
enabled for connections, with probes sent at the frequency
specified (minutes). This may assist in detecting failed connec-
tions.

Rings until answered

This field determines the default number of rings the emulator
will wait before automatically answering a call. This is equiva-
lent to setting the ATSO S-Register in a conventional unit.

DCD mode

This field determines the default state of the Data Carrier
Detect (DCD) handshaking line. The following modes are sup-
ported:

Always on

Regardless of the online state of the emulator, the DCD line
will be active (equivalent to AT&CO).

Follow carrier

The DCD line will be active when the emulator is in the
online state (equivalent to AT&C1).
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DTR function

This field determines the default response of the unit to
changes in the Data Terminal Ready (DTR) handshaking line.
The following modes are supported:

Ignore

The emulator will ignore changes to the state of DTR (equiva-
lent to AT&DO).

Command mode

If the DTR line transitions from the active to inactive state
while the emulator is on online data mode, the emulator will
drop to AT command mode (equivalent to AT&D1).

Hangup

If the DTR line transitions from the active to inactive state
while the emulator is on online data mode, the emulator will
terminate the current call (equivalent to AT&D2).

For information on setting the Port Configuration, see section
7.2.1. For information on setting the Packet Framing, see sec-
tion 7.2.2.
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7.6 DNP3 IP-Serial Gateway

7.6.1 Description

The DNP3 |P-Serial Gateway carries out translation between
DNP3 Serial and DNP3 TCP protocols. This has several advan-
tages:

*  DNP3 frames are not fragmented. The translation soft-
ware identifies and transmits DNP3 link layer frames
without fragmentation, ensuring reliable transport of the
DNP3 data in a single TCP or UDP packet.

*  Sever serial port emulation is not required. The SCADA
server can communicate with the DNP3 device directly
via TCP rather than through serial port emulation soft-
ware. This reduces the complexity and number of soft-
ware layers required on the SCADA servers.

*  Dual function endpoint. The remote station can return
unsolicited messages, DNP3 serial data to the SCADA
server.
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7.6.2 Selecting the port function

The serial server configuration is accessed by selecting Serial
Server from the main menu and Port Setup from the submenu.
To enable a port for the DNP3 IP-Serial Gateway function,
select DNP3 IP-Serial Gateway from the Function column of
the appropriate port. Once selected, click Update to confirm
the change. Once confirmed, the port will display as shown in
Figure 125.

MRD-310

Status Systom Wirsless Nmtwork
Port 5

Logged im ns sdmin Host: MRD-310-80-00-01

Serial Server

e Sy e e

1| DNPIP-Serial Gateway = TCP Listen: Accepti 20000

Figure:125: Selecting DNP3 Gateway function
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7.6.3 Configuring the port function

Once the port function has been selected, click the pencil icon
in the Edit column to change the configuration of the port.

Logaed in 33 sdmin Host: MAD-310-0-00-01

Serial Server - Port 1

Figure 126: DNP3 Gateway configuration
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As shown in Figure 126 the following options can be set for
the DNP3 Serial-IP Gateway:

Station type

The DNP3 IP-Serial Gateway can be configured to operate in
three modes:

TCP listen endpoint

The serial server will listen for TCP connections on the speci-
fied port number.

TCP dual endpoint

The serial server will normally listen for TCP connections on
the specified port number; however, if a valid DNP packet is
received at the serial port and no connection exists, a connec-
tion will be established to the specified master address. This

is useful if a SCADA master will poll periodically but facility is
required to support unsolicited responses.

UDP endpoint

The serial server will operate in UDP mode, receiving data
on the specified port number and transmitting responses to
the specified master.

Listen port

For all station types, this determines the TCP/UDP port

the serial server will listen for connections (TCP) or data
(UDP) on.The value entered should be a valid TCP/UDP port
number. The default DNP3 port number is 20000.

Master address

This is the IP address of the SCADA master. The address
entered should be in IPv4 decimal dotted notation.

Master port

This is the TCP/UDP port the serial server will connect to
(TCP) or transmit to (UDP).The value entered should be a
valid TCP/UDP port number.The default DNP3 port number
is 20000.
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Only accept data from master IP address

When set, this field will cause the serial server to only accept
data sourced from the address set in the Master address field.

Timeout for TCP connections

For TCP connections only, when this field is set to a value

greater than 0, the serial server will close connections that
have had no receive activity for longer than specified (sec-

onds).

Drop existing TCP connection if new received

For TCP connections only, if a connection is currently active
on the serial server, and a new connection request is accepted,
this field determines the action that will be taken. If set, the
new connection will become the active connection and the
existing connection will be closed. If not set, the existing con-
nection will remain active and the newly received connection
will be closed.

Timeout between failed TCP connects

For TCP dual endpoint only, if a connection request has failed,
the server will wait the amount of time (in seconds) specified
in this field before attempting another connection request.
While a short timeout may cause the connection to be estab-
lished more quickly, it may also cause greater network traffic if
the remote host is unavailable and repeated attempts fail.

Failed TCP connects before giving up

For TCP dual endpoint only, the serial server will attempt
to establish a connection for the number of times specified
in this field be giving up and waiting for a connection to be
accepted.

Destination address for UDP packets

For UDP endpoint only, the serial server can be configured to
behave as follows:
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Master address and port
Packets transmitted over network will always be sent to the

address specified in the Master address and Master port fields.

Address and port of last request

Packets transmitted over network will be sent to the source
address of the most recently received packet. If no packets
have been received, packets will be transmitted to the address
specified in the Master address and Master port fields.

For information on setting the Port Configuration, see section
7.21.
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7.7 Modbus IP-Serial Gateway

7.7.1 Description

The Modbus IP-Serial Gateway carries out translation between
Modbus/TCP and Modbus/RTU or Modbus/ASCII. This means
that Modbus serial slaves can be directly attached to the unit's
serial ports without any external protocol convertors.

71.7.2 Selecting the port function

The serial server configuration is accessed by selecting Serial

Server from the main menu and Port Setup from the submenu.
To enable a port for the Modbus IP-Serial Gateway function,

select Modbus IP-Serial Gateway from the Function column of

the appropriate port. Once selected, click Update to confirm

the change. Once confirmed, the port will display as shown in
Figure 127.

MRD-310

o
Status Senal Server
Fort Setup

LogEeS in 3 mdmin agt: MAD-310-80-00-01

Serial Server

1 | Modbus IP-Senal Gateway = 19200 BN

e e N

Figure 127: Selecting Modbus Gateway function
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7.7.3 Configuring the port function

Once the port function has been selected, click the pencil icon
in the Edit column to change the configuration of the port.

MRD-310

Status
Bort Satup

Serial Server

Logges in u ademin Hopts MAD-310-0-00-01

Serial Server - Port 1

Modbus Gateway Configuration

TCP accept port

Dvop current if new accept Zif
Connaction tmeout (secs) 300
Baudrate 19200 -
Data buts -
Stop bits 1=
Parity Hone =
Flow control Nene -
Line stata when disconnectad

Transmission mode RTU =
Regponss timeout (ms) 1000
ATU framing timaout (ms) 0
I.l'lm

Figure 128: Modbus Gateway configuration

As shown in Figure 128, the following options can be set for
the Modbus Gateway:

TCP accept port

This field determines the TCP port number that the serial
server will listen for connections on.The value entered should
be a valid TCP port number.The default Modbus/TCP port
number is 502.

Drop current if new accept

If a connection is currently active on the serial server,and a
new connection request is accepted, this field determines

the action that will be taken. If set, the new connection will
become the active connection and the existing connection will
be closed. If not set, the existing connection will remain active
and the newly received connection will be closed.
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Connection timeout

When this field is set to a value greater than 0, the serial serv-
er will close connections that have had no network receive
activity for longer than the specified period

Transmission mode

Select RTU or ASCII, based on the Modbus slave equipment
attached to the port.

Response timeout

This is the timeout (in milliseconds) to wait for a response
from a serial slave device before retrying the request or
returning an error to the Modbus master.

RTU framing timeout

This is the timeout (in milliseconds) the the serial server will
use to determine the boundaries of Modbus/RTU packets
received on the serial port.

Retries

Should no valid response be recieved from a Modbus slave,
the value in this field determines the number of times the
serial server will retransmit requests before giving up.

For information on setting the Port Configuration, see section
7.21.
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7.8 Telnet (RFC 2217) Server

7.8.1 Description

Telnet server mode is ideal for connecting serial terminal
equipment, as a standard Telnet client can be used to connect
to the server.

The Telnet sever mode also supports the RFC 2217 exten-
sions, which, when used with a remote PC running appropri-
ate serial port redirector software, allow port configuration
changes (such as the baudrate) to be transmitted over the
network to the unit. Changes in unit handshaking lines are
also transmitted.
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7.8.2 Selecting the port function

The serial server configuration is accessed by selecting Serial
Server from the main menu and Port Setup from the submenu.
To enable a port for the Telnet Server function, select Telnet
(RFC 2217) Server from the Function column of the appropri-
ate port. Once selected, click Update to confirm the change.
Once confirmed, the port will display as shown in Figure 129.

MRD-310

Syntam Wirnless Wetwork  Routing Firawial

Logied In &s ademin Wotts MALH310ve0e00-01
Serial Server

-m_—mm

1 Telnet (RFCZ217) Server  ~ Accept: ’ 7001

Figure 129: Selecting Telnet Server function
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7.8.3 Configuring the port function

Once the port function has been selected, click the pencil icon
in the Edit colum to change the configuration of the port.

Lugged in s admin Hesls MAD-310-23-00-01

Serlal Server - Port 1

l
‘

2
ale
b .

i

Figure 130:Telnet Server configuration
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As shown in Figure 130, the following options can be set for
the Telnet Server:

Accept port

This field determines the TCP port number that the serial
server will listen for connections on.The value entered should
be a valid TCP port number.

Drop current if new accept

If a connection is currently active on the serial server, and

a new connection request is accepted, this field determines
the action that will be taken. If set, the new connection will
become the active connection and the existing connection will
be closed. If not set, the existing connection will remain active
and the newly received connection will be closed.

TCP keepalive time

When set to a value greater than 0, TCP keepalives will be
enabled for connections, with probes sent at the frequency
specified (minutes). This may assist in detecting failed connec-
tions.

For information on setting the Port Configuration, see section
7.2.1. For information on setting the Packet Framing, see sec-
tion 7.2.2.
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7.9 Phone Book

7.9.1 Description

The Phone Book works in conjunction with the Unit Emulator
to provide a translation table from traditional phone num-
bers to IP addresses and port numbers. This allows the Unit
Emulator to be used as a drop in replacement for a traditional
dial-up unit and to create IP connections rather than phone
calls.

For more information on the Unit Emulator, see section 7.5.

To access the Phone Book configuration, select Serial Server
from the main menu and Phone Book from the submenu.The
page will initially have no entries, as shown in Figure 131.

et Network

Logged in ax sdmin Masts MAD-310-80-00-01

Phone Book
|_oaisung | Comnectagdrass | cComnectrort | at | pelata |

Mo phone bock entries configured.

Figure 131: Phone Book with no entries configured
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7.9.2 Phone Book Options

To access the phone book options click the Add new phone
book entry button on the main Phone Boook page. Figure 132
shows the page for entering a new entry.

Serial Server

Phione foak

Logged o aa adreie Hosti MEO-310el-00-01

Phone Book

Dlal string
Connect addrass
Cannect port

[ Updss |

Figure 132: Page for adding Phone Book entry

The following options can be set for each entry:

Dial string

This is the phone number that the dial command will attempt
to match against.

Connect address

This is the IP address the serial server will attempt to con-
nect to.

Connect port

This is the IP port number the serial server will attempt to
connect to.
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7.9.3 Adding a new phone book entry

From the main phone book page click the Add new phone
book entry button.An example of adding a new entry is
shown in Figure 133. In this example a new entry is cre-
ated that translates dial string 123 to connection address
123.123.123.123:123.

MRD-310

Status

System

Wireless

Phone Book
Dial string [
Connact address 1212312123
Connect port )
[ Cancel |

Network Routing Firawall

Logged in 22 admin Hosts MAD-310-w0-00:01

Figure 133:Adding a Phone Book Entry
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Click Update to save the new entry.The phone book table will
be updated to include the new entry as shown in Figure 134.

MRD-310

Status

System HKatwork Fouting Firawall VPN

Logged = 53 edesin Hoal: ME0-110-e0-00-01
Phone Book
123 123.122.123.123 123 | Bl

Figure 134:The Phone Book page with a single entry

To add a second entry click the Add new phone book entry
button. In the example shown in Figure 135, an entry is cre-
ated which translates dial string 234 to connection address
234.234.234.234:234.

Syntem Wiesiazs Natwork Routing Firswal VPN

Loaged i ua mdmein Mot MAD-310-40-99-01

Phone Book

Pl

Figure 135:Adding a second entry
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To commit the new phone book entry to the table, click the
Update button. The main page will again be shown with the
new entry added, as seen in Figure 136.

Logged o aa adeie Hoati MEO-310 00001

Phone Book

Figure 136:The phone book page with two phone book entires
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7.9.4 Editing a phone book entry

A phone book entry can be editied by clicking the pencil icon
in the Edit column of the entry to be changed. Once clicked,
the details of the entry will be displayed in the same table as
when creating a new phone book entry.

As an example, to edit the second phone book entry in the
table, click the pencil icon in the second row of the table.To
change the connect port of the entry to 235, changes were
made as shown in Figure 137.

Status System
Phona Dook

Phone Book
Dial string F2T)
Connect addrass THIMITATH
Connect port 735

Figure 137: Editing a phone book entry

To save the changes click the Update button or to lose any
changes click the Cancel button. The main page will again be
displayed as shown in Figure 138, with the changes for entry 2
added to the table.
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MRD-310

Status System Wirnlass
Port Satup Phone Dook
Logged o 53 edesin Hogt: ME0-110-e0-00-01
Phone Book
[ o vy | comect aasess | comectrore | et | oslete |
123 123,123.123.123 123 iz 7T
234 234.234.234.234 235 7|

Figure 138: Main phone book page with revised entry

7.9.5 Deleting a phone book entry

A phone book entry can be deleted by clicking the bin icon in
the Delete column of the entry to be deleted. A warning box
will be displayed. Click OK to confirm the deletion.

For example, to delete phone book entry 2 from the table
shown in Figure 138, click the bin icon in row 2 of the table.
A warning box will now be displayed as shown if Figure 139.
Click OK.
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Figure 139: Deleting a phone book entry

The phone book table will be displyed with the entry
removed, as shown in Figure 140.

Logged 1 a8 mdvmin Howt: MAD-110-e0-00-01

Phone Book
| _visisting | comectaddress | connectrport | eat | oslete |

Figure 140: Phone boook table after deletion of entry
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8.AT Command Set

This section lists the AT Commands support by the MRD-3x0

Modem/Router. The commands are accessed via the serial
port when the unit is in either Circuit Switched Data (CSD)
mode or the serial port is set to modem emulation mode.

Basic Command Set

Command

Description

Usage

A

Answer incoming call

To answer incoming call: ATA

D

Dial a phone number

To dial phone number
12345678: ATD12345678

Local echo

ATEO — No echo
ATE1 - Echo

Hangup current call

ATH or ATHO - Hangup
current call

Query modem iden-
tification

ATI

Speaker volume

Accepted but ignored

Monitor mode

Accepted but ignored

Return to online
mode

While the modem is in the
online state but command
mode, to return to data
mode: ATO

Pulse dialing

Accepted but ignored

Set quiet responses

ATQO — No quiet responses
ATQ1 — Quiet responses

Tone dialing

Accepted but ignored

Set verbose respons-
es

ATVO — No verbose
responses

ATV1 —Verbose responses

Set connect result
format

Accepted but ignored

Initialise the modem

ATZ

6623-3201
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Extended Command Set

Command | Description

Usage

&C Data Carrier Detect | AT&CO — DCD always on
(DCD) mode AT&C1 - DCD on while in
online mode
&D Data Terminal Ready | AT&DO0 — Modem ignores

(DTR) function

DTR.

AT&D1 — DTR ON - >DTR
OFF while in online mode
causes modem to drop to
command mode

AT&D2 - DTR ON -> DTR
OFF while in online mode
causes modem to hangup

&F Initialise the modem | ATF
&S Data Set Ready AT&S0 — DSR always on
(DSR) mode AT&S1 — DSR on while

negotiating or connected.
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Configuration Registers

Register Description Usage
SO Rings until incoming | No auto answer: ATS0=0
call is automatically | Answer after two rings:
answered ATS0=2
S1 Ring counter To view the number of times
to line has rung in this call:
ATS1?
S2 Set ESC character Determines the character
(default '+) used to drop from data
mode to command mode.
When in online data mode,
the sequence:
<§12 time idle>
<ESC><ESC><ESC>
<812 time idle>
will cause the modem to
drop to command mode
S3 Set CR (carriage
return) character
S4 Set LF (linefeed)
character
S5 Set BS (backspace)
character
S7 Timeout for con-
nection completion
(seconds)
S12 Escape sequence See S2
guard time (1/50's of
a second)
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Wireless Network-Specific Commands

Command | Description Usage
+CREG Query the current AT+CREG=?
network registration | If registered will return:
state +CREG: 0,1
If not registered will return:
+CREG: 0,2
+CSQ Query the current To query current level:
signal strength level | AT+CSQ
To query possible values:
AT+CSQ=?
+CMGL List received SMSs If an SMS message is
received and accepted by
the modem, and the message
does not match any internal
SMS triggers, the message
will be queued.
To list unread queued messages:
AT+CMGL="REC UNREAD”
To list read queued messages:
AT+CMGL="REC READ”
To list all messages:
AT+CMGL="ALL"
+CMGR Read a specific To read message with index 1:
received SMS AT+CMGR=1
+CMGD Delete an SMS The delete message with
index 2:
AT+CMGD=2
+CMGS Send an SMS To send an SMS to
12345678:

AT+CMGS="12345678"
Modem will respond with:
>

Text can now be entered.

To end the message, send
Ctrl-Z.
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