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Network Security Service 
A Westermo professional service 
 

 

 

 

 

 

 

 

 

 

 

Maximizing network uptime and minimizing network security risks can often drive resource and 
competence needs, this is where Westermo Engineers can be a valuable addition to your network 
security. 

Benefit from a personal contact extending your resources and adding to your competence. Westermo 
can assist in understanding and managing network security risks. The threat of a sophisticated cyber-
attack on mission critical infrastructure networks is increasing all the time. An attack on these networks 
could have a profound impact, causing great economic loss or worse.   

Westermo recognizes that to effectively defend against potential attacks, it is necessary to deliver 
more than just a product. Westermo engineers can support understanding and manage the network 
security risk using the Westermo Operating System (WeOS). Using WeOS, Westermo engineers can 
harden your network with regards to:  

• Network segregation   

• Network to network protection  

• Perimeter protection  

• Network hardening  

To ensure that the service is carried out in a safe and professional manner a Risk Assessment and 
Method Statement, including scope of work, is done together with the customer and signed prior to the 
visit.  

 

• Based on audit methodology 
• Penetration tests etc 

 
• Hands-on hardening service 

• Network segregation   
• Network to network protection  
• Perimeter protection  

 
• Managerial evaluation 

• Accesses 
• Passwords etc 

 
• Network and Security Maintenance 

• Password creation and management as a service 
 



 

Network Security Service Datasheet 250129  QMS Document Number WQMS-355909421-4171                      

  

 

 

 

 

Requirements   

A Method Statement for site visit, including the agreed scope of work. 

Deliverables  

See the scope of work document for specific deliverables, below are examples. 

• Vulnerability report with remedial action plan for Network Segregation 
• Network to Network Protection 
• Perimeter Protection 
• Network Hardening 

  

Service Information 
 

 

 

Ordering Information 

Article no. Description: 

300-8160 Network Security Service 

Service price to be agreed upon with your Westermo contact. Travel and subsistence 
allowance will be charged in addition. 

Network Security Service 

Examples of activities carried out (to be specified and agreed upon) 

Analysis 

Configuration verifications 

Generating a baseline report to confirm that the network is fully secured 

 


