WesTermo
Westermo Vulnerability Disclosure Policy

Public Policy for Reporting and Coordinated Disclosure of Security Vulnerabilities

Westermo Network Technologies AB info@westermo.com www.westermo.com

Classified as Public - Contains information intended for public use


mailto:info@westermo.com
http://www.westermo.com/

WesTermao

Table of Contents

N (o LT T o [ =T oY FY 1 1] I £ =TSSR
2.1 Westermo Product Security Incident RESPONSE TEAM.....ccccuiiiieiiciiiiie ettt e s rarre e e e e e anraeeas
B (=T o Lo ] Y= ==Y AV ST PPRPR

I 0= Yol ad g T IAVA U1 [ T=T =1 o] |11 AV TP
3.1 RePOItiNG ChanNEIS.....ooeiiiieiieeeeee ettt ettt et st e et e sat e e bt e sae e e b e e saeesabeesaneeneesas
3.2 InfOrmMation O INCIUAE ....ooueiieiiiie ettt ettt e sat e s sae e sat e e sbeesatesbeesanesnneenas
3.3 Good-Faith ReSearch EXPECLAtIONS ......ccccuiiieciiieiiieeeiiee ettt e ste e ettt e e s te e e s teeeesateeeseseesenseeesaseeesnsseesanseeesnseeenn

4 Westermo VUlNerability HANAING .....occueeeiiiieeee ettt e et e s tre e st e e e sate e e s nte e snaeeesnnaeennes
4.1 VUINEIaDIlity DiSCOVEIY..ciiuiiiiiiiieecitieeette e ettt e e stte e ettt e e etaeeestteeestseessseeasseeesstaeesnsseesssseeeastasessssaeansseesnsseeennsees
4.2 VUINEIADIlITY TIHAZE ooouveeeeiiee ettt e et e e et e e e ete e e et e e e ete e e eaae e e tbeeeeabaeeebaeaesbeaeastaeesnsaeeantaeasnsseeesnsens
4.3 Vulnerability CoordiNation ..........ooo e e et e e e e e st e e e e e s e abae e e e e eeaateeeesesnraaeeaeaas
4.4 VUINErability DiSCIOSUIE.....eiiuiiiiiieiit ettt ettt sb e et b et st e bt e st e e sateeabeesabesbeesaeeebeesneesares

A4 1 SECUILY ACVISOTIES ..ceiutiiteeritieitteett ettt ettt et e st et e st e et e st e e sbeesat e e beeeaseebeesabeesseesabeesaeesaseesaeeenseenneean
A5 ISSUE ClOSEA .eueiiiiiiiieeiieetee ettt ettt et sa e e s ae e sa bt e s bt e sab e e bt e eabe e be e e beeshee e beesa b e e beeshbeebeenate e beenareeabes

5 Safe harbour, Recognition and Confidentiality.........cocceiiiciiieciecee e e

Classified as Public - Contains information intended for public use



WesTermao

1 Purpose and Commitment

Westermo and its subsidiaries are committed to maintaining a high level of cybersecurity for our products,
software and services throughout their lifecycle. This Coordinated Vulnerability Disclosure (CVD) policy defines
how to report potential security vulnerabilities to Westermo. Additionally, it describes relevant parts of
Westermo’s internal process for management of vulnerabilities.

1.1 Scope

This policy applies to all Westermo products, software, and services. Third-party components used within
Westermo products are also in scope and will be coordinated with relevant suppliers where applicable. The
scope of the policy is exclusively for vulnerabilities in Westermo products, software, and services unless
explicitly mentioned.

2 Roles and responsibilities

Westermo operate a Product Security Incident Response Team (PSIRT) and a structured Vulnerability
Management System (VMS) to ensure vulnerabilities are handled in a transparent, timely, and coordinated
manner. In this policy two roles are defined.

2.1 Westermo Product Security Incident Response Team

PSIRT members support Westermo employees, customers and partners in dealing with cybersecurity incidents
and vulnerabilities. PSIRT is responsible for the reception, identification, assessment and disposition of the risks
associated with security vulnerabilities in accordance with the scope of this policy. PSIRT is also responsible for
coordination and communication with all internal stakeholders to ensure proper response and when necessary,
release Security Advisories.

2.2 Reporting Party

A reporting party is any individual or organisation that identifies and submits a potential vulnerability.
Examples of reporting parties include a Westermo customer, an independent security researcher, or a
researcher connected to a larger organization like an academic research facility.

Reporting parties are expected to act in good faith (see below) and adhere to the terms of this policy.
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3 Reporting a Vulnerability

Westermo welcomes responsible reporting of potential security vulnerabilities and incidents involving
Westermo products.

3.1 Reporting channels

Channel Details

Email psirt@westermo.com

PGP key available at:

https://www.westermo.com/support/product-security/report-
vulnerabilit

Key ID: E9E3BIF6

Fingerprint: D219740A08C9511A1D2FDA488B33387BE9E3BOF6

Reporting parties are strongly encouraged to encrypt sensitive information using Westermo’s published PGP
public key.

3.2 Information to include
Where possible, reports should include

Contact information for follow-up communication including source of public PGP key if applicable,
affected product(s), including model software version(s) or if applicable URI

technical description of vulnerability

reproduction steps,

initial impact assessment (e.g. CVSS), and

proof-of-concept information, network traces, screenshots or other evidence that can be of value.

SN

Westermo respects interests of the reporting party also explicit requests to stay anonymous.

3.3 Good-Faith Research Expectations

Westermo asks reporting parties to act in good faith and adhere to the terms of this policy, by avoiding privacy
violations, avoid unauthorised access to or modification of data, data destruction, service disruption, or
exploitation of vulnerabilities beyond what is necessary to demonstrate the issue.

Reporting parties are encouraged to provide sufficient details to allow Westermo to reproduce and validate the
issue. Reporters should allow reasonable time for investigation and remediation prior to public disclosure. In
general, Westermo's target for public disclosure is 90 days.

Classified as Public - Contains information intended for public use


mailto:psirt@westermo.com
https://www.westermo.com/support/product-security/report-vulnerability
https://www.westermo.com/support/product-security/report-vulnerability

WesTermo
4 Westermo Vulnerability Handling

This chapter describes how Westermo operates after receiving a report of a potential vulnerability. In general,
and if possible, status updates will be provided to the reporter as appropriate until issue handling is completed,
i.e. reaching the closure of the issue.

The Coordinated Vulnerability Disclosure process is illustrated below:

Vulnerability
Discovery

Vulnerability
Triage

Vulnerability
Coordination

Vulnerability
Disclosure

Westermo Vulnerability management system is based on first.org framework and adapted to the vulnerability
handling process proposed in prEN 40000-1-3 and EN 62443-4-1:2018/prAA:2026.

4.1 Vulnerability Discovery

To report a vulnerability that is believed to affect Westermo services, hardware or software product, an official
reporting channel should be used (see chapter Reporting Channels). Westermo will acknowledge receipt of
vulnerability reports usually within one business day. The acknowledgement will include a unique tracking
number. Westermo encourages reporting parties to follow a coordinated vulnerability disclosure process, as
immediate public disclosure may create a ‘zero-day’ exposure, unnecessarily increasing risk for users of our
system.

4.2 Vulnerability Triage

In this step Westermo will investigate, try to reproduce and verify the reported potential vulnerability. If the
report initially submitted does not contain sufficient information to reproduce the vulnerability, Westermo will
contact the reporting party to request additional details. If the potential vulnerability proves to be a valid
vulnerability, Westermo will create an appropriate mitigation and remediation plan.

4.3 Vulnerability Coordination

In this step, Westermo will perform internal vulnerability handling in collaboration with the relevant
development teams. Where appropriate and based on the severity, impact, and regulatory requirements,
security vulnerabilities may be disclosed in advance to competent authorities, including designated national
Computer Security Incident Response Teams (CSIRTs) and, where applicable, also other relevant coordination
bodies. During this stage, regular communication will be maintained between Westermo and the reporting
party to inform about the status and to ensure that the process is understood by the reporting party.
Depending on the risk assessment and the selected mitigation method Westermo may provide pre-releases or
software fixes to the reporting party for verification. If available, Westermo will release a remediation or
software update for validated vulnerabilities.

4.4 Vulnerability Disclosure

Westermo follows a coordinated vulnerability disclosure approach. This includes that Westermo and the
Reporting Party must agree on a disclosure date, content of any publicly released information and eventual
confidentiality period required to protect users. If it is not possible to communicate with reporting party to set
a disclosure date (e.g. not possible or no reply is received within a reasonable time), Westermo have the right
to set the disclosure date independently. It should also be noted that Westermo reserves the right to disclose
vulnerability information without Reporting Party’s involvement where it is necessary to protect users or to
comply with legal obligations.

The default disclosure timeline is up to 90 days from the acknowledgement sent to the reporting party which
confirms reception of the vulnerability report. These 90 days disclosure timeline is subject to adjustment based
on e.g. severity, exploit activity, and operational considerations, etc.

Westermo will use existing customer notification processes to manage the release of fixes and patches. This
may include direct customer notification, or public release of security advisory containing all information.
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Security advisories may be published in stages as information and mitigations become available.

4.4.1 Security Advisories
Confirmed vulnerabilities may result in public security advisories published on the Westermo website.
Westermo Security Advisories will typically contain the following details:

e  Description of the vulnerability with CVSS score and in some cases also the CVE reference
e List of known affected products and software/hardware versions

e Impact and severity information

e Mitigations and workarounds if available

e  With the reporting party’s consent, credit is provided for reporting and collaboration

4.5 Issue closed
Westermo will notify the reporting party when Westermo has handled and closed the issue, for a validated
vulnerability this usually coincide with the release of the remediation.

5 Safe harbour, Recognition and Confidentiality

Westermo will not pursue legal action against reporters who comply with this policy and conduct security
research in good faith. This safe harbour does not apply to actions that are unlawful and may not apply to
actions outside the scope defined in this policy.

Westermo may take legal action against reporting parties who:

e Engage in testing of systems/research with the intention of harming people

e Engage in vulnerability testing against Westermo devices and/or software products without written
permission/consent from owners or users of these devices and/or software products

e Don’t adhere to the applicable laws

e Don’t adhere to a coordinated disclosure, i.e. disclose vulnerability details to the public before a
mutually agreed-upon timeframe expires

e By their vulnerability testing actions cause impact to the safety or privacy of people and to Westermo
customers. In regard to rail products, particularly cause impact to the safety of rail users and other
potentially affected individuals.

Westermo may acknowledge reporters in security advisories with their consent. Reporting parties who wish to
remain anonymous may do so; however, anonymity may limit Westermos ability to provide follow-up
communications or recognition.

Personal data will be handled in accordance with applicable data-protection regulations.
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