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Disclaimer

Please Note! All settings not related to WeOS in this document are outside of the 

Westermo scope, third party software are not supported and might show settings that are 

not optimal for live networks.

Third party software configurations are only suggestions in order to get IEEE 802.1X up 

and running in a test environment.

In live applications security policies needs to be considered before IEEE 802.1X is 

deployed in the network.
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This Application Note shows how to configure port security on WeOS units using

IEEE 802.1x and MAC-Authentication.

Background

IEEE 802.1X is a function that will demand a PC connecting to a switch to authenticate it 

self with a username and password. Otherwise the user will not be able to send packets 

into the network.

MAC-Authentication, filters packets based on source MAC-Addresses and only allowed 

addresses will be able to communicate on the network.

To deploy IEEE 802.1X in a network, a RADIUS authentication server is needed for the 

authentication of the client PC connecting to a WeOS switch.

IP-Cameras, PLCs etc usually do not support IEEE 802.1X, so in order to control ports 

where this type of equipment is to be connected MAC-Authentication can be used.

Combining IEEE 802.1X and MAC-Authentication with link alarms the network administrator 

will have a very good view of who connects to the network.

This Application Note will show how to protect the Management VLAN with IEEE 802.1X 

and the two VLANs for Cameras and PLCs with MAC-Authentication.

 

 

All configuration in this Application Note is done using WeOS version 4.15.0.

FreeRADIUS version 2.1.12 run on Ubuntu 14.04.

Supplicant configuration is done on Ubuntu 14.04 and MS Windows 7 Proffesional.

Application Note Network Layout

Connecting PC

Supplicant

RADIUS Server

Network Switch 

Authenticator

PLC VLAN VID 3

Camera VLAN VID 2

Management VLAN VID1
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IEEE 802.1X

How the PC Authenticates

When using IEEE 802.1X the WeOS switch takes on the role of Authenticator which relays 

authentication requests from a client PC, the Supplicant, that wants to connect to the 

network.

The Supplicant uses the EAP (Extensible Authentication Protocol) protocol to authenticate 

itself in the network. The EAP packets are picked up by the Authenticator who relays the 

packets to the RADIUS Server using the RADIUS protocol.

For increased security the PEAP (Protected EAP) protocol is commonly used instead of 

plain EAP. PEAP sets up a TLS tunnel to encrypt the credentials exchange.

The configuration examples in this Application Note use PEAP for IEEE 802.1X 

authentication.

To setup IEEE 802.1X in the network three steps are needed:

1. Configuration of the RADIUS sever

2. Configuration of the Authenticator (WeOS Lynx-110-F2G)

3. Configuration of the Supplicant (Ubuntu 14.04 and Win7 PC)

All steps are covered in this document.

The following page shows what the IEEE 802.1X authentication process looks like.
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Flowchart of the IEEE 802.1X PEAP authentication process

Wireshark log from the Supplicant

Wireshark log from the RADIUS Server
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Start by installing the FreeRADIUS server software using:

either the terminal with sudo apt-get install freeradius

1. Configure the FreeRADIUS Server on Ubuntu 14.04

the Synaptic Packet Manager or Ubuntu Software Centre.
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Configure the FreeRADIUS server by editing the users, clients.conf and if needed 

the eap.conf files in /etc/freeradius/

Example: sudo nano /etc/freeradius/users

In the users file add the Supplicants that are allowed to access the network.

www.westermo.com page 7



AppNote002-WeOS Port Security ver1.0-rev.00

Clients.conf contains all Authenticators in the network.

Start by commenting out all lines associated with the client localhost if localhost access is 

not desired. Use the # sign to comment out a line in the RADIUS server config files.

Then add the Authenticators (switches).

client <IP-address of the switch>

Secret this is to most important component as the RADIUS protocol are completely 

dependent of the security of this password.

Therefore use complex passwords that are:

- Not words

- Composed of numbers, upper and lower case letters

- At least 10 characters long, preferably 16 characters long. 

shortname is not necessary but can be added for ease of documentation
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Edit eap.conf if an eap type needs to be disabled.

MD5 is the default protocol, to change this edit default_eap_type to the desired protocol, in 

this case PEAP. Finish by commenting out the MD5 part.

If the FreeRADIUS Server is run in debug mode it is easier to see if Supplicants are beeing 

authenticated correctly. FreeRADIUS is run as a service by default so it needs to be 

stopped before it can be started in debug mode, to do this use these commands:

sudo service freeradius stop and then sudo freeradius -X for debug mode.
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2. Configure IEEE 802.1X on WeOS Units

There are three steps to complete in order to configure IEEE 802.1X on a WeOS unit.

i.  Configure the connection to the RADIUS Server.

ii. Setup which RADIUS Server to be used with IEEE 802.1x.

iii.Finally activate IEEE 802.1X per VLAN and assign ports to be authenticated.

i. Configure the connection to the RADIUS Server.

Up to six RADIUS Server connections can be added to the list.

Go to Configuration -> AAA -> RADIUS to configure a connection to a RADIUS Server.

Add a description for 

this RADIUS Server 

connection.

IP-address of the 

RADIUS Server.

Password is the same as 

secret in clients.conf on the 

RADIUS Server
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The RADIUS Server connection is now added to the list of usable servers.

If needed a group of RADIUS Servers can be configured in order to create server 

redundancy.

Two groups with up to three RADIUS Servers each can be set up.

The servers are tried in the order they are added to the list so it is important that the 

primary server is added first.

Creates a RADIUS Server 

Group
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ii. Setup which RADIUS Server to be used with IEEE 802.1x.

Add a description for this 

IEEE 802.1X connection.

Choose which RADIUS 

Server to authenticate with.

Now IEEE 802.1X has a RADIUS Server to connect to.

Go to Configuration -> AAA -> 802.1x to associate a RADIUS Server connection with

IEEE 802.1X.
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iii. Finally activate IEEE 802.1X per VLAN and assign ports to be authenticated.

Go to Configuration -> VLAN -> Port Access to activate IEEE 802.1X on the Management 

VLAN.

In this case it is the Management VLAN 1 that should be protected using IEEE 802.1X.

Enable IEEE 802.1X for the 

VLAN by choosing the 

correct instance..

All ports not ticked in the 

excluded list will have IEEE 

802.1X enabled.

Inter switch ports should not have IEEE 

802.1X enabled, only edge ports.

VLAN tagged ports will automatically be 

disabled for IEEE 802.1X, in this case 

the FRNT ring ports.
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IEEE 802.1X is now enabled for the Management VLAN, all users connecting to port 3 of the 

switch must authenticate itself with the correct username and password inorder to connect to 

the network.
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3. Activate IEEE 802.1X on Ubuntu 14.04 and

MS Windows 7 Professional

In Ubuntu 14.04 IEEE 802.1X is available by default in the NIC settings.

PEAP is the preferred 

authentication method. 

PEAP sets up a TLS tunnel 

for secured credential 

exchange.

MSCHAPv2 is the preferred 

authentication method 

inside the TLS tunnel.

Add username and password as 

configured in the users file in FreeRADIUS.

No certificate is used in this case.
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In MS Windows Professional the wired IEEE 802.1X service must first be enabled. 
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Then IEEE 802.1X can be activated in the NIC settings.

Enable IEEE 802.1X on this 

Network Interface Card.

Settings

PEAP is the preferred 

authentication method.

EAP-MSCHAPv2 is 

the preffered inner 

authentication method.

No certificate is used in this case.
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In MS Windows 7 the user will be notified that user credentials are needed to connect to this 

network.

If the wrong credentials are used the user will not be able to connect to the nework.
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MAC-Authentication

For units that do not support IEEE 802.1X MAC-Authentication can be used.

MAC-Authentication is a list of allowed MAC-addresses that can connect to the network.

As of WeOS 4.15.0 a local database is used for filtering the MAC-addresses.

The MAC-address filters can use wildcards to authenticate any equipement from a specific 

vendor.

There are two steps needed for setting up MAC-Authentication on WeOS units.

1. Create local MAC-Authentication database lists.

2. Associate the local databases with the appropriate VLANs.
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1. Create local MAC-Authentication database lists

Go to Configuration -> AAA -> MAC Auth to configure MAC-Authentication lists.

Add a description for the 

MAC-Authentication list.

Choose if this filter is valid 

for all ports in the VLAN or 

just a specific port.

Add MAC-Addresses with or 

without wildcards.
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When all lists needed are created they must be associated with a VLAN.
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2. Associate the local databases with the appropriate VLANs

Go to Configuration -> VLAN -> Port Access to associate MAC-Authentication lists with 

their appropriate VLANs.

Choose which VLAN that shall have 

a certain MAC-Authentication list.

Associate a MAC-Authenticaton 

list with this VLAN.

Inter switch ports should not have

MAC-Authentication enabled, only edge ports.

VLAN tagged ports will automatically be disabled 

for MAC-Authentication, in this case the FRNT 

ring ports.

All ports not ticked in the excluded list 

will have MAC-Authentication enabled.
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Revision Rev by Revision note Date

00 ML First version 140828

02

01

07

06

03

04

05

Revision history for version 1.0

www.westermo.com page 23



AppNote002-WeOS Port Security ver1.0-rev.00

www.westermo.com page 24


	AppNote002-WeOS_Port_Security ver1.0-rev.00b.vsd
	FrontPage
	Page-2
	Page-3
	Page-4
	Page-5
	Page-6
	Page-7
	Page-8
	Page-9
	Page-10
	Page-11
	Page-12
	Page-13
	Page-14
	Page-15
	Page-16
	Page-17
	Page-18
	Page-21
	Page-22
	Page-23
	Page-24
	RevHistory
	LastPage


