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APPLICATION NOTE 002

Westermo WeOS
Port Security

Configure IEEE 802.1X with RADIUS Authentication
and MAC-Authentication using MAC-Filters
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Disclaimer

Please Note! All settings not related to WeOS in this document are outside of the
Westermo scope, third party software are not supported and might show settings that are
not optimal for live networks.

Third party software configurations are only suggestions in order to get IEEE 802.1X up
and running in a test environment.

In live applications security policies needs to be considered before IEEE 802.1X is
deployed in the network.
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Application Note Network Layout

This Application Note shows how to configure port security on WeOS units using
IEEE 802.1x and MAC-Authentication.

Background

IEEE 802.1X is a function that will demand a PC connecting to a switch to authenticate it
self with a username and password. Otherwise the user will not be able to send packets
into the network.

MAC-Authentication, filters packets based on source MAC-Addresses and only allowed
addresses will be able to communicate on the network.

To deploy IEEE 802.1X in a network, a RADIUS authentication server is needed for the
authentication of the client PC connecting to a WeOS switch.

IP-Cameras, PLCs etc usually do not support IEEE 802.1X, so in order to control ports
where this type of equipment is to be connected MAC-Authentication can be used.
Combining IEEE 802.1X and MAC-Authentication with link alarms the network administrator
will have a very good view of who connects to the network.

This Application Note will show how to protect the Management VLAN with IEEE 802.1X
and the two VLANSs for Cameras and PLCs with MAC-Authentication.

All configuration in this Application Note is done using WeOS version 4.15.0.
FreeRADIUS version 2.1.12 run on Ubuntu 14.04.
Supplicant configuration is done on Ubuntu 14.04 and MS Windows 7 Proffesional.

RADIUS Server

Connecting PC
Supplicant

Network Switch
Authenticator |*

Management VLAN VID1
Camera VLAN VID 2
PLC VLAN VID 3
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IEEE 802.1X
How the PC Authenticates

When using IEEE 802.1X the WeOS switch takes on the role of Authenticator which relays
authentication requests from a client PC, the Supplicant, that wants to connect to the
network.

The Supplicant uses the EAP (Extensible Authentication Protocol) protocol to authenticate
itself in the network. The EAP packets are picked up by the Authenticator who relays the
packets to the RADIUS Server using the RADIUS protocol.

For increased security the PEAP (Protected EAP) protocol is commonly used instead of
plain EAP. PEAP sets up a TLS tunnel to encrypt the credentials exchange.

The configuration examples in this Application Note use PEAP for IEEE 802.1X
authentication.

To setup IEEE 802.1X in the network three steps are needed:
1. Configuration of the RADIUS sever

2. Configuration of the Authenticator (WeOS Lynx-110-F2G)

3. Configuration of the Supplicant (Ubuntu 14.04 and Win7 PC)
All steps are covered in this document.

The following page shows what the IEEE 802.1X authentication process looks like.
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Flowchart of the IEEE 802.1X PEAP authentication process

Supplicant Authenticator Radius Server
1. EAPOL Start |
-
- I ]
2. EAP Request, ldentity .
< | EART
Ja. EAP Respaonse, ldentity - ; 3b. Radius Access-Request Prupuizle
-
P 4b. EAP Reguest, PEAP start i 4a. Radius Access-Challenge, PEAP start
<
Ga. TLS Client Hello - i ob. Radius Access-Request ]
- -
Gb. Server Hello, Server Key Exchange, Server Hello Done 1 Ga. Radius Access-Challenge
< S
7a. Client Key Exch Ch Cipher, Encr Handsh M I b, Radius A -R t
a. Client Key Exchange, Change Cipher, Encr Handsh Msg 5. adius Access-Reques L 115 Tunnel
. | . Setup
8b. Server Change Cipher, Encr Handsh Msg . Sa. Radius Access-Challenge
< | <
9a. EAP Response, PEAP . 9b. Radius Access-Reguest
> B
P 10b, 12b, 14b, 16b. MS-CHAPvZ Setup, Application Data | 10a, 12a, 14a, 16a. Radius Access-Challenge
~ - K Inner EAP
11a, 133, 153, 17a. MS-CHAPY2 Setup, Application Data - ' 1b, 13h, 150, 17b. Radius Access-Reguest MS-CHARY2
-
I
< 18b. EAP Success i 18a. Radius Access-Accept } EAP Success
1
Wireshark log from the Supplicant
No. e Source Dest Protacol Length Infa
A 1 rt

8 1.03604800 O 20 00:17:08:39:0e:81 [0 Requit, Identity
11 1.05056900 00:07:7c:8b:20:20  00:17:08:390:08:81 EAP 60 Request, Protected EAP (EAP-PEAP)
13 1.08315200 00:07:7c:8b:20:20 00:17:08:359:0e:81 TLSWL 736 server Hello, Certificate, server key Exchange, Server Hello Done
16 1.11620700 00:07:7¢:8b:20:20  00:17:08:38:08:81 TLSWL 83 change cipher spec, encrypted Handshake message
18 1.12846100 00:07:7c:8b:20:20 00:17:08:38:0e:81 TLSWL 61 Application Data
20 1.13938600 00:07:7c:8b:20:20 00:17:08:359:0e:81 TLSW1 77 Application Data
22 1.15832100 00:07:7c:8b:20:20  00:17:08:39:0e:81 TLSW1 109 Application Data
24 1.16928300 00:07:7c:8b:20:20  00:17:08:39:0e:81 TLSW1 61 application Data
26 1.18276700 00:07:7¢:8b:20:20 00:17:08:30:08:81 EAR 60 success

Frame 7: 18 bytes on wire (144 bits), 18 bytes captured (144 bits) on interface 0
thernet II, Src: O00:17:08:30:0e8:81 (00:17:08:39:08:81), DST: Mearest (O1:80:C2:00:00:03)
802.1x Authentication

Wireshark log from the RADIUS Server

Ma. Time Saurce Destination Protacal Length Info

12 16.2558830152.168.2.10 152,168, 2. 201 RADIUS 106 Access-Challenge(ll) (id=58,

13 16.3107630152.168, 2,201 152.168.2.10 RADIUS 406 Access-Request(l) (id=57, 1=384)

14 163317880 152.168.2.10 152,168, 2. 201 RADIUS 822 access-Challenge(1l) (id=57, 1=780)
15 16.3463600152.168, 2,201 152.168.2.10 RADIUS 331 Access-Reguest(l) (id=58, 1=289)

16 16.35319%80152.168.2.10 1%2.168.2.201 RADIUS 165 access-Challenge(ll) (id=58, 1=123)
17 16.3636160152.168, 2,201 152.168.2.10 RADIUS 193 Access-Request(l) (id=59, 1=151)

18 16. 3840370 152,168, 2.10 1%2.168.2.201 RADIUS 143 access-cChallenge(1l) (id=59, 1=101)
19 16.3748250152.168, 2,201 152.168.2.10 RADIUS 267 Access-Request(l) (id=60, 1=225)

20 16,3754500 102,168, 2,10 1%2.168.2.201 RADIUS 159 access-cChallenge(ll) (id=60, 1=117)
21 16,38¥3020 102,168, 2,201 152.168.2.10 RADIUS 331 Access-Reguest(l) (id=61, 1=289)

22 16.3883070102.168.2.10 1%2.168.2.201 RADIUS 191 access-cChallenge(ll) (id=61, 1=149)
23 16.3087030102.168. 2. 201 192.168.2.10 RADIUS 267 Access-Request(l) (id=62, 1=225)

24 16.39062500102.168.2.10 192.168.2.201 RADIUS 143 access-challenge(ll) (id=62, 1=101)
25 16.4101530102.168. 2. 201 192.168.2.10 RADIUS 267 Access-Request(l) (id=63, 1=225)

26 16.4107060102.168.2.10 192.168.2.201 RADIUS 209 Access-accept(2) (i1d=63, 1=167)

Frame 11: 179 bytes on wire (1432 bits), 179 bytes captured (1432 hits) on interface 0

[ Ethernet II, Src: 00:07:7C:8b:20:23 (00:07:7cC:8b:20:23), Dst: 00:23:5a:8c:13:dc (00:23:5a:8c:13:dc)
Internet Protocol version 4, sSrc: 192.168.2.2001 (19%2.168.2.201), Dst: 1592.168.2.10 (192.168.2.10)
User Datagram Protocol, Src Port: 33514 (33514), Dst Port: radius (1812)

Radius Protocal
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1. Configure the FreeRADIUS Server on Ubuntu 14.04

Start by installing the FreeRADIUS server software using:
either the terminal with sudo apt-get install freeradius

mll@PB-Linux: ~

mll@PB-Linux: ~ 80x31
all f

the Synaptic Packet Manager or Ubuntu Software Centre.

omn 1 = 08:59 {f
2 ile Edit Package Settings Help
) i . Quick filter
— % = g - - Q Search
. Reload Mark All Upgrades Apply Properties freeradius
5 S Package nstalled Version  Latest Version Description
Amateur Radio (universe) A @
< Communication 1 @ libfreeradius2 2.1.12+dfsg-1.2ubu FreeRADIUS shared library
gl | Communication (multiverse || [ @) freeradius-dbg 2.1.12+dFsg-1.2ubu debug symbols For the FreeRADIUS
Communication (universe) | | (7 @)|freeradius-common 2.1.12+dfsg-1.2ubu FreeRADIUS common files
== Cross Platform [J @ libfreeradius-dev 2.1.12+dFfsg-1.2ubu FreeRADIUS shared library develop:
g Cross Platform (multiverse. | ) freeradius-dialupadmin 2.1.12+dFsg-1.2ubu En uppséttning PHP-skript For att ac
g Cross Platform (universe) [0 Freeradius-ldap 2.1.12+dfsg-1.2ubu LDAP module For FreeRADIUS serve
. Databases [  Ffreeradius-krb5 2.1.12+dfsg-1.2ubu kerberos module for FreeRADIUS s¢
Databases (universe) [ freeradius-mysql 2.1.12+dFfsg-1.2ubu MySQL module For FreeRADIUS sery
[ freeradius-postgresgl 2.1.12+dfsg-1.2ubu PostgreSQL module for FreeRADIU!
Sections ™ PSR TR T | T ma am 4 mLL terme o o B e A e
- high-performance and highly configurable RADIUS server &
= Get Screenshot | | Get Changelog
Origin

FreeRADIUS is a high-performance RADIUS server with support for:
Custom Filters - many vendor-specific attributes
- proxying and replicating requests by any criteria
- authentication on system passwd, SQL, Kerberos, LDAP, users file, or PAM
= Architecture - multiple DEFAULT configurations

Search Results

Bl 13 packages listed, 2248 installed, 0 broken. 5 to install/upgrade, 0 to remove; 5464 kB will be used

AppNote002-WeOS Port Security ver1.0-rev.00
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Configure the FreeRADIUS server by editing the users, clients.conf and if needed
the eap.conf files in /etc/freeradius/

Example: sudo nano /etc/freeradius/users

In the users file add the Supplicants that are allowed to access the network.

= mll@PB-Linux: ~ 121x32
GNU nano 2.2.6 File: /fetc/freeradius/users

Modified

AppNote002-WeOS Port Security ver1.0-rev.00
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Clients.conf contains all Authenticators in the network.

Start by commenting out all lines associated with the client localhost if localhost access is
not desired. Use the # sign to comment out a line in the RADIUS server config files.

al mll@PB-Linux: ~ 121x32
GNU nano 2.2.6 File: /etc/freeradius/clients.conf Modified

Then add the Authenticators (switches).

client <IP-address of the switch>

Secret this is to most important component as the RADIUS protocol are completely
dependent of the security of this password.

Therefore use complex passwords that are:

- Not words

- Composed of numbers, upper and lower case letters

- At least 10 characters long, preferably 16 characters long.

shortname is not necessary but can be added for ease of documentation

s mll@PB-Linux: ~ 121x32
GNU nmano 2.2.6 File: /fetc/freeradius/clients.conf Modified

AppNote002-WeOS Port Security ver1.0-rev.00
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Edit eap.conf if an eap type needs to be disabled.

MDS5 is the default protocol, to change this edit default_eap_type to the desired protocol, in
this case PEAP. Finish by commenting out the MD5 part.

mll@PB-Linux: ~121x29

GNU nano 2.2.6 File: /etc/freeradius/eap.conf

nodule.

default EAP type may be used at a time.

nodule,

T g T T

default eap type = peap

If the FreeRADIUS Server is run in debug mode it is easier to see if Supplicants are beeing
authenticated correctly. FreeRADIUS is run as a service by default so it needs to be
stopped before it can be started in debug mode, to do this use these commands:

sudo service freeradius stop and then sudo freeradius -X for debug mode.

mll@PB-Linux: ~ 80x24

AppNote002-WeOS Port Security verl.0-rev.00
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2. Configure IEEE 802.1X on WeOS Units

There are three steps to complete in order to configure IEEE 802.1X on a WeOQOS unit.
i. Configure the connection to the RADIUS Server.
ii. Setup which RADIUS Server to be used with IEEE 802.1x.

iii.Finally activate IEEE 802.1X per VLAN and assign ports to be authenticated.

I. Configure the connection to the RADIUS Server.
Up to six RADIUS Server connections can be added to the list.

Go to Configuration -> AAA -> RADIUS to configure a connection to a RADIUS Server.

Lynx v4.15.0 | L110-A16-QC7@Areal6Production?

Status
Configuration RA D I U S
Hetwork
Routing RADIUS Groups
AAA
El;!:!:l !_ Mo R&DIUS groups configured.
B02.1x
MAC Auth
B vLaN
BE—Port

EB— L2 Redundancy
— IGMP
— SHMP
— LLDP
Alarm

System Mew Server

Maintenance

RADIUS Servers

Mo R4DIUS servers configured,

Tools
Logout
Help

S Lynx v4.15.0 | L110-A16-QC7@Areal6Production?

Configuration New RADIUS Servel

Add a description for
this RADIUS Server
connection.

Hetwork
Routing
AAA

E 802.1x Description  Securedigrt IP-address of the
MAC Auth RADIUS Server.

ID 0

Address 192 168.2.10

VLAH
Port
E Auth Port 1312

L2 Redundancy
— IGMP
— SHMP

Password is the same as

password BiVWjMHgSASBDsWTT
secret in clients.conf on the

— LLDP
RADIUS Server

Alarm | Cancel |

System !
Maintenance GNU nano 2.2.6 File: /etc/freeradius
Tools

; : )1 lowing fie ional ut 4

Logout
Help

AppNote002-WeOS Port Security ver1.0-rev.00
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The RADIUS Server connection is now added to the list of usable servers.

Lynx v4,15.0 | L110-A16-QC7@Areal6Production?

Status

Configuration RADIUS
Hetwork
Routing RADIUS Groups
AAA

Em Mo RADIUS groups configured.
802.1x
MAC Auth / Creates a RADIUS Server
B— VLAH “ Group

B— Port

B— L2 Redundancy
— IGMP

— SHMP

— LLDP D Description Address Auth Port

B— Alarm

BH— System u] SecuredMgmt 192.165.2.10 1512 f ﬁ

Maintenance

Tools Mew Server

Logout
Help

RADIUS Servers

If needed a group of RADIUS Servers can be configured in order to create server

redundancy.

Two groups with up to three RADIUS Servers each can be set up.

The servers are tried in the order they are added to the list so it is important that the
primary server is added first.

Lynx v4.15.0 | Lynx-110-A16-QC7@Areal6Production?

Status
Configuration New RADIUS Group
Network
Routing
ID 0O
AAA
Description SecuredhMgrtGrp
802.1x
MAC Auth servers (0) SecuredMgmt ﬁ
VLAN
Port (1) securedvarmtesry T
L2 Redundancy
— IGMP MNone Awvailable - ok
— SNMP
- LE? Apphy | | Cancel

Alarm
I: System
Mainte nance
Tools

Logout
Help

AppNote002-WeOS Port Security ver1.0-rev.00
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li. Setup which RADIUS Server to be used with IEEE 802.1x.

Go to Configuration -> AAA -> 802.1x to associate a RADIUS Server connection with

IEEE 802.1X.

Status

Configuration

Hetwork

Routing

AAA

E RADIUS
MAC Auth

B— VLAH

B—Port

B— L2 Redundancy

— IGMP

— SHMP

— LLDP

BH— Alarm

B— System

Maintenance

802.1X Authentication

Mo 802,1% Authentication configured.

e

Tools
Logout
Help

Lynx v4.15.0 | L110-A16-QC7@Areal6Production?

Status

Configuration
Hetwork
Routing
AAA I 0

RADIUS
Em Enabled
MAC Auth

B VLAN Description

B— Port

BE— L2 Redundancy
— IGMP

— SHMP

— LLDP

EB— Alarm

BH— System

Maintenance

td

Mgrtanz. 1%

Method |(server—D) Securedhgmt '|

| Cancel |

Tools
Logout
Help

Now IEEE 802.1X has a RADIUS Server to
Statug ) .
Configuration 802.1X Authentication
B— Hetwork
B— Routing
O— AAA 1] Enabled Description

[ rrrwws o vl Mgmtenz.1%

MAC Auth

B—VLAN Mew
B— Port

Lynx v4.15.0 | L110-A16-QC7@Areal6Production?

New 802.1X Authentication

=

Add a description for this
IEEE 802.1X connection.

Choose which RADIUS
Server to authenticate with.

connect to.

Lynx v4.15.0 | L110-A16-0QC7@Areal6Production?

Method

{server-0) SacuredMgmt

7 9
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lii. Finally activate IEEE 802.1X per VLAN and assign ports to be authenticated.

Go to Configuration -> VLAN -> Port Access to activate IEEE 802.1X on the Management

VLAN.

Status
Configuration
Hetwork
Routing
AAA
VLAH
VLAHs
Dynamic
Port Access
B— Port
B— L2 Redundancy
— IGMP
— SHMP
— LLDP
BH— Alarm
B— System

Maintenance

Port Access

¥IiD Name
1 wlanl
2 wlanz

3 vlan3

Tools
Logout
Help

Lynx v4.15.0 | L110-A16-QC7@Areal6Production?

/7
7

802.1% MAC auth Excluded Ports

— none
= none

none

In this case it is the Management VLAN 1 that should be protected using IEEE 802.1X.

Status
Configuration
Hetwork
Routing
AAA
VLAH
VLAHs
Dynamic
Port Access
B—Port
B—L2 Redundancy
— IGMP
— SHMP
— LLDP
B— Alarm
BH— System

Maintenance

¥ID

Name

Authentication

802.1x settings

MAC Auth settings

Excluded Ports

Tools
Logout
Help

Port
Excluded

Lynx v4.15.0 | L110-A16-QC7@Areal6Production?

Edit Port Access

Enable IEEE 802.1X for the
VLAN by choosing the
correct instance..

All ports not ticked in the
excluded list will have IEEE
802.1X enabled.

| (0] MgmtB02.1%_ ¥ |

Disabled v

1
vlanl
3 4 5 6 F

1 10
+

*oort is tagge|

Inter switch ports should not have IEEE
802.1X enabled, only edge ports.

VLAN tagged ports will automatically be
disabled for IEEE 802.1X, in this case
the FRNT ring ports.

2
t
Canc\

AppNote002-WeOS Port Security ver1.0-rev.00
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IEEE 802.1X is now enabled for the Management VLAN, all users connecting to port 3 of the
switch must authenticate itself with the correct username and password inorder to connect to

the network.

Status
Configuration
Hetwork
Routing
AAA
VLAH
VLAHs
Dynamic
Port Access
B— Port
B— L2 Redundancy
— IGMP
— SHMP
— LLDP
B— Alarm
B— System
Maintenance

Tools
Logout
Help

Port Access

B0Z.1%

Morot802.1x

=

=

Lynx v4.15.0 | L110-A16-QC7@Areal6oProduction?

MAC auth

=

=

Excluded Ports

N

nong

N

none

AN

noneg

AppNote002-WeOS Port Security ver1.0-rev.00
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3. Activate IEEE 802.1X on Ubuntu 14.04 and
MS Windows 7 Professional

In Ubuntu 14.04 IEEE 802.1X is available by default in the NIC settings.

x Editing Wired connection 1

Connection name: | Wired connection 1

PEAP is the preferred
General Ethernet | 802.1x Security | IPv4 Settings 1Pv6 Settings authentication method.
PEAP sets up a TLS tunnel
for secured credential

Use 802.1X security for this connection exchange.

Authentication: | Protected EAP (PEAP) v

Anonymous identity:

CA certificate: (None) /J No certificate is used in this case.

PEAP version: Automatic v

//J MSCHAPV2 is the preferred
Inner authentication: | MSCHAPv2 authentication method

Username: | alice

‘ inside the TLS tunnel.
| \\J Add username and password as
Password: | sssssssseecas \ configured in the users file in FreeRADIUS.

| Ask For this password every time
Show password

Cancel Save...

AppNote002-WeOS Port Security ver1.0-rev.00
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In MS Windows Professional the wired IEEE 802.1X service must first be enabled.

@ Egé il é% Ask Options -

|802.1x P

b Show all

Enable 802.1X authentication

802.1X authentication can help enhance security for 80211 wireless networks and wired
Ethernet networks by requiring a certificate or a smart card for netwerk access. This type
of authentication is typically used for werkplace connections,

¢ To enable 802.1X on a wireless network

* To enable 802.1X on a wired network

‘You must be logged on as an administrater to perform these steps,

To complete this procedure, you must first enable the Wired AuteConfig service,
which is turned off by default.

1. Click the Start button €9, In the search box, type services.msc, and then
press Enter, % If you are prompted for an administrater password or
confirmation, type the password or provide confirmation.

m

In the Services dialog boy, click the Standard tab at the bottom of main
pane, right-click Wired AutoConfig, and then click Start.

3. ¥ Click te open Network Connectiens.

4. Right-click the connection that you want to enable 802.1X authentication
for, and then click Properties, % If you are prompted for an administrator
password or confirmation, type the password or provide confirmation,

Click the Authentication tab, and then select the Enable IEEE 802.1X
authentication check box,

In the Choose a network authentication method list, click the method
you want to use.

Te configure additional settings, click Settings.

File Action View Help
@,Moresupportoptions e BEc @m »anp
£ Services (Local) Name Descriptien Status Startup Type  Log OnAs i
L Windows Driver F...  Manages us... Started Automatic Local Syste..
L Windows Error Re...  Allows error.., Manual Local Syste..
L Windows Event C...  This service .. Manual Network 5.,
L Windows Event Log This service .. Started Automatic Local Service
L5 Windows Firewall  Windows Fi...  Started Automatic Local Service
L Windows Font Ca... Optimizes p... Started Automatic (D... Local Service
& Windows Image A... Providesim... Started Automatic Local Service
% Windows Installer  Adds, modi... Manual Local Syste...
L Windows Manage.. Providesac.. Started Automatic Local Syste..
L Windows Media C... Windows M... Manual MNetwork 5.,
£ Windows Media C... Starts and st... Manual Network 5.,
& Windows Media P.. Shares Win.., Manual Network 5.,
L2 Windows Module...  Enables inst... Manual Local Syste...
L2 Windows Presenta... Optimizes p... Started Manual Local Service
% Windows Process .. The Windo...  Started Manual Local Syste...
% Windows Remote ... Windows R... Manual Metwaork 5...
£ Windows Search Provides co..  Started Automatic (D... Local Syste...
L Windows Time Maintains d...  Started Manual Local Service
L Windows Update  Enablesthe.. Started Automatic (D.. Local Syste...
Lo WinHTTP Web Pr.. WinHTTPi..  Started Manual Local Service E
#1\\ired AutoConfig Manual Local Syste.,
&4 Virtual Disk Provides m... Manual Local Syste. Sl
G2 WLAN AutoConfig  The WLANS... Started Automatic Local Syste. Stap
Brtended}\standard/ P
Start service Wired AutoConfig on Local Computer HmaE

Restart
All Tasks
Refresh

Properties

Help

AppNote002-WeOS Port Security verl.0-rev.00
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Then IEEE 802.1X can be activated in the NIC settings.

Authentication | Sharing

r —r—
.@Fimdlpcardp rti i

Select this option to provide authenticated network access

this Ethemet adapter.

Enable IEEE 802.1¥ authertication

Choose a netwark authertication me‘thQL/

| Microseft: Protected EAP (PEAF)

v] [ Settings IA

Enable IEEE 802.1X on this
Network Interface Card.

PEAP is the preferred
authentication method.

[] Remember my credertials for this connection each
time 'm logged on

Fallback to unauthorized network access

[ Additional Settings... ]

—
—

No certificate is used in this case.

1l

—

|

When connecting:

Settings

— [|¥alidate server certificate:

)

EAP-MSCHAPV2 is
the preffered inner
authentication method.

AppNote002-WeOS Port Security verl.0-rev.00
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[ AC RAIZ DNIE

[ ac1 RAIZ MTIN
[ accvRaIzl
[T ACEDICOM Root

Connect to these servers:

Trusted Rook Certification Authorities:
] 20 Certificate Services
[T A Raiz Certicamara 5.4,

[ AC RAIZ FNMT-RCM

< |

m | »

Do not prompt user to authorize new servers or krusted

certification authorities,

Select Authentication Method:

[Secured password (EAP-MICHAP w2

"] [ Configure. ..

Enable Fast Reconnect

Enfarce Metwork Access Prokection
[7| Disconnect if server does nat present cryptabinding TLY

[]Enable 1dentity Privacy
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In MS Windows 7 the user will be notified that user credentials are needed to connect to this
network.

A\ Additional information is needed to connect to this network % *
= Click to provide additional information.,

S\ " ||.. |iJi-" g |'
MR (e W

. I

Network Authentication

Please enter user credentials

| alice |

!

l QK J | Cancel

If the wrong credentials are used the user will not be able to connect to the nework.

AL Windows cannot connect you to the network * *
2. Contact your network administrator

AppNote002-WeOS Port Security verl.0-rev.00
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MAC-Authentication

For units that do not support IEEE 802.1X MAC-Authentication can be used.
MAC-Authentication is a list of allowed MAC-addresses that can connect to the network.
As of WeOS 4.15.0 a local database is used for filtering the MAC-addresses.

The MAC-address filters can use wildcards to authenticate any equipement from a specific
vendor.

rgExample

mac-auth-0/#> mac match 00:D38:AA:2C:85:01
or with wildcard. ..
mac-auth-0/#> mac match 00:80:C8:*
or with wildcard, limit filter, and description ...
mac-auth-0/#> mac match 00:D8:BB:C5:* limit 1/2 description ''Laser printers on 1/2*’

There are two steps needed for setting up MAC-Authentication on WeOS units.
1. Create local MAC-Authentication database lists.
2. Associate the local databases with the appropriate VLANS.

AppNote002-WeOS Port Security ver1.0-rev.00
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1. Create local MAC-Authentication database lists

Go to Configuration -> AAA -> MAC Auth to configure MAC-Authentication lists.

Lynx v4.15.0 | L110-A10-QC4@Areal0Productiond

Status W arn 1: Another user s currently logged in.
Configuration - . -
Gi— Hetwork MAC Authentication Lists
B— Roarting
B— AAA Mo MAC Lists configured.
RADIUS
02 1% '
MAC Auth Mew List
B— VLAN
i Another user is currently logged in. Lynx v4.15.0 | L110-A10-QC4@Areal0Production4
Configuration . . . Add a description for the
Hetwork New MAC Authentication List MAC-Authentication list.
Routing
AAA
ID 0 TR — -
RADIUS Choose if this filter is valid
B0 1 Enabled ¥ for all ports in the VLAN or
just a specific port.
g— VLAH L
Description Cameraduth
B— Port
Ea_—:;:‘;zhl::(lun(lancy MAC 00:40:8C:% Description Caorridar-2 4 | §
I— suMP P P— :
L Liop 00:40:8C: Corridor3 5 M)
Add MAC-Addresses with or 00:40:80:* Entrance-& 5 | T
i without wildcards.
Allports ¥ | =p
Tools
Logout
Help | Apply | | Cancel
S Another user is currently logged in. Lynx v4.15.0 | L110-A10-QC4@Areal0OProductiond
Configuration - - -
Hetwork MAC Authentication List
Routing
AAA
RADIUS 1
802.1x .
B— VLAN PLC-Ath
B— Port
E:ILSN:':"“""““W MAC DG:00:70:A1:34:C1 Description AssemblyAl-G3 7 i)
[ Sump 08:0070:A1:34:C2 AssermblyAl-G4 5 v g
- LLDP
Alarm AR AT
System 05:00:70:A1:34:C3 AssemblyA2-G1 =] T ﬁ
Maintenance 08:00:70: A1:34:C4 Assemblys2-G2 10 | H
Tools
Logout All ports ¥ | op
Help
| Apply | | Cancel
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When all lists needed are created they must be associated with a VLAN.

Status Another user is currently logged in. Lynx v4.15.0 | L110-A10-QC4@Areal0Productiond
Configuration

Network MAC Authentication Lists
Routing
AAA Warning:

E RADIUS
802.1x « You need to select the list in WLAN/POrt aAccess for it to be used!

B— VLAH
B— Port

B— L2 Redundancy i} -@’ Carnerafuth f ﬁ
— IGMP

— SHmP 1 v PLC-Auth VA
— LLDP

D Enabled Description

BH— Alarm =
5 system

Maintenance

Tools
Logout
Help

AppNote002-WeOS Port Security ver1.0-rev.00
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2. Associate the local databases with the appropriate VLANs

Go to Configuration -> VLAN -> Port Access to associate MAC-Authentication lists with
their appropriate VLANS.

Status

Configur ation

B lHetwork

E— Routing

B— AAA

B— VLAN
VLANS
[rymamic

-

Port

B— L2 Redundancy
IGMP

SHMP

L]

rming:  Another wser 15 currently logged in.

Port Access

¥ID Hanue B02.1%

1 wlanl HamiE0z. 1%

z wlanz =

3 vlan3 -

Lynx v4.15.0 | L110-A10-QC4@Areal0Productiond

MAC auth

Excluded Ports

nione /
foné

none

Status
Configuration
Hetwork
Routing
AAA
VLAH
VLAHs
Dynamic
Port Access
B—Port
B— L2 Redundancy
— IGMP
— SHMP
— LLDP
BH— Alarm
B— System

Maintenance

Tools
Logout
Help

Another user is currently logged in.

Edit Port Access

¥IiD 2

Mame vlanz

Authentication

8§02.1# settings | Disabled A

MAC Auth settings | (0) Camerafuth v

Excluded Ports

Port 1 2

Excluded t t

Cancel

TPort is tagged [ Apply | |

Lynx v4.15.0 | L110-A10-QC4@Areal0Production4

Choose which VLAN that shall have
a certain MAC-Authentication list.

Associate a MAC-Authenticaton
list with this VLAN.

All ports not ticked in the excluded list
will have MAC-Authentication enabled.

6 ¥ & 9 10

Inter switch ports should not have
MAC-Authentication enabled, only edge ports.
VLAN tagged ports will automatically be disabled
for MAC-Authentication, in this case the FRNT
ring ports.

Status
Configuration
Hetwork
Routing
AAA
VLAH
VLAHs
Dynamic
Port Access
BH— Port
B— L2 Redundancy
— IGMP
— SHMP
— LLDP
B— Alarm
BH— System

Maintenance

Tools
Logout
Help

Another user is currently logged in.

Port Access

¥IiD Mame 602.1X

1 wlanl MgrntE02.1

2 vlanz =

3 vland =

Lynx v4,15.0 | L110-A10-QC4@Areal0Productions

MALC auth

=

Camerafuth

FLC-futh

Excluded Ports

N

none

none V4

none

N
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Revision

Rev by

Revision note

Date

00

ML

First version

140828

01

02

03

04

05

06

07
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\\Y/wesTermo

HEAD O F F I CE

Sweden

Westermo
SE-640 40 Stora Sundby
Tel: +46 (0)16 42 80 00
Fax: +46 (0)16 42 80 01

info@westermo.se

www.westermo.com
Sales Units
Westermo Data Communications
China North America United Kingdom
sales.cn@westermo.com info@westermo.com sales@westermo.co.uk
WWAW.CN.westermao.com www.westermo.com www.westermo.co.uk
France Singapore Other Offices
infos@westermao.fr sales@westermo.com.sg
www.westermo.fr www.westermo.com
Germany Sweden
info@westermo.de info.sverige@westermo.se
www.westermo.de www.westermao.se

For complete contact information, please visit our website at www.westermo.com/contact
or scan the QR code with your mobile phone.
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