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1: Introduction

1 Introduction

This user manual describes the features and how to configure Virtual Access GW1000
and GW1000M Series routers.

The Virtual Access GW1000 and GW1000M Series routers enable 3G or LTE connectivity
in vehicles such as buses, taxis and fleet vehicles for applications such as passenger WiFi
internet access, telemetry and employee WiFi access to corporate network services.

Designed for managed network providers, GW1000 and GW1000M Series routers provide
secure WAN connectivity for internet and private networking environments over 3G or
4G broadband paths and incorporate optional 802.11n WiFi connectivity.

1.1 Document scope

11.1

1.1.2

This document covers models in the GW1000 Series and the GW1000M Series. For
general references, we refer to the GW1000 Series throughout. Feature variations
between GW1000 Series and GW1000M Series are described in separate sections.

GW1000 Series routers

The Virtual Access GW1000 Series router is a compact 3G, 4G/LTE router with WiFi,
designed with a lightweight plastic case with optional carrier for use in vehicles and a
wide range of site-based applications.

GW1032: Dual Ethernet, 3G, Dual SIM, WiFi
GW1042: Dual Ethernet, 4G/LTE, Dual SIM, WiFi

GW1000M Series routers

The Virtual Access GW1000M Series router is a compact 3G, 4G/LTE router with WiFi,
designed with a rugged metal housing for use in vehicles and a wide range of site-based
applications.

GW1032M: Dual Ethernet, 3G, Dual SIM, Dual WiFi SMA female connectors
GW1042M: Dual Ethernet, 4G/LTE, Dual SIM, Dual WiFi SMA female connectors

1.2 Using this documentation

You can configure your router using either the router’s web interface or via the command
line using UCI commands. Each chapter explains first the web interface settings,
followed by how to configure the router using UCI. The web interface screens are shown
along with a path to the screen for example, ‘In the top menu, select Service ->
SNMP.’ followed by a screen grab.

After the screen grab there is an information table that describes each of the screen’s
fields.
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1: Introduction

1.2.1 Information tables
We use information tables to show the different ways to configure the router using the
router’s web and command line. The left-hand column shows three options:
e Web: refers the command on the router’s web page,
e UCI: shows the specific UCI command, and
e Opt: shows the package option.

The right-hand column shows a description field that describes the feature’s field or
command and shows any options for that feature.

Some features have a drop-down menu and the options are described in a table within
the description column. The default value is shown in a grey cell.

Values for enabling and disabling a feature are varied throughout the web interface, for
example, 1/0; Yes/No; True/False; check/uncheck a radio button. In the table
descriptions, we use O to denote Disable and 1 to denote Enable.

Some configuration sections can be defined more than once. An example of this is the
routing table where multiple routes can exist and all are named ‘route’. For these
sections, the UCI command will have a code value [0O] or [x] (where X is the section
number) to identify the section.

Web Field/UCIl/Package Option Description

Web: Metric Specifies the route metric to use.
UCI: network.@route[O].metric

Opt: metric

Note: these sections can be given a label for identification when using UCI or package
options.

network.@route[0]=route

network.@route[0] -metric=0

can be witten as:

network. routename=route

network. routename.metric=0

However the documentation usually assumes that a section label is not configured.

The table below shows fields from a variety of chapters to illustrate the explanations
above.
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1: Introduction

Web Field/UCI1/Package Option Description
Web: Enable Enables CESoPSN services.
UCI: cesop.main.enable 0 Disabled.
Opt: enable 1 Enabled.
Web: Syslog Severity Selects the severity used for logging events CESoPSN in syslog.
UCI: cesop.main.severity The following levels are available.
Opt: log_severity 0 Emergency
1 Alert
2 Critical
3 Error
4 Warning
5 Notice
6 Informational
7 Debug
Web: Agent Address Specifies the address(es) and port(s) on which the agent should
UCI: snmpd.agent[0].agentaddress listen.
Opt: agentaddress [(udp]tcp):]port[@address][,...]

Table 1: Example of an information table

1.2.2 Definitions

Throughout the document, we use the host name ‘VA_router’ to cover all router models.

UCI commands and package option examples are shown in the following format:

root@VvA router:~# vacmd show current config

1.2.3 Diagnostics

Diagnostics are explained at the end of each feature’s chapter.

1.2.4 UCI commands

For detailed information on using UCI commands, read chapters ‘Router File Structure’
and ‘Using Command Line Interface’.
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2: GW1000 and GW1000M Series router hardware

2 GW1000 and GW1000M Series router hardware

2.1 GW1000 Series router hardware model features

VIRTUAL
a - Access

Figure 1: GW1000 Series router front

Figure 2:

GW1000 Series router back

GW1032: Dual SIM sockets
Dual antenna SMA connectors for 3G main and aux

GPS antenna with 3.3V active power feed
Two 10/100 Mbps Ethernet ports

WiFi internal antennas

Concurrent Access Point and Station mode

Optional plastic casing and carrie

GW1042: Dual SIM sockets
Dual antenna SMA connectors for LTE main and aux

GPS antenna with 3.3V active power feed
Two 10/100 Mbps Ethernet ports

WiFi internal antennas

Concurrent Access Point and Station mode

Optional plastic casing and carrier

2.2 GW1000 Series router dimensions

Unit size:
Unit size with carrier:
Unit weight:

114W 114D 29Hmm
120W 120D 32Hmm
209g
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2: GW1000 and GW1000M Series router hardware

2.3 GW1000M Series router hardware model features

2.3.1 GW1000M with standard locking DC power connector

Figure 3: GW1000M Series router front Figure 4: GW1000M Series router back

GW1032M Dual SIM sockets
Dual antenna SMA connectors for 3G main and aux
GPS antenna with 3.3V active power feed
Two 10/100 Mbps Ethernet ports
Dual WiFi internal antennas
Dual WiFi SMA female connectors
Concurrent Access Point and Station mode
Metal casing
Carrier bracket
GW1042M Dual SIM sockets
Dual antenna SMA connectors for LTE main and aux
GPS antenna with 3.3V active power feed
Two 10/100 Mbps Ethernet ports
Dual WiFi internal antennas
Dual WiFi SMA female connectors
Concurrent Access Point and Station mode
Metal casing
Carrier bracket
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2: GW1000 and GW1000M Series router hardware

2.3.2 GW1000M with isolated DC power connector

Figure 5: GW1000M Series router front Figure 6: GW1000M Series router back

GW1032M Dual antenna SMA connectors for 3G main and aux
GPS antenna with 3.3V active power feed
Two 10/100 Mbps Ethernet ports
Concurrent Access Point and Station mode
No WiFi
Metal casing
Carrier bracket
GW1042M Dual SIM sockets
Dual antenna SMA connectors for LTE main and aux
GPS antenna with 3.3V active power feed
Two 10/100 Mbps Ethernet ports
Concurrent Access Point and Station mode
No WiFi
Metal casing

Carrier bracket

2.4 GW1000M Series router dimensions

Unit size: 114W 114D 38HmMm
Unit size with carrier: 120W 120D 42Hmm
Unit weight: 4509
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2: GW1000 and GW1000M Series router hardware

2.5 GSM technology

LTE

HSPA+
EDGE/GPRS
GPS

2.6 WIiFi technology

802.11 b/g/n

e Single band 2.4GHz

e Up to 20dBm output power

e Internal antenna

2.7 Power supply

The GW1000 and GW1000M Series router has four power supply options:

e External standard 12V DC 0.5 A

e External standard 12V DC 0.5 A with extended temp (-20°C to -70°C)

e Internal isolated 18-36V DC input

e Power lead with 3 connectors for 12V permanent, 12V switched (ignition sense)
and ground

2.8 Compliance

The GW1000 and GW1000M Series router is compliant and tested to the following

standards:

Safety

EMC
Environmental
WiFi 2.4GHz

EN60950-1: 2006

EN55022:1998 Class B and EN55024:1998 ETSI 301489-17

ETSI 300 019-1-3 Sinusoidal Vibration and Shock ETSI 300 019-2-3 Random Vibration.
ETSI EN 300 328 V1.9 (2015-02)

2.9 Operating temperature range

The operating temperature range depends on the RF band of the module.

RF Region 2G Bands 3G Bands LTE Bands Operating Order

Band Temp Code

A Europe 850/900/1800/ 900/2100 - -40°C to 70°C | -RFA
China 1900

B Europe 850/900/1800/ 850/900/1900/ - -40°C to 70°C | -RFB
Asia 1900 2100

C Europe 850/900/1800/ 850/900/1900/2100 B1/B2/B3/B5/B7/B -30°C to 70°C | -RFC
Asia 1900 8/B20

D Worldwide - - B3/B7/B20/B31 -20°C to 60°C | -RFD
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2.10.1

2: GW1000 and GW1000M Series router hardware

E Europe 900/1800 900/2100 B1/B3/B7/B8/B20/ -30°C to 70°C | -RFE
B38/B40
F Worldwide - CDMA TX 452.500 — - -20°C to 60°C | -RFF
457.475 RX 462.000
~ 467.475
G Worldwide 850/900/1800/ 850/900/2100 B1/B3/B5/B7/B20 -400C to 70°C | -RFG
1900
H North - 850/1900 B2/B4/B5/B17 -30°C to 70°C | -RFH
America
J Worldwide | 450 - -40°C to 70°C | -RFJ
K EMEA 850/900/1800/ 850/900/1800/ B1/B2/B3/B7/B8/B -20°C to 70°C | -RFK
APAC 1900 1900 20/B5/B28
L Europe 900/1800 900/2100 - -40°C to 70°C | -RFL
APAC
M North - 850/1900 B2/B4/B5/B17 -30°C to 70°C | -RFM
America
N Worldwide - 850/900/1700/1800/ | B1/B2/B3/B4/B5/ -40°C to 70°C | -RFN
1900/2100 B7/B12/B13/B20/
B25/B26/B29/B30/
B41
P Australia 850/900/1800/ 850/900/1900/2100 B1/B2/B3/B4/B5/ -40°C to 70°C | -RFP
New 1900 B7/B8/B28/B40
Zealand
Latin
America
Taiwan
Q Mexico - 850/1900 B1/B2/ B4/B5/ -40°C to 70°C | -RFQ
USA B12/B13
Canada
R EMEA 900/1800 850/900/2100 B1/B2/B3/B5/B7 -40°C to 70°C | -RFR
Korea B8/B20/B38/B40
Thailand B41
Indonesia
S Europe 900/1800 850/900/2100 B1/B3/B5/B7/B8 -40°C to 70°C | -RFS
B20/B38/B40/B41
X Australia 900/1800 850/900/2100 B1/B3/B5/B7/B28 -40°C to 70°C | -RFX
Table 2: RF bands with operating temperatures
Antenna

The GW1000 Series router has two SMA connectors for connection of two antennas for
antenna diversity. Antenna diversity helps improve the quality of a wireless link by
mitigating problems associated with multipath interference.

The GW1000M Series router standard locking DC power connector model has two
additional SMA female WiFi antenna sockets.

Antennas on the GW21000 Series router

e 2 x LTE SMA female antenna connectors

e MIMO support in LTE versions

e 1 x GPS SMA female antenna connector with 3v3 active power feed
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2: GW1000 and GW1000M Series router hardware

2.10.2 Antennas on the GW1000M Series router

e 2 X LTE SMA female antenna connectors

e MIMO support in LTE versions

e 1 x GPS SMA female antenna connector with 3v3 active power feed
e 2 X SMA female WiFi antenna sockets*

*No WiFi on GW1000M isolated DC power connector models.

2.11 GW1000 and GW1000M Series components

To enable and configure connections on your router, it must be correctly installed.

The routers contain an internal web server that you use for configurations. Before you
can access the internal web server and start the configuration, ensure the components
are correctly connected and that your PC has the correct networking setup.

2.11.1 Standard components

1 x GW1000 Series router
with carrier

1 x GW1000M Series router

1 x plastic carrier

1 x lockable SIM cover

Table 3: GW1000 Series router standard components

2.11.2 Optional components

Ethernet cable. RJ45
connector at both ends.

Power supply unit.

Right angle antenna for
3G or 4G network.

Virtual Access supplies a wide range of antennas for
3G or 4G networks. Please visit our website:
www.Virtualaccess.com or contact Virtual Access for
more information.

H- _m__
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2.12

2.13

2.14

2.15

2.16

2: GW1000 and GW1000M Series router hardware

Right angle or straight Virtual Access supplies a wide range of antennas for WiFi. Please
stubby antenna for WiFi ) visit our website: www.virtualaccess.com or contact Virtual Access
connection w y for more information.

1 x fused automotive
cable

1 x non-fused automotive
cable

Table 4: GW1000 Series router optional components

Inserting a SIM card

o h W NPR

Ensure the unit is powered off.

Hold the SIM 1 card with the chip side facing down and the cut corner front left.
Gently push the SIM card into SIM slot 1 until it clicks in.

If using SIM 2 then hold the SIM with the cut corner front right

Gently push the SIM card into SIM slot 2 until it clicks in.

Connecting the SIM lock

Connect the SIM lock using the Allen key provided.

Connecting cables

Connect one end of the Ethernet cable into port A and the other end to your PC or
switch. For information on connecting cables for a vehicle installation, read chapter 4,
‘Installing a router into a vehicle’.

Connecting the antenna

If you are connecting only one antenna, screw the antenna into the MAIN SMA
connector.

If you are using two antennas, screw the main antenna into the MAIN SMA connector
and the secondary antenna into the AUX SMA connector.

Powering up

The router takes approximately 2 minutes to boot up. During this time, the PWR/CONFIG
LED flashes in a double flash pattern — 2 quick fashes followed by a pause.

Other LEDs display different diagnostic patterns during boot up.
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2.17

2.17.1

2: GW1000 and GW1000M Series router hardware

Booting is complete when the PWR/CONFIG LED stops double flashing and stays solid or
flashing steady, indicating the particular running configuration is loaded. Read the
chapter ‘GW1000 LED behaviour’, for PWR/CONFIG LED states.

Reset button

The reset button is used to request a system reset.

When you press the reset button the PWR/CONFIG LED will display different patterns
depending on how long you press the button. The flashing patterns will be different for
the 2 flashing phases indicated below. The length of time you hold the reset button will

determine the router behaviour.

Press duration PWR/CONFIG LED Router behaviour on depress
behaviour
0-3 seconds Solid on Normal reset to running config. No special
LED activity.
Between 3 and 15 seconds Flashing fast Releasing between 3-15 seconds switches
the router back to factory configuration.
Between 15 and 20 seconds Solid on Releasing between 15-20 seconds performs

a normal reset to running config.

Between 20 seconds and 30 seconds Flashing slowly

Releasing between 20-30 seconds reboots
the router in recovery mode.

Over 30 seconds Solid on

Releasing after 30 seconds performs a
normal reset.

Table 5: GW1000 Series router reset behaviour

Recovery mode

Recovery mode is a fail-safe mode where the router can load a default configuration
from the routers firmware. If your router goes into recovery mode, all config files are
kept intact. After the next reboot, the router will revert to the previous config file.

You can use recovery mode to manipulate the config files, but should only be used if all
other configs files are corrupt. If your router has entered recovery mode, contact your

local reseller for access information.
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3: GW1000 and GW1000M Series LED behaviour

3 GW1000 and GW1000M Series LED behaviour

3.1 Main LED behaviour

There are five LEDs on the GW1000 and GW1000M Series router

CONFIG 6(
PWR SIM all,  wm SIM1

r -
s 08 & &

YIRTUAL
A& CCESS

Figure 7: LEDs on the GW1000 Series router

PWR SIM
CONF

Figure 8: LEDs on the GW1000M Series router

The possible LED states are:
o Off
e Flashing slowing (2 flashes per second)
e Flashing quickly (5 flashes per second)
e Double flash (2 quick flashes then a pause)

e On
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3: GW1000 and GW1000M Series LED behaviour

The following table describes the possible LED behaviours and meanings on the GW1000
and GW1000M Series router.

The router takes approximately 2 minutes to boot up. During this time,
the power LED flashes.

Booting Other LEDs display different diagnostic patterns during boot up.
Booting is complete when the power LED stops flashing and stays on
steady.

Off No power/boot loader does not exist.
Double flash Unit is booting from power on.
PWR/CONFIG
LED Flashing slowly Unit is in recovery mode.
Flashing quickly Unit is in factory configuration.
Solid on Unit has completed booting up process and is in either config 1 or
config2.
Off Not selected or SIM not inserted.
SIM LEDs Flashing SIM selected and data connection is being established.
Solid on SIM selected and registered on the network.
Both LEDs off Not connected or signal strength <= -113dBm.
Left LED on Connected and signal strength <= -89dBm.
) Right LED off
Signal LEDs
Left LED off Connected and signal strength between -89dBm and -69dBm.
Right LED on
Both LEDs on Connected and signal strength >-69dBm.
Off WiFi not enabled.
WiFi LEDs Flashing Data activity on WiFi interface.
Solid on WiFi is enabled.

Table 6: LED behaviour and descriptions

Note: when a data connection does not exist, none of the signal LEDs will light
regardless of signal strength.

3.2 GW1000 and GW1000M Series Ethernet port LED behaviour

The Ethernet port has two physical LEDs, one is green and one is amber. When looking
at the port the green LED is on the left and is the only active LED.

Figure 9: Ethernet LED on the rear of the GW1000 Series router

Off No physical Ethernet link detected
Link LED
(green) Oon Physical Ethernet link detected
Flashing Data is being transmitted/ received over the link

Table 7: The Ethernet LEDs activity descriptions
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4: Installing a router into a vehicle

4 Installing a router into a vehicle

The type of cable you need depends on your application and vehicle. You will have
received either a fused or non-fused power cable for the installation.

4.1 Installing a router into a vehicle using a non-fused power cable

Install the router using the vehicle installation power cable 840-00076 provided.

(1) Cosresnr Mss werit S sicust stardi

{ A — i
! A i i A r
‘ ‘ T ] L it Fad P
| 1| FELLOWY
~

I'_._‘) LBTEATION L et ZOTerE wide

@

\ieew AN i T front of e Consector

e s i rerm s weh sts sl FUC shast

Figure 10: 840-00096 3 core power cable

e Link pins 1 and 2 and bring out on a BLACK ground wire.

e Wire pin 3 and bring out on a BLUE wire to a 12V switched vehicle ignition wire.
e Link pins 5 and 6 and bring and bring out on a RED 12v permanent wire.

e Wire pin 4 and bring out on a YELLOW voltage sense wire.

¢ Plug the 6 pin connector into the router.

Note: requires 5 amp fuse in series with red and blue wires.

4.2 Installing a router into a vehicle using a fused power cable

Install the router using the vehicle installation power cable 840-00105 provided.
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Figure 11: 840-00105 3 core power cable
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4: Installing a router into a vehicle

(€D) Connector: Molex Microfit 6circuit standard

2 Label 20mm wide

(€)) Each wire is 1.0mm square, with overall PVC sheath
4 Fuse

Note: Requires 5 amp fuse in series with red and blue wires

Table 8: Power cable descriptions

e Connect the BLACK wire to a ground wire.
e Connect the BLUE wire to a 12V switched vehicle ignition wire.
e Connect the RED wire to a 12V permanent wire.

Plug the 6 pin connector into the router.

© Virtual Access 2018
GW1000 Series User Manual
Issue: 2.3 Page 24 of 463




5: Factory configuration extraction from SIM card

5 Factory configuration extraction from SIM card

Virtual Access routers have a feature to update the factory configuration from a SIM
card. This allows you to change the factory configuration of a router when installing the

SIM.

1. Make sure the SIM card you are inserting has the required configuration written on it.
2. Ensure the router is powered off.

3. Hold the SIM 1 card with the chip side facing down and the cut corner front left.

4. Gently push the SIM card into SIM slot 1 until it clicks in.

5. Power up the router.

Depending on the model, the power LED and/or the configuration LED flash as usual.

The SIM LED starts flashing. This indicates the application responsible for 3G and
configuration extraction management is running. It also means the update of the
configuration is happening.

When the update is finished, depending on the model, the power LED and/or the
configuration LED blink alternatively and very fast for 20 seconds.

Note: factory configuration extraction is only supported on maobile modules that support
phone book operations.
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6: Accessing the router

6 Accessing the router

Access the router through the web interface or by using SSH. By default, Telnet is

disabled.

6.1 Configuration packages used

Package Sections
dropbear dropbear
system main
uhttpd main

cert

6.2 Accessing the router over Ethernet using the web interface

DHCP is disabled by default, so if you do not receive an IP address via DHCP, assign a

static IP to the PC that will be connected to the router.

PC IP address 192.168.100.100
Network mask 255.255.255.0
Default gateway 192.168.100.1

Assuming that the PC is connected to Port A on the router, in your internet browser, type
in the default local IP address 192.168.100.1, and press Enter. The Authorization page

appears.

Authorization Required

Please enter your username and password

Username root
Password | =====

Login Reset

Figure 12: The login page

The password may vary depending on the factory configuration the router has been
shipped with. The default settings are shown below. The username and password are

case sensitive.
In the username field, type root.
In the Password field, type admin.

Click Login. The Status page appears.
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6: Accessing the router

6.3 Accessing the router over Ethernet using an SSH client
You can also access the router over Ethernet, using Secure Shell (SSH) and optionally
over Telnet.

To access CLI over Ethernet start an SSH client and connect to the router’'s management
IP address, on port 22: 192.168.100.1/24.

On the first connection, you may be asked to confirm that you trust the host.

PUTTY Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1040 ehee:21:F1:06:74:80:a8ef 6o d0:db:33: 2difer 51
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on cennecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Yes No Cancel

Figure 13: Confirming trust of the routers public key over SSH

o ==

Figure 14: SSH CLI logon screen

In the SSH CLI logon screen, enter the default username and password.
Username: root

Password: admin

6.3.1 SCP (Secure Copy Protocol)

As part of accessing the router over SSH, you can also use SCP protocol. Use the same
user authentication credentials as for SSH access. You can use SCP protocol to securely,
manually transfer files from and to the router’'s SCP server.

No dedicated SPC client is supported; select the SCP client software of your own choice.
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6: Accessing the router

6.4 Accessing the router over Ethernet using a Telnet client

Telnet is disabled by default, when you enable Telnet, SSH is disabled.

To enable Telnet, enter:

root@VA router: ~# /etc/init.d/dropbear disable

root@VA router: ~# reboot

To re-enable SSH, enter:

root@VA router: ~# /etc/init.d/dropbear enable

root@VA router: ~# reboot

Note: as SSH is enabled by default, initial connection to the router to enable Telnet
must be established over SSH.

6.5 Configuring the password

6.5.1

Configuration packages used

Package Sections

system main

6.6 Configuring the password using the web interface

To change your password, in the top menu click System -> Administration. The
Administration page appears.

Router Password

Changes the administrator password for accessing the device

Password =

Confirmation &

Figure 15: The router password section

In the Router Password section, type your new password in the password field and then
retype the password in the confirmation field.

Scroll down the page and click Save & Apply.

Note: the username ‘root’ cannot be changed.
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6: Accessing the router

Web Field/UCIl/Package Option Description

Web: Password Defines the root password. The password is displayed encrypted

UCI: system.main.password via the CLI using the ‘hashpassword’ option.

Opt: password UCI: system.main.hashpassword

Opt: hashpassword

6.7 Configuring the password using UCI
The root password is displayed encrypted via the CLI using the hashpassword option.

root@VA router:~# uci show system
system.main=system
system.main.hostname=VA_router

system.main.hashpassword=$1$jRX/x8A/$U5kLCMpi9dcahRhOlI7ezV1
If you are changing the password using UCI, enter the new password in plain text using

the password option.
root@VA_ router:~# uci system.main.password=newpassword

root@VA router:~# uci commit

The new password will take effect after reboot and will now be displayed in encrypted
format via the hashpassword option.

6.8 Configuring the password using package options
The root password is displayed encrypted via the CLI using the hashpassword option.

root@VA router:~# uci export system

package system

config system "main”
option hostname "VA router”

option hashpassword "$13$wRYYi1JOz$EeHN.GQcxXhRgNPVbgxVw

If you are changing the password using UCI, enter the new password in plain text using
the password option.

package system

config system "main”
option hostname "VA router®
option hashpassword "$1$wRYY iJOz$EeHN.GQcxXhRgNPVbgxVw

option password “newpassword’

The new password will take effect after reboot and will now be displayed in encrypted
format via the hashpassword option.
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6: Accessing the router

6.9 Accessing the device using RADIUS authentication

You can configure RADIUS authentication to access the router over SSH, web or local
console interface.

package system

config system "main”
option hostname "VirtualAccess”

option timezone "UTC*

config pam_auth
option enabled "yes”
option pamservice "login”
option pammodule "auth*®
option pamcontrol "sufficient”
option type "radius”
option servers "192.168.0.1:3333|test]20 192.168.2.5]secret]|10"

config pam_auth
option enabled "yes”
option pamservice "sshd”
option pammodule "auth*®

option pamcontrol "sufficient” it checks package
management_users

option type "radius”

option servers "192.168.0.1:3333|test]|20 192.168.2_.5]secret]10"

config "pam_auth”
option enabled "yes”
option pamservice "luci”
option pammodule "auth*®
option pamcontrol "sufficient”
option type "radius”

servers "192.168.0.1:3333|test]20 192.168.2.5|secret]10"

© Virtual Access 2018
GW1000 Series User Manual
Issue: 2.3 Page 30 of 463



6.10

6: Accessing the router

UCI/Package Option

Description

UCI: system.@pam_auth[0].enabled=yes | Enables and disables RADIUS configuration sections.
Opt: enabled yes Enables following RADIUS
configuration section.
no Disables following RADIUS
configuration section.
UCI: system.@pam_auth[0].pamservice Selects the method which users should be authenticated by.
Opt: pamservice login User connecting over console cable.
sshd User connecting over SSH.
luci User connecting over web.
UCI: system.@pam_auth[0].pamcontrol Specifies authentication behaviour after authentication fails or
Opt: pamcontrol connection to RADIUS server is broken.
Sufficient First authenticates against remote
RADIUS if password authentication
fails then it tries local database
(user defined in package
management_users)
Required If either authentication fails or
RADIUS server is not reachable
then user is not allowed to access
the router.
[success=done Local database is only checked if
new_authtok_reqd=done | RADIUS server is not reachable.
authinfo_unavail=ignore
default=die]
UCI: Enables user authentication.

system.@pam_auth[0].pammodule.auth

Opt: pammodule

UCI: system.@pam_auth[0].type.radius Specifies the authentication method.

Opt: type

UCI: system.@pam_auth[0].servers Specifies the RADIUS server or multiple servers along with port
Opt: servers number and password. The example below explains the syntax.

192.168.0.1:3333|test|20 192.168.2.5|secret|10

Table 9: Information table for RADIUS authentication

Accessing the device using TACACS+ authentication

TACACS+ authentication can be configured for accessing the router over SSH, web or
local console interface.

package system

config system "main”

option hostname "VirtualAccess*®

option timezone "UTC*®

config pam_auth

option enabled "yes”

option pamservice "sshd®
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6: Accessing the router

option
option
option

option

config pam_auth

option
option
option
option
option
option

option

config pam_auth

option
option
option
option
option
option

option

config pam_auth

option
option
option
option
option

option

config pam_auth

option
option
option
option

option

pammodule “auth*®

pamcontrol "sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

enabled "yes*®

pamservice "sshd®

pammodule “account*®

pamcontrol "sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

args "service=ppp"

enabled "yes*

pamservice "sshd®

pammodulle "session*®

pamcontrol "sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

args "service=ppp"

enabled "yes*

pamservice "luci”

pammodule "auth*®

pamcontrol "sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

enabled "yes*
pamservice "luci”
pammodulle "account*”
pamcontrol "sufficient”

type "“tacplus”
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6: Accessing the router

config pam_auth

config pam_auth

config pam_auth

config pam_auth

option

option

option
option
option
option
option
option

option

option
option
option
option
option

option

option
option
option
option
option
option

option

option
option
option
option
option
option

option

servers "192.168.0.1:49|secret”

args "service=ppp"

enabled "yes*

pamservice "luci®

pammodule "session”®

pamcontrol “sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

args "service=ppp"

enabled "yes*

pamservice "login”

pammodule "auth*®

pamcontrol “sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

enabled "yes*

pamservice "login”

pammodule “account*®

pamcontrol “sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

args "service=ppp"

enabled "yes*

pamservice "login”

pammodule "session”®

pamcontrol “sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

args "service=ppp"
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UCI/Package Option

Description

UCI: system.@pam_auth[0].enabled=yes

Opt: enabled

Enables and disables TACACS configuration sections.

yes Enables following TACACS
configuration section.
no Disables following TACACS

configuration section.

UCI: system.@pam_auth[0].pamservice
Opt: pamservice

Selects the method which users should be authenticated by.

login User connecting over console cable.
sshd User connecting over SSH.
luci User connecting over web.

UCI: system.@pam_auth[0].pamcontrol

Opt: pamcontrol

Specifies authentication behaviour after authentication fails or
connection to TACACS server is broken.

Sufficient First authenticates against
remote TACACS if password
authentication fails then it
tries local database (user
defined in package
management_users)

Required If either authentication fails
or TACACS server is not
reachable then user is not
allowed to access the router.

[success=done Local database is only
new_authtok_reqgd=done | checked if TACACS server is
authinfo_unavail=ignore | not reachable.

default=die]

UCl:

system.@pam_auth[0].pammodule.auth

Opt: pammodule

Selects which TACACS module this part of configuration relates
to.

auth auth module provides the actual
authentication and sets credentials

account account module checks to make sure
that access is allowed for the user

session session module performs additional
tasks which are needed to allow
access

system.@pam_auth[0].type=tacplus
Opt: type

Specifies the authentication method.

UCI: system.@pam_auth[0].servers

Opt: servers

Specifies the TACACS servers along with port number and
password. The example below explains the syntax.

192.168.0.1:49]|secret '

UClI:

system.@pam_auth[1].args=service=ppp

Opt: args

Additional arguments to pass to TACACS serer.

Table7: Information table for TACACS authentication

SSH

SSH allows you to access remote machines over text-based shell sessions. SSH uses
public key cryptography to create a secure connection. These connections allow you to
issue commands remotely via a command line.
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mailto:system.@pam_auth%5B1%5D.args=service=ppp

6.11.1

6.11.2

6: Accessing the router

The router uses a package called Dropbear to configure the SSH server on the box. You
can configure Dropbear via the web interface or through an SSH connection by editing
the file stored on: /etc/config_name/dropbear.

Configuration packages used

Package

Sections

dropbear

dropbear

SSH access using the web interface

In the top menu, click System -> Administration. The Administration page appears.
Scroll down to the SSH Access section.

Status - em - Services » Network =  Logout

SSH Access

Dropbear offers SSH network shell access and an integrated SCP server

Dropbear Instance
Delete
Interface 1G: B
ADSL: 55
lan: W&
lan1: Sl

loopback: j*l

ly on the given inferface or, if unspecified, on all

Port 22 @ Specifies the listening port of this Dropbear instance

Password ¥ @ Allow SSH password authentication
authentication

Allow root logins with ~ # @ Allow the root user to login with password

password
Gateway ports @ Allow remote hosts fo connect to local SSH forwarded ports
Idle Session Timeout @ Remote session will be closed after this many seconds of inactivity
(seconds)

Add

Figure 16: The SSH access section
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Web Field/UCI1/Package Option Description

Basic settings

Web: Interface

UCI: dropbear.@dropbear[0].Interface
via the web GUI.

Listens only on the selected interface. If unspecified is checked,
listens on all interfaces. All configured interfaces will be displayed

Opt: interface

listens on all interfaces.

Configured interface names.

Specifies the listening port of the Dropbear instance.

(unspecified)
Range

Web: Port

UCI: dropbear.@dropbear[0].Port 22

Opt: port Range

0-65535

Web: Password authentication

If enabled, allows

SSH password authentication.

UCI:

Disabled.

dropbear.@dropbear[0].PasswordAuth

Enabled.

Opt: PasswordAuth

Web: Allow root logins with password

Allows the root us

er to login with password.

UCl: 0

Disabled.

dropbear.@dropbear[0].RootPasswordAuth 1

Enabled.

Opt: RootPasswordAuth

Web: Gateway ports

Allows remote hosts to connect to local SSH forwarded ports.

UCl: 0

Disabled.

dropbear.@dropbear[0].GatewayPorts 1

Enabled.

Opt: GatewayPorts

Web: Idle Session Timeout
UCI: dropbear.@dropbear[0].ldleTimeout

Defines the idle period where remote session will be closed after
the allocated number of seconds of inactivity.

30 seconds.

Defines a banner file to be displayed during login.

Opt: IdleTimeout 30

Range
Web: n/a
UCI: dropbear.@dropbear[0]. BannerFile /etc/banner
Opt: BannerFile Range

Specifies maximum login failures before session terminates.

Web: n/a
UCI: 10
dropbear.@dropbear[0].MaxLoginAttempts O-infinite

Opt: MaxLoginAttempts

Table 10: Information table for SSH access settings

Package dropbear using UCI

root@vA router:~# uci show dropbear
dropbear .@dropbear[0]=dropbear

dropbear .@dropbear[0] -PasswordAuth=on
dropbear .@dropbear[0] -RootPasswordAuth=on
dropbear .@dropbear[0] -GatewayPorts=0
dropbear.@dropbear[0] - IdleTimeout=30
dropbear.@dropbear[0] -Port=22

dropbear .@dropbear[0] -MaxLoginAttempts=3

Package dropbear using package options
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root@VA_ router:~# uci export dropbear
package dropbear
config dropbear*®
option PasswordAuth "on*
option RootPasswordAuth "on
option Port "22¢
option GatewayPorts “0~
option ldleTimeout “30~

option MaxLoginAttempts "3"

6.13 Certs and private keys

Certificates are used to prove ownership of a public key. They contain information about
the key, its owner’s ID, and the digital signature of an individual that has verified the
content of the certificate.

In asymmetric cryptography, public keys are announced to the public, and a different
private key is kept by the receiver. The public key is used to encrypt the message, and
the private key is used to decrypt it.

To access certs and private keys, in the top menu, click System -> Administration.
The Administration page appears. Scroll down to the Certs & Private Keys section.

Certificates & Private Keys

Certificates and private keys used for various services could be uploaded here

IPsec Certificates and | Choose file | No file chosen @

Keys  Upload a * targz file containing certificates and/or private keys. All the ipsec certs previously uploaded will be deleted when new ones uploaded. Archive structure
should r of /etelipsec.d folder. Every file should be in one of 8 subfolders according fo it's purpose:
private (private keys) certs (entity certs)
cris (revocation lists)
cacerts (CA ¢
ocspcerts (OGSP si
aacerts (A
acerts (attribute certs)

r Gerts)
hority certs)

reqs (PKCS#10 cert requests)
More info

OpenVPN Certificates | Choose file | No file chosen @

and Keys Upload a * targz file cor will be deleted when new ones uploaded. OpenVPN

VA Certificates and | Choose file | No file chosen 2
Keys  Upload a * targe file containing certificates and/or private keys. All the va certs previously uploaded will be deleted when new ones uploaded. Archive structure
should match this of fetc/certs r which is similar to /etc/ipsec.d folder.

y Save & Apply " Reset

Figure 17: The certificates & private keys section

This section allows you to upload any certificates and keys that you may have stored.
There is support for IPSec, OpenVPN and VA certificates and keys.

If you have generated your own SSH public keys, you can input them in the SSH Keys
section, for SSH public key authentication.
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SSH-Keys

Here you can paste public S5H-Keys (one per line) for S5H public-key authentication

Figure 18: The SSH-keys box

6.14 Configuring a router’s web server

The router’s web server is configured in package uhttpd. This file defines the behaviour
of the server and default values for certificates generated for SSL operation. uhttpd
supports multiple instances, that is, multiple listen ports, each with its own document
root and other features, as well as cgi and lua. There are two sections defined:

Main: this uHTTPd section contains general server settings.

Cert: this section defines the default values for SSL certificates.

6.14.1 Configuration packages used

Package Sections
uhttpd main
cert

To configure the router’s HTTP server parameters, in the top menu, select Services ->
HTTP Server. The HTTP Server page has two sections.

Main Settings Server configurations

Certificate Settings SSL certificates.
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6.14.2 Main settings

HTTP Server

Configuration of the Hitp Server used for management of the device

Main Settings

Basic configuration of the Hitp Server

Port

Address and Port

Key file etciuhtipd

until the timeout expired

fc1918 filter  [¥]

Listen Addressand ~ 0.0.0.0:80 =

@ Specifies the ports and addresses to listen on for
requests. Use 0.0.0.0:80 {o bind at port 80 only on IPvd interfaces or [:]-80 fo serve only [Py

Secure Listen 0.0.0.0:443 ]

@ Specifies the ports and addresses to listen on for encrypted HTTPS access
f o ¥
Home path WW @ Defines the server document root.
Certfile | fetciubitpd et BE @ PEM certificate used to serve HTTPS connections
B i@ PEM private key used fo serve HTTPS connections.

CGl prefix cgi-bin @ Defines the prefix for CGl scripts, reiative to the document root. C!

activity occured for the specified number of seconds

ber is given, the server will affempt to serve both 1Pv4 and IPv6

is disabled if this option is missing

Script timeout (s) (4 @ Maximum wait time for GGl or Lua requests mn seconds. Requested executables are terminated if no output was generated

MNetwork timeout (s) @ Maximum wait time for network activity. Requested executables are terminated and connection is shut down if no network

Figure 19: HTTP server settings

Web Field/UCI1/Package Option

Description

Web: Listen Address and Port
UCI: uhttpd.main.listen_http
Opt: list listen_http

Specifies the ports and addresses to listen on for plain HTTP
access. If only a port number is given, the server will attempt to
serve both IPv4 and IPv6 requests.

0.0.0.0:80 Bind at port 80 only on IPv4
[::]1:80 Bind at port 80 only on IPv6
Range IP address and/or port

Web: Secure Listen Address and Port
UCI: uhttpd.main.listen_https
Opt: list listen_https

access. The format

Specifies the ports and address to listen on for encrypted HTTPS
is the same as listen_http.

0.0.0.0:443 Bind at port 443 only
[::]:443
Range IP address and/or port

Web: Home path
UCI: uhttpd.main.home
Opt: home

Defines the server document root.

/www

Range

Web: Cert file
UCI: uhttpd.main.cert
Opt: cert

listen_https options

ASN.1/DER certificate used to serve HTTPS connections. If no
are given the key options are ignored.

/etc/uhttpd.crt

Range

Web: Key file
UCI: uhttpd.main.key
Opt: key

ASN.1/DER private key used to serve HTTPS connections. If no
listen_https options are given the key options are ignored.

/etc/uhttpd.key

Range
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Web: CGI profile Defines the prefix for CGI scripts, relative to the document root.
UCI: uhttpd.main.cgi_prefix CGI support is disabled if this option is missing.
Opt: cgi_prefix /cgi-bin
Range
Web: N/A Defines the prefix for dispatching requests to the embedded lua
UCI: uhttpd.main.lua_prefix interpreter, relative to the document root. Lua support is
. - disabled if this option is missing.
Opt: lua_prefix
/luci
Range
Web: N/A Specifies the lua handler script used to initialise the lua runtime
UCI: uhttpd.main.lua_handler on server start.
Opt: lua_handler /usr/lib/lua/luci/sgi/uhttpd.lua
Range
Web: Script timeout Sets the maximum wait time for CGI or lua requests in seconds.
UCI: uhttpd.main.script_timeout Requested executables are terminated if no output was
L - generated.
Opt: script_timeout
60
Range
Web: Network timeout Maximum wait time for network activity. Requested executables
UCI: uhttpd.main.network_timeout are terminated and connection is shut down if no network activity
. - occured for the specified number of seconds.
Opt: network_timeout
30
Range
Web: N/A Defines basic authentication realm when prompting the client for
UCI: uhttpd.main.realm credentials (HTTP 400).
Opt: realm OpenWrt
Range
Web: N/A Config file in Busybox httpd format for additional settings.
UCI: uhttpd.main.config Currently only used to specify basic auth areas.
Opt: config /etc/http.conf
Range
Web: N/A Index file to use for directories, for example, add index.php when
UCI: uhttpd.main.index_page using php.
Opt: index_page
Range
Web: N/A Virtual URL of file of CGI script to handle 404 requests. Must
UCI: httpd.main.error_page begin with ‘/’ (forward slash).
Opt: error_page
Range
Web: N/A Does not follow symbolic links if enabled.
UCI: uhttpd.main.no_symlinks 0 Disabled.
Opt: no_symlinks 1 Enabled.
Web: N/A Does not generate directory listings if enabled.
UCI: uhttpd.main.no_dirlists 0 Disabled.
Opt: no_symlinks 1 Enabled.
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Web: rfc 1918 filter

UCI: uhttpd.main.rfc1918 filter=1

Opt: rfc1918_filter

Enables option to reject requests from RFC1918 IPs to public

server IPs (DNS rebinding counter measure).

0

Disabled.

1

Enabled.

Table 11: Information table for http server basic settings

HTTP server using UCI

Multiple sections of the type uhttpd may exist. The init script will launch one webserver
instance per section.

A standard uhttpd configuration is shown below.

root@vA router:~# uci show uhttpd

uhttpd.main=uhttpd

uhttpd.main.listen_http=0.0.0.0:80
uhttpd.-main.listen_https=0.0.0.0:443

uhttpd.main.home=/www

uhttpd.main.rfcl918 filter=1

uhttpd.main.cert=/etc/uhttpd.crt

uhttpd.main.key=/etc/uhttpd.key

uhttpd.main.cgi_prefix=/cgi-bin

uhttpd.main.script_timeout=60
uhttpd.main.network timeout=30
uhttpd.main.config=/etc/http.conf
HTTP server using package options
root@VA router:~# uci export dropbear
config uhttpd "main”
list listen _http "0.0.0.0:80"
list listen_https "0.0.0.0:443"

option
option
option
option
option
option
option

option

home

rfc1918 filter "1°
cert "/etc/uhttpd.crt”
key "/etc/uhttpd.key*
cgi_prefix "/cgi-bin*®
script_timeout 60"
network timeout "30"

config "/etc/http.conf"

" /www "
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6.14.4 HTTPs server certificate settings

To configure HTTPs server certificate settings, in the top menu, select Services ->
HTTP Server. Scroll down to the Certificate Settings section.

Certificate Settings

Siet parsmelers for wtisl cenif

Figure 20: HTTP server certificate settings

Web Field/UCI/Package Option

Description

Web: Days

Validity time of the generated certificates in days.

UCI: uhttpd.px5g.days 730

Opt: days Range

Web: Bits Size of the generated RSA key in bits.
UCI: uhttpd.px5g.bits 1024

Opt: bits Range

Web: Country
UCI: uhttpd.px5g.country
Opt: country

1SO code of the certificate issuer.

Web: State
UCI: uhttpd.px5g.state
Opt: state

State of the certificate issuer.

Web: Location
UCI: uhttpd.px5g.location

Opt: location

Location or city of the certificate user.

Web: Commonname

UCI: uhttpd.commonname

Opt: commonname

Common name covered by the certificate. For the purposes of
secure Activation, this must be set to the serial number (EthO
MAC address) of the device.

Table 12: Information table for HTTP server certificate settings
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6.14.5 HTTPs server using UCI

root@vA router:~# uci show uhttpd.px5g
uhttpd.px5g=cert
uhttpd.px5g.days=3650
uhttpd.px5g.-bits=1024
uhttpd.px5g.country=IE
uhttpd.px5g.state=Dublin
uhttpd.px5g. location=Dublin
uhttpd.px5g.commonname=00EOC8000000
HTTPs server using package options
root@VvA router:~# uci export uhttpd
package uhttpdconfig "cert® "px5g-

option "days® "3650"

option "bits® "1024*

option "state” "Dublin-®

option "location®™ "Dublin*®

option "commonname® “O0OEOC8000000*"

6.15 Basic authentication (httpd conf)

For backward compatibility reasons, uhttpd uses the file /etc/httpd.conf to define
authentication areas and the associated usernames and passwords. This configuration
file is not in UCI format.

Authentication realms are defined in the format prefix:username:password with one
entry and a line break.

Prefix is the URL part covered by the realm, for example, cgi-bin to request basic auth
for any CGI program.

Username specifies the username a client has to login with.
Password defines the secret password required to authenticate.

The password can be either in plain text format, MD5 encoded or in the form $p$user
where the user refers to an account in /etc/shadow or /etc/passwd.

If you use $p$... format, uhttpd will compare the client provided password against the
one stored in the shadow or passwd database.
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Securing uhttpd

By default, uhttpd binds to 0.0.0.0 which also includes the WAN port of your router. To
bind uhttpd to the LAN port only you have to change the listen_http and listen_https
options to your LAN IP address.

To get your current LAN IP address, enter:

uci get network.lan.ipaddr
Then modify the configuration appropriately:

uci set uhttpd.main.listen_http="192.168.1.1:80"
uci set uhttpd.main.listen_https="192.168.1.1:443"

config "uhttpd® "main”
list listen_http 192.168.1.1:80
list listen_https 192.168.1.1:443

Displaying custom information via login screen

The login screen, by default, shows the hostname of the router in addition to the
username and password prompt. However, the router can be configured to show some
other basic information if required using a UDS script.

Note: this can only be configured via the command line.

Configuration packages used

Package Sections
luci main
uds script

Configuring login screen custom information

The luci package option login_page_info_template is configured with the path to a
UDS script that would render the required information on the right side of the login page.
The following example shows how to display serial number and mobile signal strength.

Note: this can only be configured via the command line.

. .. . ==

Authorization Required Serial: 00E0CA118678

Please enter your usemame and password Signal strength: =113 dBm

Usemame

Password

Login Reset

Figure 21: Example login screen displaying serial and signal strength
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Login screen custom information using UCI
root@VA router:~# uci show luci
luci.main=core

luci.main.login_page info_template=/tmp/uds/sysauth_template

root@vA router:~# uci show uds
uds.sysauth_template=script
uds.sysauth_template.enabled=1
uds.sysauth_template.exec_type=none
uds.sysauth_template.fname=sysauth_template.htm
uds.sysauth_template.type=none

uds.sysauth_template.text=Serial: <%=pcdata(luci.version.serial)%><br/> <%
local sig = luci.dispatcher.uci.cursor_state():get("mobile™, "3g 1 1",
"sig_dbm') or -113 sig = tonumber(sig) local hue = (sig + 113) * 2 local
hue = math_min(math_max(Chue, 0), 120) %> Signal strength: <h3
style=""color:hsl (<%=hue%>, 90%, 50%); display:inline;"><%=sig%></h3> dBm

Login screen custom information using package options
root@VvA router:~# uci export luci
package luci
config core “main’
option login_page info_template “/tmp/uds/sysauth_template’

root@VA router:~# uci export uds
package uds
config script “sysauth_template®

option enabled "1*

option exec_type "none-

option fname "sysauth_ template.htm®

option type "none*

list text "Serial: <%=pcdata(luci.version.serial)%><br/>"

list text "<% local sig =
luci .dispatcher.uci .cursor_state():get("mobile™, "3g 1 1", *"sig _dbm'™) or -
113"

list text "sig = tonumber(sig)”
list text "local hue = (sig + 113) * 2*
math.min(math.max(hue, 0), 120) %>"

list text "local hue

list text "Signal strength: <h3 style="color:hsl(<%=hue%>, 90%,
50%); display:inline;"><%=sig%></h3> dBm
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7 Router file structure

This section describes the file structure and location of essential directories and files on
Virtual Access routers.

Throughout this document, we use information tables to show the different ways to
configure the router using the router’s web interface and command line interface (CLI).

When showing examples of the command line interface we use the host name
‘VA_router’ to indicate the system prompt. For example, the table below displays what
the user should see when entering the command to show the current configuration in
use on the router:

root@vA router:~# va_config.sh

7.1 System information

General information about software and configuration used by the router is displayed on
the Status page. To view the running configuration file status on the web interface, in
the top menu, select Status -> Overview. This page also appears immediately after
you have logged in.

Status ~ System ~ Semvices ~ Network ~  Logout

Status
System

Router Name GWOo00

Router Model Virtual Access GW0031W-AAQ1TIE

Firmware Version VIE-16.00.55

Current Image/Config image2 / config2

Kernel Version 3212

Local Time Fri Aug 5 11:43:52 2016

Uptime Oh 10m 8s

Load Average 0.27, 0.35, 0.31

Figure 22: Example of the status page

System information is also available from the CLI if you enter the following command:

root@VvA router:~# va_vars.sh
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The example below shows the output from the above command.

VA_SERIAL:
VA_MODEL:

VA_ACTIVEIMAGE:
VA_ACTIVECONFIG:

VA_IMAGE1VER:
VA _IMAGE2VER:

OOE0C8121215
GW0O000
image2
configl
VIE-16.00.44
VIE-16.00.44

7.2 ldentify your software version

To check which software version your router is running, in the top menu, browse to
Status -= Overview.

Status

System
Router Name

Router Model

Firmware Version

Current Image/Config

Kernel Version

Local Time

Uptime

Load Average

GW0000

Virtual Access GW0O031W-AAQ179E

VIE-16.00.55

image2 / config2

3212

Fri Aug 5 11:43:52 2016

Oh 10m 8s

0.27, 0.35, 0.31

Figure 23: The status page showing a software version prior to 72.002

Status

System

Router Name

Router Model

Firmware Version

Current Image/Config

Kernel Version

Local Time

Uptime

Load Average

dmvpn

GW2028

LIS-15.00.72.002rc4

image1 / config1

3212

Thu Jan 26 14:46:03 2017

0h 39m 37s

1.02,053,048

Figure 24: The status page showing software version 72.002

In the Firmware Version row, the first two digits of the firmware version identify the
hardware platform, for example LIS-15; while the remaining digits: .00.72.002, show
the software version.
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7.3 Image files

The system allows for two firmware image files:
e imagel, and
e image2

Two firmware images are supported to enable the system to rollback to a previous
firmware version if the upgrade of one image fails.

The image names (imagel, image2) themselves are symbols that point to different
partitions in the overall file system. A special image name “altimage” exists which always
points to the image that is not running.

The firmware upgrade system always downloads firmware to “altimage”.

7.4 Directory locations for UCI configuration files

Router configurations files are stored in folders on:
e /etc/factconf,
e /etc/configl, and
e /etc/config2

Multiple configuration files exist in each folder. Each configuration file contains
configuration parameters for different areas of functionality in the system.

A symbolic link exists at /etc/config, which always points to one of factconf, configl or
config2 is the active configuration file.

Files that appear to be in /etc/config are actually in /etc/factconf|configl]|config2
depending on which configuration is active.

If /etc/config is missing on start-up, for example on first boot, the links and directories
are created with configuration files copied from /rom/etc/config/.

At any given time, only one of the configurations is the active configuration. The UCI
system tool (Unified Configuration Interface) only acts upon the currently active
configuration.

7.5 Viewing and changing current configuration

To show the configuration currently running, enter:

root@VA router:~# va_config.sh

To show the configuration to run after the next reboot, enter:

root@VA router:~# va_config.sh next

To set the configuration to run after the next reboot, enter:

root@VA router:~# va_config.sh -s [factconf]configl]config2]altconfig]
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7.6 Configuration file syntax

The configuration files consist of sections — or packages - that contain one or more
config statements. These optional statements define actual values.

Below is an example of a simple configuration file.

package "example®

config "example® "test-

option "string” "some value*

option "boolean” 1T

list "collection® “first item”

list “collection® “second item”

The config '‘example’ 'test’ statement defines the start of a section with the type example
and the name test.

Command Target Description

export [<config>] Exports the configuration in a machine
readable format. It is used internally to
evaluate configuration files as shell scripts.

import [<config>] Imports configuration files in UCI syntax.

add <config> <section-type> Adds an anonymous section of type-section
type to the given configuration.

add_list <config>.<section>.<option>=<string> Adds the given string to an existing list
option.

show [<config>[.<section>[.<option>]]] Shows the given option, section or
configuration in compressed notation.

get <config>.<section>[.<option>] Gets the value of the given option or the type
of the given section.

Set <config>.<section>[.<option>]=<value> Sets the value of the given option, or adds a
new section with the type set to the given
value.

delete <config>[.<section[.<option>]] Deletes the given section or option.

Table 1: Common commands, target and their descriptions

7.7 Managing configurations

7.7.1

Managing sets of configuration files using directory manipulation

Configurations can also be managed using directory manipulation.

To remove the contents of the current folder, enter:

root@vA router:/etc/configl# rm —F *
Warning: the above command makes irreversible changes.
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To remove the contents of a specific folder regardless of the current folder (config2),
enter:

root@vA router:/ # rm —f /etc/configl/*

Warning: the above command makes irreversible changes.

To copy the contents of one folder into another (config2 into configl), enter:

root@vA router:/etc/configl# cp /etc/config2/* /etc/configl

7.8 Exporting a configuration file

7.8.1

If you have software versions prior to 72.002, to export a configuration file using the
web interface, go to section 7.8.1.

If you have software version 72.002 or above, export a configuration file using the web
interface go to section 7.8.2.

To export a configuration file using UCI, for any software version, go to section 7.8.3.

Exporting a configuration file using the web interface for software
versions pre- 72.002
The current running configuration file may be exported using the web interface.

In the top menu, select System > Backup/Flash Firmware. The Flash operations
page appears.

Status = System» Sepvices = Network=  Logout

Flash operations

Backup / Restore

Click "Generate archive” to download the current configuration. To perform factory reset of alternative config (configl), click "Perform reset”

Download backup: Generate archive

Faciory Reset. Perform reset

To restore alternative config (config1), you can upload a previously generated backup file here

Restore backup: Choose file | No file chosen Upload archive..

Switch ta config1: Switch config

Flash new firmware image

Upload a Virtual Access provided image here to replace the running firmware

image: | Ghoose file | No file chosen Flash image
Switch to image1 Switch image
(VIE-16.00.583).

Figure 25: The flash operations page

In the Backup/Restore section, select Generate Archive.
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Exporting a configuration file using the web interface for software version
72.002 and above
The current running configuration file may be exported using the web interface.

In the top menu, select System > Flash Operations. The Flash operations page
appears.

Flash Operations

Current Operational Status After Reboot Operations

Imags 1

Reboot using Active Configuration

he dewice. The image and canfig that will be used are shown in green above

Factory Reset
Here you can res

Figure 26: The flash operations page
In the Flash Operation section, click the configuration file in the Contents column to
download it.
Exporting a configuration file using UCI

You can view any configuration file segment using UCI.

To export the running configuration file, enter:

root@VvA router:~# uci export

To export the factory configuration file, enter:

root@vA_ router:~# uci —c /etc/factconf/ export

To export configl or config2 configuration file, enter:

root@VA router:~# uci —c /etc/configl/ export
root@VvA router:~# uci —c /etc/config2/ export

7.9 Importing a configuration file

If you have software versions prior to 72.002, to import a configuration file using the
web interface, go to section 7.9.1.

If you have software version 72.002 or above, to import a configuration file using the
web interface go to section 7.9.2.
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To import a configuration file using UCI, for any software version, go to section 7.9.3.

Importing a configuration file using the web interface for software
versions pre- 72.002

You can import a configuration file to the alternate configuration segment using the web
interface. This will automatically reboot the router into this configuration file.

In the top menu, select System > Backup/Flash Firmware. The Flash operations
page appears.

Logout

Flash operations

Backup / Restore

Click "Generaie archive" to download the current configuration. To perform faciory reset of alternative config (config1), click "Perform reset"

Download backup Generate archive

Factory Reset Perform reset

To restore altermative config (config1), you can upload a previously generated backup file here

Restore backup Choose file | No file chosen Upioad archive

Switch to config1 Switch config

Flash new firmware image

Upload a Virtual Access provided image here 1o replace the running firmware

Image Choose file | No file chosen Flash image..
Switch to image1 Swiich image
(VIE-16.00.53)

Figure 27: The flash operations page

Under Backup/Restore, choose Restore Backup: Choose file. Select the appropriate
file and then click Upload archive.

System - Restoring...

The system restoring alternative config from the backup

]
= Waiting for router...

Figure 28: The system —restoring...page

When the ‘waiting for router’ icon disappears, the upgrade is complete, and the login
homepage appears.
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7.9.2 Importing a configuration file using the web interface for software version
72.002 and above

You can import a configuration file to the alternate configuration segment using the web
interface.

In the top menu, select System > Flash Operations. The Flash operations page
appears.

Flash Operations

Coments Current Operational Status Aftor Reboot Operations
Image 1 LIS-15.00 72.002ec1 active will b active
Image 2 LIS-15.00.72.002rc1 Make active (after reboot| Flash image
Config 1 Confy active will be active
Caonig 2 Config Make active (after rebaot) Upload new
Factory Carfig Configuration (12203 bytas Make active (after rebost)

Reboot using Active Configuration

Reboot the device. The image snd cong that wil be used ars shown in green sbove

Reboat Now

Factory Reset
He

which ta preserve). B you have no preferanca then sithar can ba ussd

Figure 29: The flash operations page

In the Operations column, click Upload new. Select the appropriate file.

Flash Operations

Imported uploaded file to config2

Contents Current Operational Status Atier Reboot Operations
Image 1 LIS-15.00.72.002rc1 Make active (after reboat) Flash image
Image 2 LI5-15.00.72.002rc1 active will be sctive
Config 1 Configuration (19013 bytes) active will be active
Config 2 Configuration (19619 bytes) Make active (after reboot) Upload new
Factary Config Configuration (12203 bytes) Make active (aller reboot)

Reboot using Active Configuration

Reboot the device. The image and config that will be used are shown in green above

Reboot Now

Factory Reset
Here you can reset the router to factory cenfiguration
On reboot. the factory defaults will be running and you will be able to make changes ta the configuration

A choice of config 1 or config 2 is given in case you have a preference for which config to use (and which to preserve). f you have no preference then either can be usad

Factory Reset Config 1 | Factory Reset Config 2

Figure 30: The flash operations succeed upload configuration page

If you select ‘Flash image and do not reboot’, the router will only run this configuration if
you click OK to return to the Flash Operations page. There you can manually select
Made Active (after reboot). Then click Reboot Now in the ‘Reboot using Active
Configuration’ section.
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7.9.3 Importing a configuration file using UCI

You can import a configuration file to any file segment using UCI.
To import to configl, enter:
root@VvA router:~# uci —c /etc/configl/ import

<paste in config Ffile>

<CTRL-D>

Note: it is very important that the config file is in the correct format otherwise it will not
import correctly.
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8 Using the Command Line Interface

This chapter explains how to view Virtual Access routers' log files and edit configuration
files using a Command Line Interface (CLI) and the Unified Configuration Interface (UCI)
system. Some commands may vary between router models.

8.1 Overview of some common commands

Virtual Access routers’ system has an SSH server typically running on port 22.
The factconf default password for the root user is admin.
To change the factconf default password, enter:

root@VA router:/# uci set system.main.password=""***x*x

root@VA router:/# uci commit system

To reboot the system, enter:

root@VvA router:/# reboot

The system provides a Unix-like command line. Common Unix commands are available
such as Is, cd, cat, top, grep, tail, head, more and less.

Typical pipe and redirect operators are also available, such as: >, >>, <, |

The system log can be viewed using any of the following commands:

root@vA router:/# logread
root@VA router:/# logread | tail
root@vA router:/# logread —F

These commands will show the full log, end of the log (tail) and continuously (-f). Enter
Ctrl-C to stop the continuous output from logread -f.

To view and edit configuration files, the system uses the Unified Configuration Interface
(UCI) which is described further on in this chapter. This is the preferred method of
editing configuration files. However, you can also view and edit these files using some of
the standard Unix tools.

For example, to view a text or configuration file in the system, enter:

root@vA router:/# cat /etc/passwd
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The command output information shows the following, or similar output.

root:x:0:0:root:/root:/bin/ash

daemon:*:1:1:daemon:/var:/bin/false

ftp:*:55:55:Ftp:/home/ftp:/bin/false

sftp:*:56:56:sftp:/var:/usr/lib/sftp-server

network:*:101:101:network:/var:/bin/false
nobody:*:65534:65534:nobody:/var:/bin/false

To view files in the current folder, enter:

root@vA router:/# Is

bin etc lib opt
bkrepos home linuxrc proc
dev init mnt root

For more details add the -1 argument:

root@vA router:/# Is -1

drwxrwxr-x 2 root root
drwxr-xr-x 5 root root
drwxrwxr-x 1 root root
drwxr-xr-x 1 root root
drwxr-xr-x 2 root root
drwxr-xr-x 7 root root
dr-xr-xr-x 58 root root
drwxr-xr-x 16 root root
drwxr-xr-x 1 root root
drwxrwxr-x 2 root root
drwxr-xr-x 11 root root
drwxrwxrwt 10 root root
drwxr-xr-x 1 root root
I rwxrwxrwx 1 root root
drwxr-xr-x 4 root root

642
1020

o O w o o

223

612

300

67

lay

var -> /tmp

sbin usr

sys var

tmp www

Jul 16 2012 bin
Jul 4 01:27 dev
Jul 3 18:41 etc
Jul 9 2012 lib
Jul 16 2012 mnt
Jan 1 1970 over
Jan 1 1970 proc
Jul 16 2012 rom
Jul 3 22:53 root
Jul 16 2012 sbin
Jan 1 1970 sys
Jul 4 01:27 tmp
Jul 3 11:37 usr
Jul 16 2012
Jul 16 2012 www
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To change the current folder, enter cd followed by the desired path:

root@VA router:/# cd /etc/configl

root@vA router:/etc/configl#

Note: if the specified directory is actually a link to a directory, the real directory will be
shown in the prompt.

To view scheduled jobs, enter:

root@vA router:/# crontab —I

0 * * * * slaupload OOFF5FF92752 TFTP 1 172.16.250.100 69

To view currently running processes, enter:

root@vA router:/# ps

PID

0 o U~ WN PP

89
92
93
94

424

549

563
6712
6824
7296

374

375

384

385

Uid

root
root
root
root
root
root
root
root
root
root
root
root

root

root
root
root
root
root
root
root
root

VmSize Stat Command

356

344
356
348
300
320

364

336
392
588
444
344
400
396

S
DW
RWN
Sw
SW
Sw

;UU);UU)U)U)U)U)U)U)U)U)U)%)

X
=

init

[keventd]

[ksoftirqd_CPUO]

[kswapd]

[bdflush]

[kupdated]

[mtdblockd]

logger -s -p 6 -t

init

syslogd -C 16

klogd

wifi up

httpd -p 80 -h /www -r VA_router
crond -c /etc/crontabs
/usr/sbin/dropbear
/usr/sbin/dropbear

-ash

ps ax

/bin/sh /sbin/hotplug button
/bin/sh /sbin/hotplug button
[keventd]
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To search for a process, enter: pgrep -fl '<process name or part of name>':

root@VA router:/# pgrep -fl “wifi
424 root 320 S wifi up

To kill a process, enter the PID:

root@vA router:~# Kkill 424

8.2 Using Unified Configuration Interface (UCI)

The system uses Unified Configuration Interface (UCI) for central configuration
management. Most common and useful configuration settings can be accessed and
configured using the UCI system.

UCI consists of a Command Line Utility (CLI), the files containing the actual configuration
data, and scripts that take the configuration data and apply it to the proper parts of the
system, such as the networking interfaces. Entering the command ‘uci’ on its own will
display the list of valid arguments for the command and their format.

root@VA_ router:/lib/config# uci

Usage: uci [<options>] <command> [<arguments=>]

Commands:

export [<config>]

import [<config>]

changes [<config>]

commit [<config>]

add <config> <section-type>

add_list <config>.<section>.<option>=<string>

show [<config>[.<section>[.<option>]]]

get <config>.<section>[ .<option>]

set <config>.<section>[.<option>]=<value>
delete <config>[-<section[.-<option>]]

rename <config>.<section>[.<option>]=<name>
revert <config>[ .-<section>[.<option>]]
Options:

-c <path> set the search path for config files (default: /etc/config)
-d <str> set the delimiter for list values in uci show
-f <file> use <file> as iInput instead of stdin

-m when Importing, merge data into an existing package
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-p <path>
-P <path>

name unnamed sections on export (default)

don"t name unnamed sections

add a search path for config change files

add a search path for config change files and use as default

quiet mode (don"t print error messages)

force strict mode (stop on parser errors, default)

disable strict mode

do not use extended syntax on “show”

The table below describes commands for the UCI command line and some further
examples of how to use this utility.

Command Target Description
Writes changes of the given configuration file,
or if none is given, all configuration files, to
the filesystem. All "uci set", "uci add", "uci
rename" and "uci delete" commands are
commit [<config=>] staged into a temporary location and written to
flash at once with "uci commit". This is not
needed after editing configuration files with a
text editor, but for scripts, GUIls and other
programs working directly with UCI files.
. Exports the configuration in a UCI syntax and
export [<config=>] -
does validation.
import [<config>] Imports configuration files in UCI syntax.
. Lists staged changes to the given configuration
changes [<config=>] ) . 9 . 9 g . 'g
file or if none given, all configuration files.
" . Adds an anonymous section of type section-
add <config> <section-type> . . .
type to the given configuration.
add_list <config>.<section>.<option>=<string> Adds the given string to an existing list option.
. . . Shows the given option, section or
show [<config>[.<section>[.<option>]]] . . N . P -
configuration in compressed notation.
. . . Gets the value of the given option or the type
get <config>.<section>[.<option>] . .
of the given section.
Sets the value of the given option, or add a
set <config>.<section>[.<option>]=<value> new section with the type set to the given
value.
delete <config>[.<section[.<option>]] Deletes the given section or option.
" . . Renames the given option or section to the
rename <config>.<section>[.<option>]=<name> .
given name.
. . . Deletes staged changes to the given option,
revert <config>[.<section>[.<option>]] g 9 9 P

section or configuration file.

Table 13: Common commands, target and their descriptions

Note: all operations do not act directly on the configuration files. A commit command is

required after you have finished your configuration.

root@vA router:~# uci commit
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Using uci commit to avoid router reboot

After changing the port, uhttpd listens on from 80 to 8080 in the file /etc/config/uhttpd;
save it, then enter:

root@VvA router:~# uci commit uhttpd

Then enter:

root@VvA router:~# /etc/init.d/uhttpd restart

For this example, the router does not need to reboot as the changes take effect when
the specified process is restarted.

Export a configuration

Using the uci export command it is possible to view the entire configuration of the router
or a specific package. Using this method to view configurations does not show comments
that are present in the configuration file:

root@vA router:~# uci export httpd

package "httpd-
config “httpd*
option "port® "80°

option “home® “/www"

Show a configuration tree

The configuration tree format displays the full path to each option. This path can then be
used to edit a specific option using the uci set command.

To show the configuration ‘tree’ for a given config, enter:

root@VA router:/# uci show network

network. loopback=interface
network. loopback. i fname=1o
network. loopback.proto=static
network. loopback. ipaddr=127.0.0.1
network . loopback.netmask=255.0.0.0
network. lan=interface
network. lan. ifname=ethO

network. lan.proto=dhcp
network.wan=interface

network.wan.username=foo
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network.wan.password=bar
network.wan.proto=3g
network.wan.device=/dev/ttyACMO
network.wan.service=umts
network.wan.auto=0
network.wan.apn=arkessa.com
network.@va_switch[0]=va_switch
network.@va_switch[0] -ethO=A B C
network.@va_switch[0] .eth1=D

It is also possible to display a limited subset of a configuration:

root@VA router:/# uci show network.wan
network.wan=interface
network.wan.username=foo
network.wan.password=bar
network.wan.proto=3g
network.wan.device=/dev/ttyACMO
network.wan.service=umts
network.wan.auto=0

network._wan.apn=hs.vodafone.ie

Display just the value of an option
To display a specific value of an individual option within a package, enter:

root@vA router:~# uci get httpd.@httpd[0].-port
80
root@vA router:~#

High level image commands
To show the image running currently, enter:

root@VA router:~# vacmd show current image

To set the image to run on next reboot, enter:

root@VvA router:~# vacmd set next image [imagel]image2]altimage]

root@VA router:~# reboot
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Format of multiple rules

When there are multiple rules next to each other, UCI uses array-like references for
them. For example, if there are 8 NTP servers, UCI will let you reference their sections
as timeserver.@timeserver[0] for the first section; or timeserver.@timeserver[7]
for the last section.

You can also use negative indexes, such as timeserver.@timeserver[-1] -1’ means
the last one, and ‘-2’ means the second-to-last one. This is useful when appending new
rules to the end of a list.

root@vA router:/# uci show va eventd
va_eventd.main=va_eventd

va_eventd.main.enabled=yes

va_eventd.main.event _queue_file=/tmp/event_buffer
va_eventd.main.event queue_size=128K
va_eventd.@conn_tester[0]=conn_tester
va_eventd.@conn_tester[0].name=Pinger
va_eventd.@conn_tester[0].enabled=yes
va_eventd.@conn_tester[0]-type=ping
va_eventd.@conn_tester[0]-ping_dest_addr=192.168.250.100
va_eventd.@conn_tester[0].ping_success_duration_sec=5
va_eventd.@target[0]=target

va_eventd.@target[0] -name=MonitorSyslog
va_eventd.@target[0] -enabled=yes

va_eventd.@target[0] -type=syslog
va_eventd.@target[0].target _addr=192.168.250.100
va_eventd.@target[0]-.conn_tester=Pinger
va_eventd.@target[0]-suppress_duplicate forwardings=no
va_eventd.@forwarding[O]=forwarding
va_eventd.@forwarding[0] -enabled=yes
va_eventd.@forwarding[0] -className=ethernet
va_eventd.@fForwarding[0].target=MonitorSyslog
va_eventd.@fForwarding[1l]=Forwarding
va_eventd.@Forwarding[1].enabled=yes
va_eventd.@Forwarding[1].className=auth
va_eventd.@forwarding[1]-target=MonitorSyslog
va_eventd.@forwarding[2]=forwarding
va_eventd.@forwarding[2] -enabled=yes

va_eventd.@forwarding[2] -.className=adsl
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va_eventd.@forwarding[2] - target=MonitorSyslog
va_eventd.@Forwarding[3]=forwarding
va_eventd.@forwarding[3]-enabled=yes
va_eventd.@forwarding[3]-className=ppp

va_eventd.@forwarding[3].-target=MonitorSyslog

8.3 Configuration files

The table below lists common package configuration files that can be edited using uci
commands. Other configuration files may also be present depending on the specific
options available on the Virtual Access router.

File | Description

Management

/etc/config/autoload Boot up Activation behaviour (typically used in factconf)
/etc/config/httpclient Activator addresses and urls
/etc/config/monitor Monitor details

Basic

/etc/config/dropbear SSH server options

/etc/config/dhcp Dnsmasq configuration and DHCP settings
/etc/config/firewall NAT, packet filter, port forwarding, etc.
/etc/config/network Switch, interface, L2TP and route configuration
/etc/config/system Misc. system settings including syslog

Other

/etc/config/snmpd SNMPd settings

/etc/config/uhttpd Web server options (UHTTPd)
/etc/config/strongswan IPSec settings

8.4 Configuration file syntax

The configuration files usually consist of one or more config statements, so-called
sections with one or more option statements defining the actual values.

Below is an example of a simple configuration file.

package "example®

config "example® "test-

option "string” "some value*
option "boolean” 1"

list “"collection® ~“first item"
list “"collection® “second item®

The config "example®™ "“test” statement defines the start of a section with the type
example and the name test. There can also be so-called anonymous sections with only a
type, but no name identifier. The type is important for the processing programs to
decide how to treat the enclosed options.
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The option "string™ "some value®™ and option "boolean®™ "1" lines define simple
values within the section.

Note: there are no syntactical differences between text and boolean options. Per
convention, boolean options may have one of the values '0', 'no’, 'off' or 'false’ to
specify a false value or '1' , 'yes', 'on' or "true' to specify a true value.

In the lines starting with a list keyword, an option with multiple values is defined. All list
statements that share the same name collection in our example will be combined into a
single list of values with the same order as in the configuration file.

The indentation of the option and list statements is a convention to improve the
readability of the configuration file but it is not syntactically required.

Usually you do not need to enclose identifiers or values in quotes. Quotes are only
required if the enclosed value contains spaces or tabs. Also it is legal to use double-
quotes instead of single-quotes when typing configuration options.

All of the examples below are valid syntax.

option example value
option “"example® value
option example "value"
option "example" “value*

option “example® "value™

In contrast, the following examples are not valid syntax.

option “example'™ "value®

Quotes are unbalanced.

option example some value with space
Missing quotes around the value.
It is important to note that identifiers and config file names may only contain the

characters a-z, A-Z, 0-9 and _. However, option values may contain any character, as
long they are properly quoted.
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9 Upgrading router firmware

This chapter describes how to upgrade router firmware. The upgrade process is as
follows:

e Firmware is transferred to the device.

e Firmware is checked to ensure there are no corruptions.
e Firmware is saved to persistent storage.

e Data in persistent storage is validated.

To avoid any unrecoverable errors during the process, you must follow several safety
steps described in this chapter.

On successful completion of the process, you can restart the device running the new
firmware.

9.1 Software versions

9.1.1

If you have software versions prior to 72.002, to upgrade firmware using the web
interface, go to section 9.1.2.

If you have software version 72.002 or above, to upgrade firmware using the web
interface go to section 9.1.3.

To upgrade firmware using CLI, for any software version, go to section 9.2.

Identify your software version

To check which software version your router is running, in the top menu, browse to
Status -= Overview.

Status
System
Router Name GWO000
Router Model Virtual Access GW0O031W-AAQ179E
Firmware Version VIE-16.00.55
Current Image/Config image2 / config2
Kernel Version 3.2.12
Local Time Fri Aug 5 11:43:52 2016
Uptime Oh 10m 85
Load Average 027, 0.35, 0:31

Figure 31: The status page showing a software version prior to 72.002
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Status

System
Router Name
Router Model
Firmware Version
Current Image/Config
Kernel Version
Local Time
Uptime

Load Average

dmvpn

GW2028
LI5-15.00.72.002rc4
image1 / config1

3212

Thu Jan 26 14:46:03 2017
0h 39m 37s

1.02,053,048

Figure 32: The status page showing software version 72.002

In the Firmware Version row, the first two digits of the firmware version identify the
hardware platform, for example LIS-15; while the remaining digits: .00.72.002, show

the software version.

Upgrading router firmware for software versions pre- 72.002

Copy the new firmware issued by Virtual Access to a PC connected to the router.

In the top menu, select System tab -> Backup/Flash Firmware. The Flash operations

page appears.

Flash operations
Backup / Restore

Download backup: Generate archive

Factory Reset: Perform reset

Switch to config1: Switch config

Flash new firmware image

Switch to image2 Switch image

(VIE-16.00.53):

Restore backup: | Choose file | No file chosen

Image: | Choose file | No file chosen

Network ~

Upload archive...

Upload a Virtual Access provided image here to replace the running firmware.

Flash image...

Logout

Click "Generate archive” to download the current configuration. To perform factory reset of alternative config (config1), click "Perform reset".

To restore alternative config (config1), you can upload a previously generated backup file here.

Figure 33: The flash operations page
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Under Flash new firmware image, click Choose File or Browse.

Note: the button will vary depending on the browser you are using.

Select the appropriate image and then click Flash Image. The Flash Firmware — Verify

page appears.

Flash Firmware - Verify

Click "Proceed" below to start the flash procedure.

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.

Cancel

Proceed

Figure 34: The flash firmware - verify page

Click Proceed. The System — Flashing... page appears.

System - Flashing...

The system is flashing now
DO NOT POWER OFF THE DEVICE!

Waiti
= Waiting for router
"

\Wait a few minutes until you try to reconnect. It might be necessary to renew the address of your computer to reach the device again, depending on your settings

Figure 35: The system — flashing...page

When the ‘waiting for router’ icon disappears, the upgrade is complete, and the login

homepage appears.

To verify that the router has been upgraded successfully, click Status in the top menu.

The Firmware Version shows in the system list.

Status

System
Router Name
Router Model
Firmware Version
Current Image/Config
Kernel Version
Local Time
Uptime

Load Average

GW0000

Virtual Access GWO031W-AAO179E

VIE-16.00.55

image?2 / config2

3212

Fri Aug 5 11:43:52 2016

Oh 10m 8s

0.27, 0.35, 0.31

Figure 36: The system status list
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Upgrading router firmware for software version 72.002 and above

Copy the new firmware issued by Virtual Access to a PC connected to the router.

In the top menu, select System tab > Flash operations. The Flash operations page
appears.

Flash Operations

Contents Current Operational Status After Reboot Operations
Image 1 LiS-15.00.72.002rc1 active will be active
Image 2 LIS-15.00.72.002ic1 Maka active (after reboot) Flash image

Config 1 Cor active vil be active
Config 2 Make active {after raboot) Upload new
Factary Config Configuration (12203 bytes| Maks active (after raboot)

Reboot using Active Configuration

Reboot the device. The image and config that will be used are shown in green above

Reboot Now

Factory Reset

Here you can reset the router to factory configuration

ich config to use (and which to preserve) If you have na preference then either can be used

Factory Reset Config 1 | Factory Resat Canfig 2

Figure 37: The flash operations page

Under Flash Operations, click Flash Image. Only the inactive image is available to flash.
Select the appropriate image and then wait until image has loaded.
Note: this process may take a while depending on the available connection speed.

When the image has loaded, the Update Firmware page appears.

Update Firmware
The flash image was uploaded
tons below to stan the flash procedure

Click one of the “Flash Image” bu

2£29Bb011

LIS-156.00.72.002rc1

[EIN  Fiash image and do not reboot | Flash image and reboot using new image immediately

Figure 38: The flash firmware - verify page

Click either: Flash image and do not reboot, or Flash image and reboot using new
image immediately. The ‘Firmware update is being applied’ message appears.

When the firmware update is complete, the Update Firmware page appears. There are
various messages, depending on which option you selected, or if any corruptions have
occurred.
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Flash image and do not reboot option

Update Firmware

The flash image was uploaded
Click one of the "Flash Image" buttons below to start the flash procedure

* MD5 Cl SUM  BTBA23412626264034C1 £FB32FEIBBOIT
* Size 668 MB (14 00 MB available)

LIS-15.00.72.002rc1

Firmware update is being applied. Do not power cycle the device or leave this page.
Progress can be monitored below.

Verify file integrity Verified
Verify flash integrity Verified

Firmware update is complete

The uploaded firmware has been applied to image2
The router will anly run this firmware if is manually "Made Active™ on the flash operations page

Click OK to retum to tha flash operations page

0K

Figure 39: The firmware update page after ‘...do not reboot’ option selected

If you select ‘Flash image and do not reboot’, the router will only run the firmware if you
click OK to return to the Flash Operations page. There you can manually select Made
Active (after reboot). Then click Reboot Now in the ‘Reboot using Active
Configuration’ section.

Update flash image and reboot using new image immediately option

Update Firmware

The flash image was uploaded
Click one of the "Flash Image” buttons below to start the flash procedure

um bTbEZI412e2626403dC1£832CIRbOTL
MB (14.00 MB available)

» D5 C

LIS-15.00.72.002rc1

Firmware update is being applied. Do not power cycle the device or leave this page.

Progress can be monitored below.

Verify file integrity Verified
Verfy flash intsgrity Verifisd

Make flash active Complete

Reboot Reboot initiated

Firmware update is complete

The uploaded firmware has been applied and the router has been rebooted
Please wait while the router restats. This may take several minutes, especially if you are accessing the router remotely.

To ragain access to the router you will nead to log in again

Figure 40: The firmware update page after ‘update flash image and reboot...” option selected

If you select ‘Update flash image and reboot using new image immediately’ and the
overall validation and flashing process has succeeded, the router will reboot
immediately. To regain access to the router you must login again. If any part of the
processes encounters an error the reboot does not occur and a report is given.
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Possible file corruption

VA_GW6631W

Update Firmware
The flash image was uploaded
Click one of the “Flash Image” buttons below

43a30

LIS-15.00.72.002rc1

Firmware update is being applied. Do not power cycle the device or leave this page.
Progress can be monitored below.

Verify il integrty

Write il o fash 0%

Verify flash integrity

Failed verification. File is most likely comupt

File verification failed

ation failed. No changes were made &

Click OK to retum to the flash operations pags

oK

Figure 41: The firmware update failure page

In the unfortunate event that the firmware upgrade fails, the ‘Failed verification File is
most likely corrupt’ or similar message will appear in the Verify file integrity row. No
changes will be made to the system and the general message File verification failed
appears.

Verify the firmware has been upgraded successfully

To check the firmware version, in the top menu, browse to System -> Flash
Operations, or after router reboots, in the top menu, click Status. The Firmware
Version shows in the system list and also in the right top corner of the menu bar.

Status

System

Router Name

Router Model

Firmware Version

Current Image/Config

Kernel Version

Local Time

Uptime

Load Average

GWO000

Virtual Access GWO031W-AAD17IE
VIE-16.00.55

image2 / config2

3212

Fri Aug 5 11:43:52 2016

Oh 10m &s

0.27, 0.35, 0.31

Figure 42: The system status list showing current firmware version
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9.2 Upgrading firmware using CLI

9.2.1

Transfer file to router

To upgrade firmware using CLI, you will need a TFTP server on a connected PC or SCP
available.

Open up an SSH or Telnet session to the router.

Enter in the relevant username and password.

To access the temp folder, enter cd /tmp

Depending on the router’s software version the following TFTP clients are available:
e atftp
e curl

To determine which is available on your router, enter:

which curl || which atftp

The output shows the available application:

/usr/bin/curl

ATFTP
Inline command usage:

atftp -g -r LIS-15.00.72.002.image —1 /tmp/L1S-15.00.72.002.image X.X.X.X

where x.x.x.x is the IP address of your PC, -g is get operation and -1 / -r are local and
remote file name to store.

CURL

Inline command usage:

curl tftp://x.x.x.x/L1S-15.00.72.002.image -0 /tmp/L1S-15.00.72.002. image
where x.x.x.x is the IP of your PC, -o is local file name to store.

SCP

Secure Copy (SCP) is a part of Secure Shell (SSH) and enables file transfers to the
router using authentication and encryption. It is different to TFTP, which uses UDP, while
SCP uses a TCP connection. On Unix machines, SCP is a standard part of the system; on
Windows it requires an additional application.

The usage example below is for a Unix machine and therefore assumes the image file is
in the current folder.

scp L1S-15.00.72.002.image root@x.x.x.x:/tmp/L1S-15.00.72.002.image
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Where the first argument ‘L1S-15.00.72.002.image’ in SCP is the source and the second
argument ‘tmp/L1S-15.00.72.002.image’ is the destination path, enter root as the
username to connect to x.x.x.x IP address.

After you execute the above command you will be asked to provide a root password.

At this stage the output shows the process of copying the software file into destination
directory.

root®192.168.100.1"s password:
LIS-15.00.72.000. image 100% 6812KB 2.2MB/s 00:03

Image verification before flashing

To verify the integrity of the image, firmware version xx.yy.72.002 and later uses an
image-check application.

Note: it is the user’s responsibility to verify the image before starting to write the image
to flash process.

To use the image-check on downloaded image, enter:

image-check /tmp/L1S-15.00.72.002. image

In the case of any image corruption, an appropriate error message appears:

Error: no SquashFS filesystem after CRC"d section - data length 3

Error: read failed, expected at least 3 more bytes

or similar.

Note: the image is valid only if no error message appears. This process is done
automatically during Web Ul firmware update.

Flashing

When downloaded firmware verification succeeds, the new image can be written to flash.

To write the image into the alternative image, enter:

mtd write LIS-15.00.72.002.1mage altimage
Note: this is an example, substitute the correct file name.

Flash verification after flashing

After the write process has finished, you must complete a post verification of the
firmware.

To verify the checksum of downloaded firmware, enter:

va_image_csum.sh /tmp/L1S-15.00.72.002. image
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The checksum of the downloaded binary is shown:

08761cd03e33c569873bcc24ct2b7389 7006920 L1S-15.00.72.002 This MD5

To verify the checksum of written firmware, enter:

va_image_csum.sh alt

After a while the checksum will be calculated:

Calculating checksum....._...

08761cd03e33c569873bcc24ct2b7389 7006920 LI1S-15.00.72.002 This MD5

Verify and compare the checksum with the MD5 sum of the downloaded image.

If the checksum of the written firmware in altimage matches the one from the
downloaded image in /tmp, the new firmware has been programmed successfully.
Setup an alternative image

Provided the programming has succeeded, you can set it as the next image to use after
reboot; enter:

vacmd set next image altimage

To reboot using the new firmware, enter:

reboot

9.3 Firmware recovery

The router has an automatic boot recovery feature that will

e revert the active firmware to the alternate firmware segment on three
consecutive failed software restarts.

e Change the boot configuration to factory configuration after ten failed restarts

By design this feature is intended to allow recovery from firmware problems and
therefore excludes restarts due to power loss.
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10 System settings

10.1

10.2

The system section contains settings that apply to the most basic operation of the
system, such as the host name, time zone, logging details, NTP server, language and
style.

The host name appears in the top left hand corner of the interface menu bar. It also
appears when you open a Telnet or SSH session.

Note: this document shows no host name in screen shots. Throughout the document we
use the host name ‘VA_router’.

The system configuration contains a logging section for the configuration of a Syslog
client.

Syslog overview

Most syslog settings appear in the main System Configuration page.

Syslog messages have a timestamp, source facility, priority, and message section. Often
the message section begins with an optional tag identifying the usermode program name
and process ID responsible for the message.

Messages can be stored locally and also forwarded remotely. Separate filter options
apply to each case. At a broad level, you can set the minimum severity level for local
and remote targets; only messages with a priority more severe than the configured level
will be recorded.

Kernel messages are recorded separately in their own buffer. However, for convenience,
these are copied to the system log automatically so that a unified system log is
available.

In addition, you can also define filter rules to determine how particular log messages are
handled. For example, you may decide that certain debug messages are directed into
their own log file, to avoid cluttering up the main system log, and to save bandwidth if
delivering to a remote syslog server. You can define filters to be applied to local and
remote targets, or both. A filter matches specific log messages and then determines an
action for them.

Configuration package used

Package Sections

system main

syslog_fillter

timeserver
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Configuring system properties

To set your system properties, select System -> System. There are four sections in the
System page.

Section Description

General settings Configure host name, local time and time zone.

Logging Configure a router to log to a server. You can configure a Syslog client in this
section.

Language and Style Configure the router’s web language and style.

Time synchronization Configure the NTP server in this section.

General settings

System

System Properties

Time Synchronization

Setup Time Synchronization

Figure 43: General settings in system properties

Web Field/UCI1/Package Option Description

Web: Local Time Sets the local time and syncs with browser. You can manually
configure on CLI, using:

date —s YYYY.MM.DD-hh:mm:ss

Web: hostname Specifies the hostname for this system.
UCI: system.main.hostname
Opt: hostname

Web: Timezone Specifies the time zone that the date and time should be
UCI: system.main.timezone rendered in by default.
Opt: timezone

Web: n/a Defines the interval in minutes to store the local time for use on
UCI: system.main.timezone next reboot.

Opt: time_save_interval _min 10m

Table 14: Information table for general settings section
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10.3.2 Logging

System Properties

General Settings Logging

Log Storage File
System log buffer size | 400

System log buffer size 64
for RAM

semner

External systemlog | 514
semver port

backup log server

External system 214
backup log server port

Rotated log files to 3
keep

Max Age of rotated 0
log files

Custom log hostname
Log output level Infa

Remote log output | Debug
level

External system log | 0.0.0.0

External system | 0.0.0.0

Language and Style

Log file location | /root/syslog messages

@ kiB

@ kiB

@ hours

Figure 44: The logging section in system properties

Web Field/UCI/Package Option

Description

Web: Log storage
UCI: system.main.log_type

Opt: log_type

Defines the system log storage type. Messages stored in RAM can be
seen using logread.

Note: system log stored in RAM will be lost on reboot.

Web value Description UClI

RAM Store system log in RAM. Lost on circular
reboot. Viewed using logread

File Store system log in flash. file

Maintained through reboot.
Viewed using cat /log_file
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Web: System log buffer size
UCI: system.main.log_size

File log buffer size in KB.

Note: when the file reaches the configured size it is copied to the
archive file (log_file name.0).

Opt: log_size

Range

16 16 KB
Web: System log buffer size for RAM RAM log buffer size in KB.
UCI: system.main.log_size_ram Range
Opt: log_size_ram 16 16 KB

Web: External system log server
UCI: system.main.log_ip
Opt: log_ip

External syslog server IP address. If defined syslog messages will be
sent in addition to local storage.

Web: External system log server port

UCI: system.main.log_port
Opt: log_port

Range IP of FODN
0.0.0.0
External syslog server port number.
Range
514

Web: External system backup log
server

UCI: system.main.log_ip_backup
Opt: log_ip_backup

Backup external syslog server IP address. If defined syslog messages
will be sent here in addition to the main log server.

Web: External system backup log
server port

UCI: system.main.log_port_backup
Opt: log _port_backup

Range IP or FQDN
0.0.0.0
External syslog server port number for use with backup server.
Range
514

Web: Log file location
UCI: system.main.log_file

Defines the file path for log storage when Log Storage is set to ‘file’.
Note: when the file reaches the configured size it is copied to the

Opt: log_file archive file (log_file_name.0).
Set to: root/syslog.messages
Range
/root/syslog

Web: Rotated log files to keep
UCI: system.main.log_file_count
Opt: log_file_count

Defines the file number of archive files for storage in flash when Log
Storage is set to ‘file’.

When the system log file reaches the configured size it is copied to
the archive file (log_file_name.0). Existing archive files are copied to
log_file_name.(x+1).

Range

1 Store 1 archive log file in flash.

Web: Max Age of rotated log files
UCI: system.main.log_age
Opt: log_age

Defines the maximum duration in hours before archive syslog files are
deleted.

Set to O to define no age limit.

Range

0 No age limit

Web: Custom log hostname
UCI: system.main.log_hostname
Opt: log_hostname

Defines a custom host name for syslog messages.

Magic values %hostname (system hostname), %ser (serial), and
% mon (Monitor dev_reference) are also recognised.

Range

Empty Use router hostname for syslog

messages.
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Web: Log output level
UCI: system.main.conloglevel
Opt: conloglevel

Sets the maximum log output level severity for system events.
System events are written to the system log. Messages with a lower
level or level equal to the configured level are displayed on the
console using the logread command, or alternatively written to a flash
file, if configured to do so.

Web value Description UClI
Debug Information useful to developers for 8
debugging the application.

Info Normal operational messages that 7
require no action.

Notice Events that are unusual, but not 6
error conditions.

Warning May indicate that an error will occur 5
if action is not taken.

Error Error conditions 4

Critical Critical conditions 3

Alert Should be addressed immediately 2

Emergency System is unusable 1

Web: Remote log output level
UCI: system.main. remoteloglevel

Opt: remoteloglevel Web value Description ucCl
Debug Information useful to developers for 8
debugging the application.

Info Normal operational messages that 7
require no action.

Notice Events that are unusual, but not 6
error conditions.

Warning May indicate that an error will occur 5
if action is not taken.

Error Error conditions. 4

Critical Critical conditions. 3

Alert Should be addressed immediately. 2

Emergency System is unusable. 1

Sets the maximum log output level severity for system events sent to
remote syslog server.

Web: n/a
UCI: system.main.audit_shell
Opt: audit_shell

Log every command executed in shell.

1

Enable

0

Disable

Web: n/a
UCI: system.main.audit_cfg
Opt: audit_cfg

Log changes made to configuration file through any interface.

1

Enable

0

Disable

Web: n/a

UCI:
system.main.audit_cfg_hul_interval_h
ours

Opt: audit_cfg_hul_interval_hours

Defines the interval, in hours, at which configuration changes are
uploaded to Activator.

Set to O to disable.

Range

6

6 hours

Web: n/a

UCI:
system.main.audit_cfg_max_size_kb

Opt: audit_cfg_max_size_kb

units.

Defines the maximum size audit data can take in flash in 1024 byte

Range

1024

6 hours

Table 15: Information table for the logging section
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10.3.3 Language and style

System Properties

General Settings Logging Language and Style
Language autao |L|
Design | Hootstrap F|

Time Synchronization

Time Synchranization Setup Time Synchronization
1s not configured yet

Figure 45: The language and style section in system properties

Web Field/UCI/Package Option Description

Language Sets the language to ‘auto’ or ‘English’.
Auto
English

Design Sets the router’s style.

Table 16: Information table for the language and style page

10.3.4 Time synchronization

The router time must be synchronized using NTP. The router can act as both an NTP
client and an NTP server. It is enabled as an NTP client by default and individual
interfaces can be configured to respond to NTP requests.

Time Synchronization

NTP update interval | 2 ~
NTP server candidates  0.openwrt.pool.ntp.org ]
1.openwrt.pool.ntp.org ]
2_openwrt.pool_ntp.org ]
3.openwrt.pool.ntp.org il
Max Round-Trip Time | 2 @ If NTP round-trip would take longer then this, it won't be regarded for calculation
(sec)
MTP Server Interface | 1.2.3.4 ~

NTP Server Stratum 0

Figure 46: The time synchronization section in system properties
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Web Field/UCI1/Package Option Description
Web: NTP update interval Specifies interval of NTP requests in hours. Default value set to
UCI: system.ntp.interval_hours auto.
Opt: interval_hours Auto

Range auto; 1-23
Web: NTP server candidates Defines the list of NTP servers to poll the time from. If the list is
UCI: system.ntp.server empty, the built-in NTP daemon is not started. Multiple servers

can be configured and are separated by a space if using UCI.

Opt: list server .
By default all fields are set to 0.0.0.0.

Web: Max Round-Tip Time (secs) Defines the maximum time in seconds for an NTP poll. Any polls
UCI: system.ntp.max_ntp_roundtrip_sec that take longer than this will be not be used for NTP calculation.

Opt: max_ntp_roundtrip_sec 2 Two seconds.
Range
Web: NTP Server Interface Defines a list of interfaces that respond to NTP requests.
UCI: system.ntp.listen Interfaces should be delimited using space. Example:
Opt: listen option listen ‘LAN1 LAN2’
Blank Do not respond to NTP requests.
Range
Web: NTP Server Stratum Defines how far this NTP Server is from the reference clock. For
UCI: system.ntp.stratum example, an NTP server getting time directly from the reference

clock will have a stratum of 1. In general, this should be left
blank, which means that the router NTP Server will derive the
stratum from the NTP dialogue.

Opt: stratum

Blank NTP server will derive stratum
Range

Table 17: Information table for time synchronization section

10.3.5 System reboot

The router can be configured to reboot immediately, or scheduled to reboot a configured
time in the future.

In the top menu, select System -> Reboot. The System page appears.

Ensure you have saved all your configuration changes before you reboot.

System
Reboot

Reboots the operating system of your device

Waming. There are unsaved changes that will be lost while rebooting!

Reboot now [
Reboat on | 2015 |v| > -1 E| an |v| 10 |v| Reboot

Powered by LuCl LIS-15.00.54 DOEOC8121C7A image1 config2

Figure 47: The reboot page

Check the Reboot now check box and then click Reboot.
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10.4 System settings using command line

System settings are configured under the system package /Zetc/config/system. There
are several configuration sections.

Section Description

system General system configuration options

timeserver Router time and NTP conguration options
syslog_filter Advanced filter rules (see Advanced filter section)

10.4.1 System settings using UCI

root@VvA router:~# uci show system
system.main=system
system.main.hostname=VA_router
system.main.timezone=UTC
system.main.log ip=1.1.1.1
system.main.log_port=514
system.main.remoteloglevel=8
system.main.log_file=/root/syslog.messages
system.main.log_size=400
system.main.log_type=file
system.main.log_file_count=3
system.main.conloglevel=8
system.main.cronloglevel=8
system.ntp. interval hours=auto

system.ntp.server=0.VA router.pool._.ntp.org 10.10.10.10

10.4.2 System settings using package options

root@VA router:~# uci export system

package "system*®

config "system®™ "main”
option "hostname® "VA router™
option "timezone® "UTC"
option "log_ip® "1.1.1.1"
option "log_port®™ "514"
option remoteloglevel "8*
option log file "/root/syslog.messages”

option log_size "400°
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option log type "“file~

option log file count "3*

option time_save_interval_min "10"

option conloglevel "8*

option cronloglevel "8

config "timeserver-®

"ntp

option interval_hours “auto”

list server "0.VA router.pool._ntp.org"

list server

”10.10.10.10"

option listen “LAN1 LAN2~

10.5 System diagnostics

10.5.1 System log messages

System log messages comprise of a date, source facility, hostname, severity and
message description in the form tag: message.

10.5.1.1 Source facility list:

Facitity Description

auth Authorisation/security

authpriv Authorisation (private)

cron Scheduled jobs

daemon Background daemons

kern Kernel messages

local0 hotplug scripts

security Same as auth

syslog Internal syslog events

user General user-mode application messages

10.5.1.2 Event severity list

Table 18: Syslog message severity list

The severities are ordered from most severe to least severe.

Level Name Description

0 emerg System is unusable

1 alert Immediate action required
2 crit Critical conditions

3 error Error conditions

4 warning Warning conditions

5 notice Normal but significant

6 info Informational

7 debug Debug-level messages

- none No priority

Table 19: Syslog message severity list
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10.5.1.3 System log messages in RAM
By default, system log messages are stored in the system log in RAM.

To view the system log in RAM, enter:

root@vA router:~# logread
Shows the log.

root@VA router:~# logread |tail
Shows end of the log.

root@vA router:~# logread | more

Shows the log page by page.

root@VvA_router:~# logread —F

Shows the log on an ongoing basis. To stop this option, press ctrl-c.

root@vA router:~# logread —F &

Shows the log on an ongoing basis while in the background. This allows you to run other
commands while still tracing the event logs. To stop this option, type fg to view the
current jobs, then press ctrl-c to kill those jobs.

10.5.1.4 System log messages in flash
Since logread is limited by memory size and does not survive a reset, it is beneficial to

write system messages to flash memory. To do this, modify the system config under the
system package. Set the options ‘log_file’, ‘log_size’, ‘log_type’and ‘log_file_count’
as shown below:
root@VA router:~# uci export system
package system
config system "main”

option hostname "VA router®

option zonename "UTC*®

option timezone "GMTO"

option conloglevel "8*

option cronloglevel "8

option time_save_ interval _hour "10*

option log _hostname “%serial*®

option log ip "1.1.1.1"

option log port "514*

option log file "/root/syslog.messages”
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option log_size "400°
option log type "file"
option log file count "3*
The above commands will take effect after a reboot, or by running the console

command:

root@VA router:~# /etc/init.d/syslogd restart

root@VvA router:~# cat /root/syslog.messages

Shows all the system events stored in flash.

root@vA router:~# tail /root/syslog.messages
Shows end of the events stored flash.

root@VA router:~# tail —F /root/syslog.messages &
Shows the log on an ongoing basis. To stop this option, press ctrl-c.

Kernel messages
To view kernel messages, enter dmesg

root@VA router:~# dmesg

[ 0.000000] Linux version 3.10.12 (info@virtualaccess.com) (gcc version
4.8.1 20130401 (prerelease) (Linaro GCC 4.8-2013.04) ) #130 PREEMPT 1970-
01-01T00:00:00Z

0.000000] SoC: xRX330 rev 1.1

0.000000] bootconsole [earlyQ] enabled

0.000000] CPUO revision is: 00019556 (MIPS 34Kc)
0.000000] adding memory size:267386880 from DT

0.000000] MIPS: machine is Virtual Access GW6600V series
0.000000] Determined physical RAM map:

0.000000] memory: OFf00000 @ 00000000 (usable)
0.000000] User-defined physical RAM map:

0.000000] memory: 07200000 @ 00000000 (usable)

Lo T e T e T B T T e e

Note: kernel messages are also copied to the main system log by default.

Syslog process

To check the syslog process is running correctly, enter pgrep —fl syslogd

© Virtual Access 2018
GW1000 Series User Manual
Issue: 2.3 Page 84 of 463



10.5.4

10.6

10.6.1

10: System settings

root@vA_ router:~# pgrep -fl syslogd

5409 /sbin/syslogd -h VARouter -L -R 192.168.14.202:514 -1 7 -r 8 -s 400 -0
/root/syslog.messages -b 3 -C64 -R localhost:2048

Changes to the syslog configuration will take effect with a restart of syslogd

root@vA router:~# /etc/init.d/syslogd restart

NTP process
To check the NTP process is running correctly, enter pgrep —fl chrony

root@vA router:~# pgrep -fl chrony
2553 /usr/sbin/chronyd -f /etc/chrony.conf

Changes to the NTP configuration will take effect with a restart of chrony

root@vA router:~# /etc/init.d/chrony restart

Advanced filtering of syslog messages

Syslog messages can be filtered against a series of rules that are checked for
each message generated. If a match is found, then the specified action is taken.
If no match occurs, then the default action is taken, as defined in the main
system logging settings.

A message may match multiple filters. They are processed in the order listed.
For example, you may wish to record authorisation messages in the main
system log, but also make a copy in a separate authorisation log which can span
a much longer period of time.

By default, all matching filters will be applied to each message. However, you
can mark a filter to indicate that after it matches, no further filter processing
should take place.

The filter rules are defined in a free-form text list in the syslog_ filter configuration
section. There are two section types, one for messages to be stored locally, and one for
messages delivered remotely.

Configuring advanced filters on the web interface is not currently supported; they must
be edited using the command line interface.

Advanced filtering using command line

Filters are defined in the syslog_ filter configuration section of the system package. A
set of filters can be either local or remote.

o All messages are matched against both local and remote filter rules, if configured.
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e Each local filter matched is executed; if there is no match, then the default local
logging action applies.

e Any remote filter matched is executed; if there is no match, then the default
remote logging action applies.
root@VA router:~# uci export system
package system
config syslog filter "local”
list text "_._line 1.._.."
list text "_._line 2_._.."

list text "...line 3..."

config syslog_ filter “remote”
list text ".._.line 1..."
list text "...line 2_.._.."

list text "...line 3..."

Lines defined here are copied to the router runtime file /var/conf/syslog.conf which
may be reviewed to determine current rules in use.

Filter definitions

Each filter ruleset is a series of lines. Each line can be:
o A filter pattern, of the form facility.[op]severity(pattern) target [~]
e A blank line, or comment line, starting with hash (#).

If a message does not match any of the filter lines for a destination, local or remote, the
default action for that destination is taken.

The sections of a filter pattern break down as follows:

Section Description

facility Any keyword or comma-separated list of keywords from the source facility list.See the
Source Facilities table in section 10.5.1.1.

Use the wildcard '*' to match all facilities.

severity Any keyword from the event severity list (see Event Severity table above). The rule
will match all severities more urgent f the message severity level is at least as urgent
as this.

Use the wildcard '*' to match all facilities.
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op

Defines an optional severity condition.

(empty) | match listed severity, and also anything more severe

! match on less urgent severities than that listed

= severity must match exactly

1= match any severity other than than the listed severity

Examples:

*.debug matches all messages of debug severity and greater (ie. debug, info,
warning, etc.

*.=debug matches all debug messages.

pattern

Defines an optional pattern to match against the message text. The pattern is used to
restrict the number of log messages matching this filter.

The pattern syntax is a simple case-insensitive regular expression, using these
characters:

* Matches zero or more characters.

? Matches any single character (use this for spaces).

! Matches anything not matching the following pattern.

n Matches the start of a message.

$ Matches the end of a message.

Examples:
(firewall:) Match any message containing the string ‘firewall:*

(up*ethl) Match any UP message referencing ethl
('mobile) Match only messages that don't include the string ‘mobile*

("~mobile) Match only messages beginning with the string ‘'mobile’

target

Defines what to do with the log message when a match occurs. It is optional for
remote filters. It can be the name of a disk file, or one of the special target keywords
listed below.

default Do whatever the default action is, as if not filter rule matched.

ignore Never log this message (useful for remote filtering).

console | Log this message to the console. To view the console use cat
/proc/conlog For GW6600/GW6600V Series only.

mem Log this message to the memory buffer (logread), if configured.
Note: logread is not stored through reboot.

Optional flag to indicate no further filters should be checked, if this filter matches. This
prevents later filters from acting on the same message. For convenience this is
automatically implied when a target of ignore is used. A space must be present before
the — character.

~ no further filters should be checked after a match.

(empty) | continue checking other filters after a match.

10.6.3 Filter examples

10.6.3.1 Example 1

Table 20: Filter syntax definitions

Log all debug messages to memory buffer. Do not log anywhere else locally.

Log all authorisation facility messages to filepath ‘var/log/auth’. Do not log anywhere

else locally.

Log all ipsec messages to filepath ‘va/log/ipsec’. Do not log anywhere else locally.

For everything else, apply default local logging.

No remote filter rules defined, so apply default remote logging to all messages.

© Virtual Access 2018

GW1000 Series User Manual

Issue: 2.3

Page 87 of 463




10: System settings

config syslog filter "local”
list text "*.=debug mem ~*
list text "auth,authpriv.* /var/log/auth -~*

list text "*.*(ipsec:) /var/log/ipsec ~

10.6.3.2 Example 2
As Example 1 but in addition to specified local files, copy auth, authpriv and ipsec to
local default log.

config syslog filter "local”
list text "*.=debug mem ~*

list text "auth,authpriv.* /var/log/auth*®

list text "*_*(ipsec:) /var/log/ipsec”

list text "*.* default”

10.6.3.3 Example 3
As in Example 2, except do not send any auth or auth priv messages remotely.

config syslog filter "local”
list text "*.=debug mem ~*

list text "auth,authpriv.* /var/log/auth*”

list text "*.*(ipsec:) /var/log/ipsec”

list text "*.* default”

config syslog_ filter “remote”

list text "auth,authpriv.* ignore-

10.6.3.4 Example 4
As in Example 3, except only send auth or auth priv messages remotely.

config syslog filter "local”

list text "*.=debug mem ~*
list text "auth,authpriv.* /var/log/auth*
list text "*.*(ipsec:) /var/log/ipsec”

list text "*.* default”

config syslog filter "remote”
list text "auth,authpriv.* ~*©

list text "*_.* ignhore”
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10.6.4 Filter diagnostics
To view configured filters, enter cat /var/conf/syslog.conf

root@vA router:~# cat /var/conf/syslog.conf
[local]
auth,authpriv.* /var/log/auth

*_*(ipsec:) /var/log/ipsec
*_o* default
[remote]

auth,authpriv.info

*_* ignore
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11 Configuring an Ethernet interface on a GW1000 router

11.1

11.2

This section describes how to configure an Ethernet interface on a GW1000 or GW1000M
router, including configuring the interface as a DHCP server, adding the interface to a
firewall zone and mapping the physical switch ports.

Configuration packages used

Package Sections
network interface
route
alias
firewall zone
dhcp dhcp

Configuring an Ethernet interface using the web interface

To create and edit interfaces via the web interface, in the top menu, click Network ->
Interfaces. The Interfaces overview page appears.

Interfaces
Interface Overview
Network o
36_51_ VODA = -
LA — —
bani o oplme T 000 Conneat Eda
LOOPBACK ™
- Edn Delats
VAN
RX000B@PMs) 000 fGomect | St e Sotete
>ao
3g-wan
WANZ
RK 0 Connect di
™o
Add r
Port Map
Map dewce ponts to ethemet intedaces. Ports e madked with captal letters stading with ‘A Type in space separated port numbers to Selds below
o
ATM Bridges
AT X Al h n be th k
=

Figure 48: The interfaces overview page
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There are two sections in the Interfaces page.

Section

Description

Interface Overview

Shows existing interfaces and their status. You can create new and edit existing
interfaces here.

ATM Bridges

ATM bridges expose encapsulated Ethernet in AAL5 connections as virtual Linux
network interfaces, which can be used in conjunction with DHCP or PPP to dial
into the provider network.

Interface overview: editing an existing interface

To edit an existing interface, from the interface tabs at the top of the page, select the
interface you wish to configure. Alternatively, click Edit in the interface’s row.

Interface overview: creating a new interface

To create a new interface, in the Interface Overview section, click Add new interface.
The Create Interface page appears.

Logout

Create Interface

Mame of the new @ The allowed characters are: 2-2, s-z, 0-3 and
interface

Protocol of the new Static
interface

Create a bridge over |
multiple interfaces

Cover the following
interface

@ Note: If you choose an interface here which is part of another nefwork, it will be moved into this network:

Back to Overview Submit

Figure 49: The create interface page
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Web Field/UCI1/Package Option

Description

Web: Name of the new interface
UCI: network.<if name>
Opt: config interface

Assigns a logical name to the interface. The network interface

section will assign this name (<if name=>).

Type the name of the new interface.

Allowed characters are A-Z, a-z, 0-9 and

Web: Protocol of the new interface
UCI: network.<if name=>.proto
Opt: proto

Specifies what protocol the interface will operate on. Select

Static.

Web Description UClI

Static Static configuration with fixed static
address and netmask.

DHCP Client Address and netmask are dhcp
assigned by DHCP.

Unmanaged Unspecified none

IPv6-in-1Pv4 Used with tunnel brokers.

(RFC4213)

IPv6-over- Stateless IPv6 over IPv4

1Pv4 transport.

GRE Generic Routing Encapsulation gre
protocol.

10T 10T iot

L2TP Layer 2 Tunnelling Protocol 12tp

L2TPv3 L2TPv3 Tunnelling Protocol 12tpv3

PPP Point to Point Protocol ppp

PPtP Point to Point Tunnelling pptp
Protocol

PPPOE PPP over Ethernet pppoe

PPPOATM PPP over ATM pppoa

LTE/UMTS/ CDMA, UMTS or GPRS 39

GPRS/EV-DO | connection using an AT-style 3G
modem.

PPP(PSTN- PPP v90 modem pppmodem

Modem)

Web: Create a bridge over multiple
interfaces

UCI: network.<if name=>.type
Opt: type

interfaces.

If you select this option the new logical interface created will act
as a bridging interface between the chosen existing physical

Empty

interfaces.

Bridge Configures a bridge over multiple

Web: Cover the following interface
UCI: network.<if name=>.ifname
Opt: ifname

Physical interface name to assign to this logical interface. If
creating a bridge over multiple interfaces select two interfaces to
bridge. When using uci, seperate the interface names by a space

e.g. option ifname ‘eth2 eth3'.

Table 21: Information table for the create new interface page

Click Submit. The Interface configuration page appears. There are three sections:

Section Description

Common Configuration Configure the interface settings such as protocol, IP address, gateway, netmask,
custom DNS servers, MTU and firewall configuration.

IP-Aliases Assigning multiple IP addresses to the interface.

DHCP Server Configuring DHCP server settings for this interface.
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11.3.2

Interface overview: common configuration

The common configuration section has four sub sections:

Section

Description

General Setup

Configure the basic interface settings such as protocol, IP address, gateway,
netmask, custom DNS servers.

Advanced Settings

'‘Bring up on boot', ‘Monitor interface state', Override MAC address, Override MTU
and 'Use gateway metric'.

Physical Settings

Bridge interfaces, VLAN PCP to SKB priority mapping.

Firewall settings

Assign a firewall zone to the interface.

11.3.2.1 Common configuration — general setup

Common Configuration

General Setup

Status

Protocol

IPv4 address

IPv4 netmask

IPvd gateway

IPv4 broadcast

Use custom DNS
servers

Accept router
advertisements

Send router
solicitations

IPvG address

IPv6 gateway

Advanced Settings

Static address

rd

Physical Settings

eth3

Firewall Settings

MAC Address: 00:E0:C8:03:18:20
RX: 0.00 B (0 Pkts.)
TX: 0.00B (0 Pkis.)

Figure 50: The Ethernet connection common configuration settings page
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Web Field/UCI1/Package Option

Description

Web: status

Shows the current status of the interface.

Web:Protocol
UCI: nework.<if name=>.proto

Opt:proto

Web Description UCI

Static Static configuration with fixed static
address and netmask.

DHCP Client Address and netmask are dhcp
assigned by DHCP.

Unmanaged Unspecified none

IPV6-in-1Pv4 Used with tunnel brokers.

(RFC4213)

IPv6-over- Stateless IPv6 over IPv4

1Pv4 transport.

GRE Generic Routing Encapsulation gre
protocol

10T 10T iot

L2TP Layer 2 Tunnelling Protocol. 12tp

L2TPv3 L2TPv3 Tunnelling Protocol 12tpv3

PPP Point to Point Protocol. ppp

PPtP Point to Point Tunnelling pptp
Protocol.

PPPOE PPP over Ethernet pppoe

PPPOATM PPP over ATM pppoa

LTE/UMTS/ CDMA, UMTS or GPRS 39

GPRS/EV-DO | connection using an AT-style 3G
modem.

PPP(PSTN- PPP vO0 modem pppmodem

Modem)

Protocol type. The interface protocol may be one of the options shown
below. The protocol selected in the previous step will be displayed as
default but can be changed if required.

Web: IPv4 address
UCI: network.<if name=>.ipaddr
Opt: ipaddr

The IPv4 address of the interface. This is optional if an IPv6 address is
provided.

Web:IPv4 netmask
UCI: network.<if name> .netmask
Opt: netmask

Subnet mask to be applied to the IP address of this interface.

Web:1Pv4 gateway
UCI: network.<if name> .gateway
Opt: gateway

IPv4 default gateway to assign to this interface (optional).

Web:IPv4 broadcast
UCI: network.<if name> .broadcast
Opt: broadcast

Broadcast address. This is automatically generated if no broadcast
address is specified.

Web:Use custom DNS servers
UCI: network.<if name> .dns
Opt: dns

List of DNS server IP addresses (optional). Multiple DNS Servers are
separated by a space when using UCI or CLI.

Web:Accept router advertisements
UCI: network.<if name> .accept_ra
Opt: accept_ra

Specifies whether to accept IPv6 Router Advertisements on this
interface (optional).

Note: default is 1 if protocol is set to DHCP, otherwise defaults to O.

Web:Send router solicitations
UCI: network.<if name=>
Opt:send rs

Specifies whether to send Router Soliticitations on this interface
(optional).

Note: defaults to 1 for static protocol, otherwise defaults to O.

Web:IPv6 address
UCI: network.<if name> .ip6addr
Opt: ip6addr

The IPv6 IP address if the interface. Optional if an IPv4 address is
provided.

CIDR notation for the IPv6 address is required.
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Web:IPv6 gateway
UCI:
Opt:ip6gw

network.<if name> .ip6gw

Assign given IPv6 default gateway to this interface (optional).

Table 22: Information table for LAN interface common configuration settings

11.3.2.2 Common configuration: advanced settings

Common Configuration

General Setup

Bring up on boot ¥

Physical Settings Firewall Settings

Monitor interface state @ This interface state wouid be reported to VA Monitor via keep-alive

Override MAC
address

Override MTU | 1500
Use gateway metric | 0
Dependant interfaces MOBILE: B%

PPPADSL: =

lan: 71

nterface is started and stop affer this interface is stopped

Figure 51: The Ethernet connection advanced settings page

Web Field/UCI/Package Option

Description

Opt: dependants

Web: Bring up on boot Enables the interface to connect automatically on boot up.
UCI: network.<if name>.auto 0 Disabled.
Opt: auto 1 Enabled.
Web: Monitor interface state Enabled if status of interface is presented on Monitoring platform.
UCI: network.<if nhame=.monitored 0 Disabled.
Opt: monitored 1 Enabled.
Web: Override MAC address Override the MAC address assigned to this interface. Must be in
UCI: network.<if name>.macaddr the form: hh:hh:hh:hh:hh:hh, where h is a hexadecimal number.
Opt: macaddr
Web: Override MTU Defines the value to override the default MTU on this interface.
UCI: network.<if name>.mtu 1500 1500 bytes
Opt: mtu Range
Web: Use gateway metric Specifies the default route metric to use for this interface
UCI: network.<if name=>.metric (optional).
Opt: metric 0
Range
Web: Dependant Interfaces Lists interfaces that are dependent on this parent interface.
UCI: network.[..x..].dependants Dependent interfaces will go down when the parent interface is

down and will start or restart when parent interface starts.

Separate multiple interfaces by a space when using UCI.
Example: option dependants “PPPADSL MOBILE~

This replaces the following previous options in child interfaces.

gre option local_interface

1t2p option src_ipaddr

iot option wanl wan2

6in4 | option ipaddr

6to4 | option ipaddr
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Web: SNMP Alias ifindex Defines a static SNMP interface alias index for this interface, that
UCI: network.[..x..].snmp_alias_ifindex can be polled via the SNMP interface index
- - (snmp_alias_ifindex+1000). Read the chapter, ‘Configuring

Opt: snmp_alias_ifindex SNMP’ for more information.

Blank No SNMP interface alias index
Range 0 - 4294966295

Table 23: Information table for common configuration advanced settings

11.3.2.3 Common configuration: physical settings

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Bridge interfaces ] @ creates a bridge over specified interface(s)

VLAN PGP to il

skb->priority mapping @ Space separated list of <pcp>.<;

PCP mapping

Interface er: "eth0” (lan

er: "eth1” (wan
er: “gretapl)

er "lo” (loopback

er: "tunl0

ork: Master "support_demo” (wlan

2 Custom Interface:

Figure 52: The common configuration physical settings page

Web Field/UCI/Package Option Description
Web: Bridge interfaces Sets the interface to bridge over a specified interface(s). The
UCI: network.<if name=>.type physical interfaces can be selected from the list and are defined
in network.<if name=>.ifname.

Opt: type

Blank

Bridge Configures a bridge over multiple interfaces.
Web: Enable STP Enable Spanning Tree Protocol. This option is only available when
UCI: network.<if name=>.stp the Bridge Interfaces option is selected.
Opt: stp 0 Disabled.

1 Enabled.
Web: VLAN PCP to skb>priority mapping VLAN priority code point to socket buffer mapping. Multiple
UCI: network.<if priority mappings are entered with a space between them when
name=.vlan_gos_map_ingress using UCI.
Opt: list vlan_gos_map_ingress Example: network.<if name>. vlan_qos_map_ingress =1:2 2:1
Web: skb priority to >VLAN PCP mapping Socket buffer to VLAN priority code point mapping. Multiple
UCI: network.<if priority mappings are entered with a space between them when
name=.vlan_gos_map_egress using UCI.
Opt: list vlan_gos_map_egress Example: network.<if name>. vlan_qos_map_egress =1:2 2:1
Web: Interface Physical interface to assign the logical interface to. If mapping
UCI: network.<if name=.ifname multiple interfaces for bridging the interface names are separated

. by a space when using UCI and package options.

Opt: ifname

Example: option ifname ‘eth2 eth3’ or network.<if
name=>.ifname=eth2 eth 3

Web: Auto Negotiation Specifies if sspeed and duplex mode should be autonegotiated.
UCI: network.<if name>.autoneg 0 Disabled.

Opt: autoneg 1 Enabled.

Web: Full Duplex Ability to change duplex mode.

UCI: network.<if name=>.fullduplex 0 Disabled.

Opt: fullduplex 1 Enabled.
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Web: Ethernet Speed Sets Ethernet speed. Available options are:
UCI: network.<if name>.speed Eth0:10,100,1000
Opt: speed Eth1:10,100

Table 24: Information table for physical settings page

11.3.2.4 Common configuration: firewall settings

11.3.3

11.3.3.1

Use this section to select the firewall zone you want to assign to this interface.

Select unspecified to remove the interface from the associated zone or fill out the create
field to define a new zone and attach the interface to it.

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Create / Assign .
g @ lan: |lan: g3 wian: @ wlan1: (empty)
firewall-zone - -

unspecified -or- create

@ Choase the firewall zone you want to assign to this interface. Select unspecified to remove the interface from the associated zone or fill out the create field fo
define a new zone and atfach the interface to it

Figure 53: GRE firewall settings

Interface overview: IP-aliases

IP aliasing is associating more than one IP address to a network interface. You can
assign multiple aliases.

IP-alias packages used

Package Sections

Network alias

11.3.3.2

Configuring IP-alias using the web
To use IP-Aliases, enter a name for the alias and click Add. This name will be assigned
to the alias section for this IP-alias. In this example the name ethaliasl is used.

IP-Aliases

Thiz zection confaing no values yet

ethalias1 Add |

Figure 54: The IP-Aliases section

Web Field/UCI/Package Option Description

UCI: network.<alias name>=alias Assigns the alias name.

Opt: config alias ‘aliasname’

UCI: network.<alias name=>.interface This maps the IP-Alias to the interface.

Opt: interface

UCI: network.<alias name=>.proto This maps the interface protocol to the alias.
Opt: proto

Table 25: Information table for IP-Aliases nhame assignment
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After you click Add, the IP Aliases configuration options page appears. The IP-Aliases
page is divided into two sub sections: General Setup and Advanced Settings.

11.3.3.3 IP-aliases: general setup

IP-Aliases
Delete
ETHALIAS1
General Setup Advenced Settings
IPvd-Address
IPvd-Netmask [+
|Pvd-Gatewsy
Add
Figure 55: The IP-aliases general setup section
Web Field/UCI1/Package Option Description
Web: IPv4-Address Defines the IP address for the IP alias.
UCI: network.<alias name>.ipaddr
Opt: ipaddr
Web: IPv4-Netmask Defines the netmask for the IP alias.

UCI: network.<alias name>.netmask
Opt: netmask

Web: IPv4-Gateway Defines the gateway for the IP alias.
UCI: network.<alias name>.gateway

Opt: gateway

Table 26: Information table for IP-Alias general setup page

11.3.3.4 IP-aliases: advanced settings

IP-Aliases
Delete
ETHALIAS1
General Sstup Advanced Settings
IPv4-Broadcast
DMS-Server
Add
Figure 56: The IP-Aliases advanced settings section
Web Field/UCI1/Package Option Description
Web: IPv4-Broadcast Defines the IP broadcast address for the IP alias.
UCI: network.<alias name=>.bcast
Opt: bcast
Web: DNS-Server Defines the DNS server for the IP alias.
UCI: network.<alias name>.dns
Opt: dns

Table 27: Information table for IP-Alias advanced settings page
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11.3.4 Interface overview: DHCP server

11.3.4.1 DHCP server: packages used

Package

Sections

dhcp

dhcp

To assign a DHCP Server to the interface, uncheck the Ignore Interface box.

DHCP Server

General Setup

Ignore interface @ Disable DHGP for this interface.

Figure 57: The DH

CP Server settings section

The DHCP Server configuration options will appear. The DHCP Server section is divided
into two sub sections: General Setup and Advanced Settings.

11.3.4.2 DHCP server: general setup

DHCP Server
General Setup Advanced Settings
Ignore interface @ Disable DHECP for this interface
Mode DHCPv4 ¥ @ Mode of operation
Start 100 @ Lowest leased address as offset from the network address.
Limit 150 @ Maximum number of leased addresses.
Leasetime | 12h @ Expiry time of leased addresses, | mis 2 Minutes ( 2m)

Figure 58: The DHCP server general setup section

Web Field/UCI1/Package Option Description
Web: Ignore interface Defines whether the DHCP pool should be enabled for this
UCI: dhcp.@dhcp[x].ignore interface. If not specified for the DHCP pool then default is disabled
. i.e. dhcp pool enabled.
Opt: ignore
0 Disabled.
1 Enabled.
Web: Mode Defines whether the DHCP pool should be enabled for this
UCI: dhcp.@dhcp[x].mode interface. If not specified for the DHCP pool then default is disabled
i.e. dhcp pool enabled.
Opt: mode .
Web Description UClI
DHCPv4 DHCP for IPv4 ipv4
DHCPVv6 DHCP for IPv6 ipv6_dhcp
IPv6 Router IPv6 RA ipv6_ra
Advertisements
DHCPv6 Prefix DHCPv6 prefix delegation ipv6_pd
Delegation
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Web: Start Defines the offset from the network address for the start of the
UCI: dhcp.@dhcp[x].start DHCP pool.
Opt: start Example: for network address 192.168.100.10/24, start=100,

DHCP allocation pool will start at 192.168.100.100.

For subnets greater than /24, it may be greater than 255 to span
subnets. Alternatively, specify in IP address notation using the
wildcard ‘O’ where the octet is required to inherit bits from the
interface IP addess.

Example: to define a DHCP scope starting from 10.1.20.0 on an
interface with 10.1.0.0/16 address, set start to 0.0.20.1

100
Range
Web: Limit Defines the size of the address pool.
UCI: dhcp.@dhcp[x].limit Example: for network address 192.168.100.10/24, start=100,
Opt: limit limit=150, DHCP allocation pool will be .100 to .249
150
Range 0 — 255
Web: leasetime Defines the lease time of addresses handed out to clients, for
UCI: dhcp.@dhcp[x].leasetime example 12h or 30m.
Opt: leasetime 12h 12 hours
Range
Web: n/a Defines the interface that is served by this DHCP pool. This must
UCI: dhcp.@dhcp[x].interface be one of the configured interfaces.
Opt: interface When config_ured th_rough the web Ul this will be automatically
opulated with the interface name.
lan
Range

Table 28: Information table for DHCP server general setup page

11.3.4.3 DHCP Server: advanced settings

DHCP Server
General Setup Advanced Setftings
Dynamic DHCP [ & Dynamically allocafe DHCP addresses for clienfs. if disabled, omly clients having sfatic leases will be zenved.
Force [ @ Force DHCF on thiz network even if another server is defected.
|Pv4-Metmask @ Ovemide the netmask sent fo cliends. Normally it is caloulsfed from the subnef that iz served.
DHCP-Options
@ Define additional DHGF opfions, for example €, 192.168.2.1,192 1662 .2 "which adverlizes different DN'S servers o clients.

Figure 59: The DHCP server advanced settings section

Web Field/UCI1/Package Option Description
Web: Dynamic DHCP Defines whether to dynamically allocate DHCP leases.
UCI: dhcp.@dhcp[x].dynamicdhcp 1 Dynamically allocate leases.
Opt: dynamicdhcp 0 Use /etc/ethers file for serving DHCP
leases.
Web: Force Forces DHCP serving on the specified interface even if another
UCI: dhcp.@dhep[x].force DHCP server is detected on the same network segment.
Opt: force 0 Disabled.
1 Enabled.
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Web: IPv4-Netmask Defines a netmask sent to clients that overrides the netmask as

calculated from the interface subnet.

UCI: dhcp.@dhcp[x].netmask
Opt: netmask

Use netmask from interface subnet

Range
Web: DHCP-Options Defines additional options to be added for this dhcp pool. For
UCI: dhcp.@dhep[x].dhcp_option example with 'list dhcp_option 26,1470" or 'list dhcp_option mtu,

Opt: list dhcp_option

1470 you can assign a specific MTU per DHCP pool. Your client
must accept the MTU option for this to work. Options that contain
multiple vales should be separated by a comma.

Example: list dhcp_option 6,192.168.2.1,192.168.2.2

No options defined.
Syntax Option number, option value
Web: n/a Assigns a network-id to all clients that obtain an IP address from
UCI: dhcp.@dhcp[x].networkid this pool.
Opt: networked Use network from interface subnet.
Range

Table 29: Information table for DHCP advanced settings page

For more advanced configuration on the DHCP server, read ‘DHCP server and DNS

configuration section.

Configuring an Ethernet interface using command line

The configuration files are stored at /etc/config/network, /Zetc/config/firewall and

/etc/config/dhcp

Interface configuration using UCI

root@VA router:~# uci show network
network._newinterface=interface
network.newinterface.proto=static
network.newinterface. i fname=ethO
network.newinterface.monitored=0
network.newinterface.ipaddr=2.2.2.2
network._newinterface.netmask=255.255_.255.0
network._newinterface.gateway=2.2.2.10

network.newinterface.broadcast=2.2.2.255

network._newinterface.vlan_gos_map_ingress=1:2 2:1

network.ethaliasl=alias
network.ethaliasl.proto=static
network.ethaliasl. interface=newinterface
network.ethaliasl.ipaddr=10.10.10.1
network.ethaliasl.netmask=255.255.255.0
network.ethaliasl.gateway=10.10.10.10
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network.ethaliasl.bcast=10.10.10.255
network.ethaliasl.dns=8.8.8.8

root@VvA router:~# uci show Firewall
Ffirewall .@zone[0]=zone

Ffirewall _@zone[0] -name=lan

Ffirewall _@zone[0] - input=ACCEPT
Ffirewall .@zone[0] - output=ACCEPT
firewall .@zone[0] - forward=ACCEPT

firewall .@zone[0] .-network=lan newinterface

root@vA router:~# uci show dhcp

dhcp-@dhcp[0]=dhcp

dhcp-@dhcp[0] - interface=newinterfacedhcp@dhcp[0] -mode=ipv4
dhcp-@dhcp[0] -start=100

dhcp.@dhcp[0] - leasetime=12h

dhcp.@dhcp[0] - limit=150

To change any of the above values use uci set command.

11.4.2 Interface common configuration using package options

root@vA router:~# uci export network
package network
config interface "newinterface-
option proto "static”
option ifname "ethO"
option monitored "0O*
option ipaddr "2.2.2.2"
option netmask "255.255.255.0"
option gateway "2.2.2.10"
option broadcast "2.2.2_255"
list vlan_qos_map_ingress "1:2°
list vlan_qos_map_ingress "2:1°

config alias "ethaliasl”
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option
option
option
option
option
option

option

proto "static"

interface "newinterface”
ipaddr "10.10.10.1"
netmask "255.255.255.0"
gateway "10.10.10.10"
bcast "10.10.10.255"

dns "8.8.8.8"

root@VA router:~# uci export Firewall

package Ffirewall

config zone

option name "lan*

option input "ACCEPT"

option output “ACCEPT"

option network "lan newinterface”

root@VA router:~# uci export dhcp

package dhcp

config dhcp
option
option
option
option

option

To change any of the above values use uci set command.

interface "newinterface”
mode “ipv4’

start "100*

leasetime "12h*

limit "150~

Configuring ATM bridges

The ATM bridges section is not used when configuring an Ethernet interface on a

GW1000 router.

Interface diagnostics

Interfaces status

To show the current running interfaces, enter:

root@vA_ router:~# ifconfig

39g-CDMA  Link encap:Point-to-Point Protocol
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ethO

inet addr:10.33.152.100 P-t-P:178.72.0.237 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1400 Metric:1

RX packets:6 errors:0 dropped:0 overruns:0 frame:0

TX packets:23 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:3

RX bytes:428 (428.0 B) TX bytes:2986 (2.9 KiB)

Link encap:Ethernet HWaddr 00:E0:C8:12:12:15

inet addr:192.168.100.1 Bcast:192.168.100.255

Mask:255.255.255.0

lo

inet6 addr: fe80::2e0:c8ff:fel2:1215/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:6645 errors:0 dropped:0 overruns:0 frame:0
TX packets:523 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:569453 (556.1 KiB) TX bytes:77306 (75.4 KiB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:385585 errors:0 dropped:0 overruns:0 frame:0
TX packets:385585 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:43205140 (41.2 MiB) TX bytes:43205140 (41.2 MiB)

To display a specific interface, enter:

root@VA_ router:~# ifconfig ethO

ethO

Link encap:Ethernet HWaddr 00:E0:C8:12:12:15
inet addr:192.168.100.1 Bcast:192.168.100.255

Mask:255.255.255.0

inet6 addr: fe80::2e0:c8ff:fel2:1215/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:7710 errors:0 dropped:0 overruns:0 frame:0
TX packets:535 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:647933 (632.7 KiB) TX bytes:80978 (79.0 KiB)
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Route status
To show the current routing status, enter:

root@vA router:~# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface

192.168.100.0 * 255.255.255.0 U 0 0 0 ethO

Note: a route will only be displayed in the routing table when the interface is up.

Switch duplex and speed

To show the Ethernet switch duplex and speed for a port, use the ethtool command
with the required Ethernet port as a parameter. To view ethO, enter:

root@vA router:~# ethtool ethO

Settings for ethO:

Supported ports: [ TP MII1 ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supported pause frame use: No

Supports auto-negotiation: Yes

Advertised link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Advertised pause frame use: No

Advertised auto-negotiation: Yes

Link partner advertised link modes: 10baseT/Half 10baseT/Full

100baseT/Half 100baseT/Full

Link partner advertised pause frame use: No

Link partner advertised auto-negotiation: Yes

Speed: 100Mb/s

Duplex: Full

Port: MII

PHYAD: O

Transceiver: external

Auto-negotiation: on

Current message level: 0x000000Ff (255)
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drv probe link timer ifdown ifup rx_err
tx_err
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12 Configuring VLAN

12.1 Maximum number of VLANS supported

Virtual Access’ routers support up to 4095 VLANS.

12.2 Configuration package used

Package Sections

Network

12.3 Configuring VLAN using the web interface

12.3.1 Create a VLAN interface

To configure VLAN using the web interface, in the top menu, select Network -
>Interfaces.

Click Add new interface. The Create Interface page appears.

Create Interface

MName of the new @ The sliowed characiers are. 37, &-z, 0-% and
interface

Protocol of the new Static address |'|
interface

Create a bridge over
multiple interfaces

Cover the following i# Ethernet Adapter: “ath0” (lan
interface .
eth1” {lan
loopback
@ Note: If you choose an interface here which is part of another network, it vall be moved into this network.

Back to Ovenview Submit

Figure 60: The create interface page
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Web Field/UCI1/Package Option Description

Web: Name of the new interface Type the name of the new interface. For example, VLAN1.
UCI: network.vlanl=interface
Opt: interface

Web: Protocol of the new interface Protocol type. Select Static.

UCI: network.vlan_test.proto Option Description

Opt: proto Static Static configuration with fixed address and
netmask.

DHCP Client Address and netmask are assigned by
DHCP.

Unmanaged Unspecified

IPv6-in-1Pv4 Used with tunnel brokers.

(RFC4213)

IPv6-over- Stateless IPv6 over IPv4 transport.
1Pv4

GRE Generic Routing Encapsulation protocol
10T

L2TP Layer 2 Tunnelling Protocol

PPP Point to Point Protocol

PPPoOE PPP over Ethernet

PPPOATM PPP over ATM

LTE/UMTS/ CDMA, UMTS or GPRS connection using an
GPRS/EV-DO | AT-style 3G modem.

Web: Create a bridge over multiple Create a bridge over multiple interfaces.

interfaces

UCI: network.vlanl.type

Opt: type

Web: Cover the following interface Check the Custom Interface radio button.

UCI: network.vlanl.ifname Enter a name, for example eth0.100. This will assign VLAN 100
Opt: ifname to the ethO interface.

Table 30: Information table for the create interface page

Click Submit. The Interfaces page for VLAN1 appears.
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12.3.2 General setup: VLAN

WAN VLAN1 VLANZ

Interfaces - VLAN1

Common Configuration

Status

IPv4 address
IPv4 netmask
[Pv4 gateway
IPvd broadcast

Use custom DNS
senvers

ety Advanced Settings

Protocol tatic address

LAN

Physical Settings

Uptime: Oh 4m 41s

Logout

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several
network interfaces separated by spaces. You can also use VLAN notation INTERFACE. VLANNR (e.g eth0.1)

Firewall Settings

eth0.1 MAC Address: 00.E0:C8:10:10:50

RX: 0.00 B (0 Pkts.)

TX: 252.00 B (6 Pkis.)
1Pv4: 172.16.100 1/24

Figure 61: The VLAN 1 interface page

Web Field/UCI/Package Option

Web: Protocol
UCI: network.VLAN1.proto
Opt: proto

Web: IPv4 address
UCI: network.VLANL1.ipaddr
Opt: ipaddr

Web: IPv4 netmask
UCI: network.VLAN1.netmask
Opt: netmask

Description
Protocol type.
Option Description
Static Static configuration with fixed address and
netmask.
DHCP Client Address and netmask are assigned by DHCP.
Unmanaged Unspecified
IPv6-in-1Pv4 Used with tunnel brokers.
(RFC4213)
IPv6-over- Stateless IPv6 over IPv4 transport.
IPv4
GRE Generic Routing Encapsulation protocol
10T
L2TP Layer 2 Tunnelling Protocol
PPP Point to Point Protocol
PPPoOE PPP over Ethernet
PPPOATM PPP over ATM
LTE/UMTS/ CDMA, UMTS or GPRS connection using an AT-
GPRS/EV-DO | style 3G modem.
The IPv4 address of the interface. This is optional if an IPv6 address is
provided.
Subnet mask to be applied to the IP address of this interface.
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Web: IPv4 gateway IPv4 default gateway to assign to this interface (optional).
UCI: network.VLAN1.gateway
Opt: gateway

Web: Use custom DNS servers List of DNS server IP addresses (optional).
UCI: network.VLAN1.dns
Opt: dns

Table 31: Information table for VLAN general settings

12.3.3 Firewall settings: VLAN

12.4

Use this section to select the firewall zone you want to assign to the VLAN interface.

Select unspecified to remove the interface from the associated zone or fill out the
create field to define a new zone and attach the interface to it.

Common Configuration

General Setup Advanced Settings Firewall Settings

Create / Assign
firewall-zone

@

@ Choose the f n to this interface. Select unspecified to remove the interface from the associated zaone or fill out the create field fo
define a new zone an
Back to Overview Save & Apply Reset

Figure 62: Firewall settings page

When you have added all the VLAN interfaces you require, click Save & Apply.

Viewing VLAN interface settings

To view the new VLAN interface settings, in the top menu, select Network ->
Interfaces. The Interfaces Overview page appears.

The example below shows two VLAN interfaces configured.
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Interfaces

Interface Overview

Network Status Actions

VLAN1 Uptime: 0h 1m 29s
MAC Address: 00-E0-Ci

Connect Stop Exdit Dalate
RX: 0.00 B (0 Pk
th0. TX 378

IPv4: 172.16.100 1724

Phts.

VLANZ Uptime: 0h 1m 5
MAC Address: 0

il RX: 0.00 B (0 Pk
etho.2 TX 126,008 (3
IPvd: 192 16

Connec Stog Edit Dalate
0-C810:10:50 Connect Stop Edit Dalete

LAN Uptime: Oh

MAC Address: 0 Connect Stop Edit Delete

LOOPBACK

Connect Stop Edit Delete

Figure 63: The interface overview page showing two VLAN interfaces

12.5 Configuring VLAN using the UCI interface

You can configure VLANs through CLI. The VLAN configuration file is stored on:
/etc/config/network
# uci export network
package network
config interface "vlanl00-®
option proto "static"
option ifname “eth0.100"
option monitored "0O*
option ipaddr "192.168.100.1"
option netmask "255.255.255.0"
option gateway "192.168.100.10"
option broadcast "192.168.100.255*
option dns "8.8.8.8"

Modify these settings by running uci set <parameter> command.

When specifying the ifname ensure that it is written in dotted mode, that is, eth1.100
where ethl is the physical interface assigned to VLAN tag 100.

Note: VLANL1 is, by default the native VLAN and will not be tagged.
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13 Configuring ignition sense

In automotive applications, the ignition sense input can detect when the vehicle's
ignition has been enabled. This allows the router to remain powered on after the vehicle
has stopped. The time delay between ignition off and power down is configurable.

Routers for ignition sense applications are supplied with a power lead with 3 connectors
for 12V permanent, 12V switched (ignition sense) and ground.

13.1 Configuration packages used

Package Sections

vapowermond main

13.2 Configuring vapowermond using the web interface

You can configure the Vapowermond package using the web interface. In the top menu,
click Services -=Power Monitor. The basic settings page appears.

Power Monitor

Power Monitor Configuration

Settings
Advanced
Enable & g Enable Powsr Monitor
Ignition Timeout 130 & Time in minutes from IGNITION POWER OFF to board power down, set to 0 to disable the timer
Enable Scripts @ Execute scripls upon ¢ tion of power lossires 1

\oltage On Script | /use/bin/powermon_voltage_on.sh @ Script to execute on detection of power on
oltage Off Script | /usr/bin/powermon_voltage_off.sh @ Scripf fo execute on defection of power off

Message Prefix  IgnitionPower @ Sysiog message prefix for messages IgnitionPowerOn, IgnitionPowerOff

sovos ropy | sove SIS

Figure 64: Power monitor basic settings page
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Power monitor basic settings

Web field/UCI1/Package Option

Description

Web field: Enable
UCI: vapowermond.main.enabled

Opt: enabled

Enables vapowermond package on a router.
(0]

Range 0-1

Web field: Ignition Timeout
UCI: vapowermond.main.timeout

Opt: timeout

Time in minutes from ignition power off to router power
down. Set to O to disable the timer.

30

Range

O-infinite

Web field: Enable Scripts

UCI:
vapowermond.main.voltage_sense_scripts_enable

Opt:voltage_sense_scripts_enable

Execute scripts upon detection of power loss/restoration.
0 Disabled

Range 0-1

Web field: Voltage On Script
UCI: vapowermond.main.voltage_on_script

Opt: voltage_on_script

Script to execute on detection of power on.

| /usr/bin/powermon_voltage_on.sh ‘

Web field: Voltage Off Script
UCI: vapowermond.main.voltage_off_script

Opt: voltage_off_script

Script to execute on detection of power off.

| /usr/bin/powermon_voltage_off.sh ‘

Web field: Message Prefix
UCI: vapowermond.main.voltage_msg
Opt: voltage_msg

Syslog message prefix for messages IgnitionPowerOn,
IgnitionPowerOff.

Table 32: Information table for power monitor basic settings

Power monitor advanced settings

Click the Advance tab to access advanced settings.

Power Monitor

Seltings

Figure 65: Power monitor advanced settings page
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Web field/UCI/Package Option Description
Web field: Syslog Severity Specifies the lowest severity to be logged by Power Monitor.
UCI: vapowermond.main.log_severity 0 Emergency
Opt: log_severity 1 Alert
2 Critical
3 Error
4 Warning
5 Notice
6 Informational
7 Debug

Table 33: Information table for power monitor advanced settings

Configuring vapowermond using the command line

UCl

root@vA router:~# uci show vapowermond

vapowermond . main=vapowermond

vapowermond.main.enabled=1

vapowermond.main.timeout=30

vapowermond.main.voltage_sense_scripts_enable=0

vapowermond.main.voltage_on_script=/usr/bin/powermon_voltage on.sh

vapowermond.main.voltage off script=/usr/bin/powermon_voltage off.sh

vapowermond.main.voltage msg=powermon

vapowermond.main.log_severity=5

Package options

root@vA router:~# uci export vapowermond

package vapowermond

config vapowermond “main”

option
option
option
option
option
option

option

enabled “1”

timeout “30~

voltage sense_scripts_enable “0’

voltage on_script “/usr/bin/powermon_voltage on.sh’
voltage off _script “/usr/bin/powermon_voltage off.sh’
voltage msg “powermon’

log_severity “5’
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13.4 Ignition sense diagnositcs

13.4.1 Monitoring Vapowermond status using the command line interface
To view status information about the current ignition sense state, enter:

root@VA_router:~# cat /sys/class/gpio/gpio29/value
1

1 for ignition on

O for ignition off
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14 Configuring a WiFi connection

14.1

14.2

14.2.1

This section explains how to configure WiFi on a Virtual Access router using the web
interface or via UCI.

WiFi can act as an Access Point (AP) to another device in the network or it can act as a
client to an existing AP.

You can configure WiFi in two different ways:
e 0n a new interface, or

e 0N an existing interface

Configuration packages used

Package Sections

network wlan_ap
wlan_client

wireless wifi-device
wifi-iface

Configuring a WiFi interface using the web interface

To create a new WiFi interface via the web interface, in the top menu, click Network ->
Wifi. The Wireless overview page appears.

Wireless Overview

=) Generic 802.11abgn Wireless Controller (radio0) — dd

Mo network configured on this device

Associated Stations

SSID MAC Address Signal Noise RX Rate TX Rate

No information available

Figure 66: The wireless overview page

Click Add to create a new WiFi interface. The Wireless Network configuration page
appears. The Wireless Network configuration page consists of two sections:

Section Description

Device Configuration Configuration of physical wireless radio settings such as channel and transmit power
settings, HT mode, country code, distance optimization, fragmentation threshold and
RTS/CTS threshold. The settings are shared among all defined wireless networks.

Interface Configuration | Configuration of the network interface - interface name, mode, network settings,
security and filtering

Wireless network: device configuration

The Device Configuration section covers physical settings of the radio hardware such as
channel, transmit power or antenna selection, which is shared among all defined wireless
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networks (if the radio hardware is multi-SSID capable). There are two sections within
the Device Configuration section.

Section

Description

General Setup

Channel and transmit power settings.

Advanced Settings

HT mode, country code, distance optimization, fragmentation threshold and
RTS/CTS threshold.

14.2.1.1 Device configuration: general setup

Status

Wireless network is

enabled

Channel

Transmit Power

Device Configuration

Setup Advanced Settings

@ Ssli

D: OpenWrt | Mode: Master

100% Wireless is disabled or not associated

Disable

4 (2.427 GHz)

20 dBm (100 mW)

v i@ dBm

Figure 67: The device configuration general setup section

Web Field/UCI/Package Option

Description

Web: Wireless network
UCI: wireless.radioO.disabled
Opt: disanabled

Enable or disables a wireless

1

Disables Wifi interface.

0

Enables Wifi interface.

Web: Channel
UCI: wireless.radioO.channel
Opt: channel

Select the channel you require.

Range

1-11

11 (2.462GHz)

Web: Transmit power
UCI: wireless.radioO.txpower
Opt: txpower

Select the transm

it power range range you require.

Range

0dBm(1mwW)-17dBm(50mW)

17dBM(50mW)

Table 34: Information table for the device configuration section
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14.2.1.2 Device configuration: advanced settings

Device Configuration

General Setup Advancad Settings

Mode | B0Z 1ger E|

HT mode 20MHz |L|
Country Code US - United States E| B Use ISONEC 3166 alpha2 country codes.
Distance Optimization & Distance to farthest network member in mefers
Fragmentation
Threshald

RTS/CTS Threshald

Figure 68: The device configuration advanced settings section

Web Field/UCI/Package Option Description

Web: Mode Mode options.

UCI: wireless. radio0.hwmode Option Description

Opt: hwmode Auto Wireless protocl negotiate with

supplicat device.

802.11b Select the wireless protocol to use.
802.11g Select the wireless protocol to use.
802.11a Select the wireless protocol to use.
802.11g+n Select the wireless protocol to use.
802.11a+n Select the wireless protocol to use.

Web: HT mode HT mode options.

UCI: wireless.radioO0.htmode 20MHz Specifies the channel width in 802.11

Opt: country 40MHz 2nd Specifies the channel width in 802.11
channel below
40MHz 2nd Specifies the channel width in 802.11
channel above

UCI: wireless.radioO.country
Opt: country

Web: Country Code Sets the country code. Use ISO/1EC 3166 alpha2 country codes.

Web: Distance Optimization Defines the distance between the AP and the furthest client in
UCI: wireless.radioO.distance meters
Opt: distance 15 15 meters
Range
Web: Fragmentation Threshold Defines the fragmentation threshold.
UCI: wireless.radioO.frag None Routers defults applied
Opt: frag Range
Web: RTS/CTS Threshold Defines the RTS/CTS threshold.
UCI: wireless.radioO.rts None Router defaults applied
Opt: rts Range

Table 35: Information table for device configuration advanced settings

© Virtual Access 2018
GW1000 Series User Manual
Issue: 2.3

Page 118 of 463




14: Configuring a WiFi connection

14.2.2 Wireless network: interface configuration

The interface configuration section is used to configure the network and security
settings. It has three sub sections.

Section

Description

General Setup

Identification, network and mode settings.

Wireless Security

Encryption, cipher and key security settings

MAC Filter

MAC address filter settings.

14.2.2.1 Interface configuration: general setup
Use this section to configure the interface name, mode and network settings. Differing
web options may be presented depending on the mode selected.

Interface Configuration

General Setup Wireless Security MAC-Filter

ESSID OpenWrt

Mode Access Point v
Network el
ADSL
Test BC
Tunneii: B
lan: &
lan2 g*
land: j»
land: g
loopback (_"_

& Choase the network you want fo aftach to this wireless inferface
Select unspecified to not attach any network or fill out the create field to define a new network.
Hide ESSID

Save & Apply m Reset

Figure 69: The interface configuration general setup section
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Web Field/UCI1/Package Option

Description

Web: ESSID
UCI: wireless. @wifi-iface[0]..ssid
Opt: ssid

Extended Service Set Identification. Type the name of the
wireless local area network.

Web: Mode

Mode type. For AP mode, select Access Point.

UCI: wireless.@wifi-iface[0].mode Web value UCl

Opt: mode Access Point ap
Client sta
Ad-Hoc adhoc
802.11s mesh
Pseudo Ad-Hoc (ah ahdemo
demo)
Monitor monitor
Access Point (WDS) ap-wds
Client (WDS) sta-wds

Web: Mode Defines the BSSID value. Only displayed if using client, ad-hoc or

UCI: wireless.@wifi-iface[0].bssid client (wds) modes.

Opt: bssid

Web: Network
UClI:wireless.@wifi-iface[0].network
Opt: network

The network the wireless interface is attached to. If using an
existing interface select the appropriate network.

Select unspecified to not attach to any network or fill out the
create field to define a new network.

Web: Hide ESSID
UCI: wireless.@wifi-iface[0].hidden
Opt: hidden

Hides the SSID when enabled. Only displayed if using access
oint or access point (wds) modes.

1 Enabled.

0 Disabled.

14.2.2.2

Table 36: Information table for the interface configuration general setup section

Interface configuration: wireless security

Use this section to configure encryption, ciper and create a security key. Differing
options will be defined depending on the encryption selected.

Interface Configuration

Encryption
Cipher auto

KE’}" ---------

General Setup Wireless Security

WPA2-PSK

MAC-Filter

Save & Apply E Reset

Figure 70: The wireless security section

© Virtual Access 2018
GW1000 Series User Manual
Issue: 2.3

Page 120 of 463




14: Configuring a WiFi connection

Web Field/UCI1/Package Option

Description

Web: Encryption
UCI: wireless.@wifi-iface[0].encryption
Opt: encryption

Method of encryption.

Web value UCI value
No encryption none
WEP Open System wep-open

WEP Shared Key wep-shared

WPA—PSK psk
WPA2—PSK psk2
WPA-PSK/WPA2-PSK Mixed psk-mixed
Mode

WPA-EAP wpa
WPA2-WAP wpa2

Web: Cipher Cipher type. Only displayed if WPA encryption modes are
UCI: wireless.@wifi-iface[0].cipher= selected.
Opt: cipher Web value UcCl
Auto auto
Force CCMP (AES) ccmp
Force TKIP tkip
Force TKIP and CCMP tkip+ccmp
Web: Key Specifies the wireless key authentication phrase.

UClI:wireless.@wifi-iface[0].key
Opt: key

Web: Key #1
UClI:wireless.@wifi-iface[0].key1
Opt: keyl

Specifies the first wireless key authentication phrase.

Web: Key #2
UClI:wireless.@wifi-iface[0].key2
Opt: key2

Specifies the second wireless key authentication phrase.

Web: Key #3
UClI:wireless.@wifi-iface[0].key3
Opt: key3

Specifies the third wireless key authentication phrase.

Web: Key #4
UClI:wireless.@wifi-iface[0].key4
Opt: key4

Specifies the fourth wireless key authentication phrase.

Web: Radius Authentication-Server

UClI:wireless.@wifi-
iface[0].auth_serverOpt: auth server

Defines the Radius server for EAP authentication.

Web: Radius Authentication-Port
UClI:wireless.@wifi-iface[0].auth_port
Opt: auth_port

Defines the Radius server port for EAP authentication.

Web: Radius Authentication-Secret
UClI:wireless.@wifi-iface[0].auth_secret
Opt: auth_secret

Defines the Radius server secret for EAP authentication.

Web: Radius Accounting-Server
UClI:wireless.@wifi-iface[0].acct_server
Opt: acct_server

Defines the Radius server for EAP accounting.

Web: Radius Accounting -Port
UClI:wireless.@wifi-iface[0].acct_port
Opt: acc_port

Defines the Radius port for EAP accounting.

Web: Radius Accounting -Secret
UClI:wireless.@wifi-iface[0].acct_secret
Opt: acct_secret

Defines the Radius secret for EAP accounting.
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Web: NAS ID Defines the nas ID for the wireless interface.
UClI:wireless.@wifi-iface[0].nasid
Opt: nasid

Table 37: Information table for the interface configuration wireless security section

14.2.2.3 Interface configuration: MAC filter

Interface Configuration

General Setup Wireless Security MAC-Filter

MAC-Address Filter disable v

Savesnopy | save IR

Figure 71: The MAC filter section

Web Field/UCI1/Package Option Description

Web: MAC-Address Filter MAC address filtering process.

UCI: wireless.@wifi-iface[0].macfilter Option Description UCl

Opt: macfilter Disable Disables MAC Address filter. disable
Allow listed Allows only the MAC address allow
only listed in the text field.
Allow all Allows everything but the MAC deny
except listed address listed in the text field.

Web: MAC -List Defines the MAC addresses to use. Multiple MAC address should

UCI: wireless.@wifi-iface[0].maclist be separated by a space if using UCI. MAC must be in the format

. . hh:hh:hh:hh:hh:hh
Opt: list maclist

Table 38: Information table for interface configuration MAC filter section

14.3 Configuring WiFi in AP mode

AP mode is when the routers WiFi is used as an access point to one of the routers other
interfaces. For example, if a router is connected to the internet via 3G, the WiFi on the
router can be used as an access point for other devices to connect to the router and use
its 3G internet connection.

14.3.1 AP mode on a new interface

Configure the WiFi network in AP mode as described in the above section ‘Configuring a
WiFi interface’, selecting a new interface for the Wireless Network in the Interface
Configuration section.

Next, in the top menu, select Network -> Interfaces. The Interface Overview page
appears.
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In the Interface Overview page, click Edit on the newly created WiFi interface. Then
configure the interface by following instructions in the chapter ‘Configuring an Ethernet
interface’. When you have completed those steps, continue with the section below.

AP mode on an existing Ethernet interface

Configure the WiFi network in AP mode as described in the above section ‘Configuring a
WiFi interface’.

Next, in the top menu, select Network -> Interfaces. The Interface Overview page
appears.

In the Interface Overview page, click Edit on the Ethernet interface that will be bridged
into the router’s WiFi AP. The Common Configuration page appears. It has four sections.

This configuration only uses the Physical Settings section.

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Bridge interfaces @ creates a bridge over specified interface(s)

Enable STP [C] @ Enables the Spanning Tree Protacol on this bridge

Interface  [E] £ Ethemnet Adapter: "pase0
&~ Ethernet Adapter: "eth0” (lan})
[ ¥ Ethernet Adapter: "eth1
[ = Ethernet Adapter: "sth2
= & Ethernet Adapter: “eth3” (lan3)
= & Ethernet Adapter: "lo” (loopback)
] &~ Ethernet Adapter: "nas0” (PPPoE)
@ 2 custominterface:

Figure 72: The physical settings section in the common configuration page

Web Field/UCI1/Package Option Description

Web: Bridge Interfaces Creates a bridge over the specified interface.

UCI: network.lan.type Empty

Opt: Type Bridge Configures a bridge over multiple

interfaces.

Web: Enable STP Enables the Spanning Tree Protocol on this bridge.

UCI: network.lan.stp 0 Disabled.

Opt: stp 1 Enabled.

Web: Interface Select the physical interfaces to bridge. If mapping multiple

UCI: network.lan.ifname interfaces for bridging the interface names are separated by a

. space when using UCI and package options.

Opt:ifname o .
Example: option ifname ‘eth2 eth3’ or network.<if
name=.ifname=eth2 eth 3

Table 39: Information table for the physical section on the common configuration page
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14.4 Configuring WiFi using UCI

The configuration files are stored on:
e Network file /etc/config/network

e Wireless file /etc/config/wireless

14.4.1 AP modem on a new Ethernet interface using package options

root@vA router:~# uci export network
package network
config interface "newwifilan®

option proto "static"

option ipaddr "192.168.111.1"

option netmask "255.255.255.0"
root@vA router:~# uci export wireless
package wireless
config wifi-device "radioO"

option type "mac80211*

option channel "11*

option phy "“phyO*

option hwmode “11ng-

option htmode “HT20"

list ht capab "SHORT-GI-40"
list ht capab "TX-STBC*
list ht capab "RX-STBC1*”
list ht capab "DSSS_CCK-40*"
option txpower "17*
option country "US*

config wifi-iface
option device "radioO*
option mode "ap”
option disabled 1"
option ssid "Test AP
option network "newwifilan®
option encryption "psk-”

option key “secretkey”
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AP modem on a new Ethernet interface using UCI

root@vA router:~# uci show network
network.newlan=interface
network.newlan.proto=static
network._newlan.ipaddr=192.168.111.1
network.newlan.netmask=255.255.255.0
root@VA router:~# uci show wireless
wireless.radioO=wifi-device
wireless.radioO.type=mac80211
wireless.radioO.channel=11
wireless.radioO.phy=phy0
wireless.radioO.hwmode=11ng

wireless.radioO.htmode=HT20

wireless.radioO.ht _capab=SHORT-GI1-40 TX-STBC RX-STBC1 DSSS_CCK-40

wireless.radioO.txpower=17
wireless._radioO.country=US
wireless.@wifi-iface[0O]=wifi-iface
wireless.@wifi-iface[0].device=radioO
wireless.@wifi-iface[0].mode=ap
wireless.@wifi-iface[0].disabled=1
wireless._@wifi-iface[0].ssid=Test AP
wireless._@wifi-iface[0]-.network=newlan
wireless._@wifi-iface[0].-encryption=psk

wireless._@wifi-iface[0].key=secretkey

AP mode on an existing Ethernet interface using packages options

root@vA router:~# uci export network
package network
config interface "lan”
option ifname “ethO"
option proto "static”
option ipaddr "192.168.100.1"
option netmask "255.255.255.0"
option type "bridge*
root@VvA router:~# uci export wireless

package wireless
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config wifi-device "“radioO"
option type "mac80211*
option channel "11°*
option phy "phy0O*
option hwmode "11lng*
option htmode “HT20"
list ht capab "SHORT-GI-40"
list ht capab "TX-STBC*
list ht capab "RX-STBC1-®
list ht capab "DSSS CCK-40*"
option txpower "17"

option country "US*

config wifi-iface
option device “radioO”
option mode "ap”
option disabled "1*
option ssid "Test AP
option network "lan*
option encryption "psk-”

option key "secretkey”

AP mode on an existing Ethernet interface using UCI

root@vA router:~# uci show network
network. lan=interface
network. lan. ifname=ethO
network.lan.proto=static
network.lan.ipaddr=192.168.6.1
network. lan.netmask=255.255.255.0
network. lan.type=bridge

root@vA router:~# uci show wireless
wireless.radioO=wifi-device
wireless.radioO.type=mac80211
wireless.radioO.channel=11
wireless.radioO.phy=phy0

wireless.radioO.hwmode=11ng
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wireless.radioO.htmode=HT20
wireless.radioO.ht capab=SHORT-GI1-40 TX-STBC RX-STBC1 DSSS_CCK-40
wireless.radioO. txpower=17
wireless.radioO.country=US
wireless.@wifi-iface[0O]=wifi-iface
wireless._@wifi-iface[0].device=radioO
wireless._@wifi-iface[0].-mode=ap
wireless._@wifi-iface[0].disabled=1
wireless._@wifi-iface[0].ssid=Test AP
wireless.@wifi-iface[0].network=lan
wireless.@wifi-iface[0].encryption=psk

wireless.@wifi-iface[0].key=secretkey

14.5 Creating a WiFi in client mode using the web interface

A WiFi network in Client mode receives a wireless network from another WiFi AP.

Configure the Wifi network in Client mode as described in the above section ‘Configuring
a WiFi interface’, selecting a new interface for the Wireless Network in the Interface
Configuration section. For the examples below the new WiFi interface will be called
‘newwifiClient’

Example:

wireless._@wifi-iface[0].network=newwifiClient

wireless.@wifi-iface[0].mode=sta

In the top menu, select Network -> Interfaces. The Interfaces Overview page
appears. Click Edit in the newly created WiFi Client interface. The Common
Configuration page appears.

Interfaces - WCLIENT
On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several
network interfaces separated by spaces. You can also use VLAN notation INTERFACE . VLANNR (g.g.- eth0.1)
Commen Configuration
General Setup
Status # MAC Address: 00-00-00-00-00-00
Unknown “VA-Wireless RX:0.00 B (0 Pkts.)
TX: 0.00 B (0 Pkts )
P [oceclen [
Really switch Switch protocol
protocol?
IP-Aliases
This section contains no values yet
Add
Back to Overview Save & Apply Reset

Figure 73: The client interface page
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Web Field/UCIl/Package Option

Description

Web: Protocol
UCI: network. newwifiClient.proto
Opt: proto

Specifies what protocol the interface will operate on. Select

DHCP Client.

Option

Description

Static

Static configuration with fixed address and
netmask.

DHCP Client

Address and netmask are assigned by DHCP.

Unmanaged

Unspecified

IPv6-in-1Pv4
(RFC4213)

Used with tunnel brokers.

IPv6-over-
1Pv4

Stateless IPv6 over IPv4 transport.

GRE

Generic Routing Encapsulation protocol

10T

L2TP

Layer 2 Tunnelling Protocol

PPP

Point to Point Protocol

PPPOE

PPP over Ethernet

PPPOATM

PPP over ATM

LTE/UMTS/
GPRS/EV-DO

CDMA, UMTS or GPRS connection using an
AT-style 3G modem.

Table 40: Information table for interfaces WClient page

When you have clicked Save and Apply, the router will restart the network package. It

may take up to one minute for connectivity to the router to be restored.

Configuring WiFi in client mode using command line

The configuration files are stored on:

e Network file /etc/config/network

e Wireless file /etc/config/wireless

Client modem using package options

root@VA router:~# uci export network

package network

config interface

newvifiClient

option proto “"dhcp”
root@VvA router:~# uci export wireless
package wireless
config wifi-device "“radioO"

option type "mac80211*

option channel "11*

option phy "“phyO*

option hwmode "11lng*

option htmode "HT20"

list ht capab "SHORT-GI-40"
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list ht capab "TX-STBC*
list ht capab "RX-STBC1-®
list ht capab "DSSS CCK-40*"
option txpower "17"

option country "US*

config wifi-iface

option device “radioO”

option ssid "Remote-AP*"

option mode "sta“

option network " newwifiClient *
option encryption "psk2*

option key "testtest”

14.6.2 Client modem using UCI

root@vA router:~# uci show network
network.new=interface

network WCLIENT .proto=dhcp

14.6.2.1 uci show wireless
root@vA router:~# uci show wireless
wireless.radioO=wifi-device
wireless.radioO.type=mac80211
wireless.radioO.channel=11
wireless.radioO.phy=phy0
wireless.radioO.hwmode=11ng
wireless.radioO.htmode=HT20
wireless.radioO.ht capab=SHORT-GI1-40 TX-STBC RX-STBC1 DSSS_CCK-40
wireless.radioO.txpower=17
wireless._radioO.country=US
wireless._@wifi-iface[0O]=wifi-iface
wireless._@wifi-iface[0].device=radioO
wireless.@wifi-iface[0].ssid=Remote-AP
wireless.@wifi-iface[0].mode=sta
wireless.@wifi-iface[0].network= newwifiClient
wireless.@wifi-iface[0].encryption=psk2

wireless._@wifi-iface[0].key=testtest
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15 Configuring a mobile connection

15.1

15.2

15.2.1

Configuration package used

Package Sections

network interface

Configuring a mobile connection using the web interface

Note: if you are creating multiple mobile interfaces, simply repeat the steps in this
chapter for each interface. Multiple interfaces are required for dual SIM or multiple radio
module scenarios. Configuring static routes and/or Multi-WAN can be used to manage
these interfaces.

In the top menu, select Network -=> Interfaces. The Interfaces Overview page
appears.

Create a new mobile interface

To create a new mobile interface, in the Interface Overview section, click Add new
interface. The Create Interface page appears. In the examples below, 3G has been
used for the interface name.

Status =

Create Interface

Mame of the new @ The allowed characters are. 2-Z, a-z, 0-3 and
interface

Protocol of the new Static address |"
interface

Create a bridge over
multiple interfaces

Caver the following
interface

@ Note: If you choose an inferface here which is part of anofher network, it will be moved info this nefwork.

Back to Overview Submit

Figure 74: The create interface page
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Web Field/UCI1/Package Option Description

Web: Name of the new interface Allowed characters are A-Z, a-z, 0-9 and __
UCI: network.3G=interface
Opt: interface

Web: Protocol of the new interface Protocol type. Select LTE/ZUMTS/GPRS/EV-DO.

UCI: network.3G.proto Option Description

Opt: proto Static Static configuration with fixed address and
netmask.

DHCP Client Address and netmask are assigned by DHCP.
Unmanaged Unspecified
IPv6-in-1Pv4

IPv6-over-
1Pv4

GRE
10T
L2TP Layer 2 Tunnelling Protocol.
PPP
PPPOE
PPPOATM

LTE/UMTS/ CDMA, UMTS or GPRS connection using an
GPRS/EV-DO | AT-style 3G modem.

Web: Create a bridge over multiple Enables bridge between two interfaces.
interfaces Not relevant when configuring a mobile interface.
UCI: network.3G.type 0 Disabled.

Opt: type 1 Enabled.

Web: Cover the following interface Select interfaces for bridge connection.

UCI: network.3G.ifname Not relevant when configuring a mobile interface.
Opt: ifname

Table 41: Information table for the create interface page

Click Submit. The Common Configuration page appears. There are three sections in the
mobile interface common configurations:

Section Description

General Setup Configure the basic interface settings such as protocol, service type, APN
information, user name and password.

Advanced Settings Set up more in-depth features such as initialisation timeout, LCP echo failure

thresholds and inactivity timeouts.

Firewall settings Assign a firewall zone to the connection.
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15.2.1.1 Mobile interface: general setup

Common Configuration

General Setup Advanced Settings

Status

Protocol  LTE/UMTS/GPRS/EV-DO

LTE

umTS

GPRS
CDMA/EV-DO
Auto

Service Preference

Sim |1
Operator PLMN code

APN stream.co.uk
default

APN usermname

APN password

Firewall Settings

RX: 0.00 B (0 Pkis.)
TX:0.00 B (0 Pkts.)

(@ Order of service preference for the generated interfaces (Use Control butfon to select multiple]

@ Specify this if you want to force connection to particular carrier

iy

Figure 75:

The common configuration page

Web Field/UCI1/Package Option

Description

Web: Status Shows the current status of the interface.
UCI: n/a
Opt: n/a
Web: Protocol Protocol type. Select LTE/UMTS/GPRS/EV-DO.
UCI: network.3G.proto Web Description UClI
Opt: proto Static Static configuration with fixed static
address and netmask.
DHCP Client Address and netmask are dhcp
assigned by DHCP.
Unmanaged Unspecified none
IPv6-in-1Pv4 Used with tunnel brokers.
(RFC4213)
IPv6-over- Stateless IPv6 over IPv4
1Pv4 transport.
GRE Generic Routing Encapsulation gre
protocol
10T 10T iot
L2TP Layer 2 Tunnelling Protocol 12tp
L2TPv3 L2TPv3 Tunnelling Protocol 12tpv3
PPP Point to Point Protocol ppp
PPtP Point to Point Tunnelling pptp
Protocol
PPPOE PPP over Ethernet pppoe
PPPOATM PPP over ATM pppoa
LTE/UMTS/ CDMA, UMTS or GPRS 39
GPRS/EV-DO | connection using an AT-style 3G
modem.
PPP(PSTN- PPP v90 modem pppmodem
Modem)
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Web: service Preference Defines a space separated list of services, in preferred order.
UCI- network.3G.service order Valid options are gprs, umts, lte, auto.
Opt: service_order If no valid_service order is defined, then the configured Service
- Type is used. Example:
network.3G.service_order="gprs umts lte auto”
Blank Use configured service type.
Range gprs umts lte auto
Web: Operator PLMN code Specifies an operator PLMN code to force the connection to a
UCI: network.3G.operator particular carrier. The PLMN code is identified as a combination of
the MCC and the MNC.
Opt: operator o . i . .
Note: the operator option is used in conjunction with the
operator format option option opformat which is used to define
how the operator string is parsed. If configuring via the web GUI
the op format is automatically set to ‘2’ to indicate it is a PLMN
code.
See below for alternative options for the operator format option.
Web: n/a Defines the operator format. We recommended you use PLMN
UCI: network.3G.opformat code.
Opt: opformat The operator is case sensitive so if using long or short character
format it must match the operator exactly.
To see the current operator using SSH enter the command: cat
/var/state/mobile or using the web mobile stats page at
Status -> Mobile Stats.
0 Long character format
1 Short character format
2 PLMN code
Web: SIM Defines which SIM is used on this interface.
UCI: network.3G.sim Web Description UCl
Opt: sim Auto automatically detect any
1 SIM 1 1
2 SIM 2 2
Web: APN APN name of Mobile Network Operator.
UCI: network.3G.apn
Opt: apn
Web: APN username Username used to connect to APN.
UCI: network.3G.username
Opt: username
Web: APN password Password used to connect to APN.
UCI: network.3G.password
Opt: password
Web: n/a Alllows you to specify exact integer or range that will be used to
UCI: network.3G.retry_interval_sec calculate random number to delay PPP connection.
Opt: retry_interval_sec (0] PPP will connect immediately, without any
- - delay.
1-infinite PPP will attempt to connect again after

specified interval.

PPP will attempt to connect within specified
range. The exact interval is calculated
randomly from specified range.

retry interval sec 60 180

Range

Table 42: Information table for common configuration settings

The Modem Configuration link at the bottom of the page is used for SIM pin code and
SMS configuration. For more information, read the chapter ‘Configuring mobile
manager’.
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15.2.1.2 Mobile interface: advanced settings

Common Configuration

General Setup Advanced Settings Firewall Settings

Bring up on boot [+
Monitor interface state
CHAP

Authentication type

Enable IPvE
negotiation on the
PEP link

Madem init timeout
Use default gateway
Use gateway metric

IPv4 Mode  DHCP v
None v

IPvE Mode

Use DNS servers
advertised by peer

LCP echo failure
threshold

LCP echo interval
Inactivity timeout

Select Operator on
Every Start

Dependant interfaces

@ Mea

“| @ This interface state would be reported to VA Monitor via keep-alive

Y (@ Selects APN authentication type

#| @ If unchecked, no default route is configured

4| @ If unchecked, the advertised DNS server addresses are ignored

@ Close inactive connection after the given

1 amount of seconds to wait for the modem to become ready

@ Presume peer to be dead after given amount of LCP echo failures, use 0 to ignore failures

@ Send LCP echo requests af the given interval in seconds, only effective in conjunction with failure threshold

mount of seconds, use 0 to persist connection

(@ When operator is not enforced use this to make modem select operator every time interface starts

Figure 76: The advanced settings tab

Web Field/UCI/Package Option Description
Web:Bring up on boot Enables the interface to connect automatically on boot up or
UCI: network.3G.auto reconnect automatically when disconnected.
Opt: auto
Web: Monitor interface state Enabled if status of interface is presented on monitoring
UCI: network.3G.monitored latform.
Opt: monitored 0 Do not monitor interface.
1 Monitor interface.
Web: Authentication Type Enabled if status of interface is presented on monitoring
UCI: network.3G.auth latform.
Opt: auth Web Description ucCl
CHAP CHAP authentication 2
PAP PAP authentication 1
Web: Enable IPv6 negotiation on the PPP Enables IPv6 routing on the interface.
link 0 Do not enable IPv6.
UCI: network.3G.ipv6 1 Enable IPV6.
Opt: ipv6
Web: Modem int timeout Maximum amount of seconds to wait for the modem to become
UCI: network.3G.maxwait ready.
Opt: maxwait 20 Seconds
Range
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Web: Use default gateway
UCI: network.3G.defaultroute
Opt: defaultroute

Enables this interface as a default route.

0 Do not use as a default route.

1 Use as a default route.

Web: Use gateway metric
UCI: network.3G.metric
Opt: metric

Defines the metric for the default route. Lower number metrics
are used first when route is up.

0

Range

Web: IPv4 Mode
UCI: network.3G.ipv4mode
Opt: ipv4dmode

Defines the IPv4 address assignment approach for mobile
interfaces in Ethernet Mode.

Note: by default, mobile interfaces are in Ethernet mode.

Web Description UClI
None No dynamic assignment none
DHCP DHCP address assignment dhcp

Web: IPv6 Mode
UCI: network.3G.ipvémode
Opt: ipvémode

Defines the IPv6 address assignment approach for mobile
interfaces in Ethernet Mode.

Note: by default, mobile interfaces are in Ethernet mode.

Web Description UClI
None No dynamic assignment none
DHCPv6 DHCP address assignment dhcp

RA Router Advertisement (RA) ra
assignment

DHCPv6 after
RA

Wait for RA, then start DHCP | ra_then_dhcp

Web: Use DNS servers advertised by peer
UCI: network.3G.peerdns
Opt: peerdns

If unchecked, the advertised DNS server addresses are ignored.

0 Use static DNS.

1 Use advertised DNS.

Web: Use custom DNS servers
UCI: network.3G.dns
Opt: dns

Specifies DNS server. Only available if Use DNS servers
advertised by peer is unselected. When multiple DNS servers
are required separate using space for UCI or option value.
Example:

uci set network.3G.dns="1.1.1.1 2.2.2.2"

Web: LCP echo failure threshold
UCI: network.3G.keepalive
Opt: keepalive

Presumes peer to be dead after a given amount of LCP echo
failures, use O to ignore failures.

This command is used in conjunction with the LCP echo interval.
The syntax is as follows: uci network.3G.keepalive=<echo failure
threshold> <echo interval>

Example:

uci set network.3G.keepalive="15 10~
5 PPP peer dead after 5 failures
Range

Web: LCP echo interval
UCI: network.3G.keepalive
Opt: keepalive

Send LCP echo requests at the given interval in seconds, only
effective in conjunction with failure

This command is used in conjunction with the LCP echo failure
threshold. The syntax is as follows: uci
network.3G.keepalive=<echo failure threshold> <echo interval>
Example:

uci set network.3G.keepalive="15 10~

1 LCP echo request every 1 second

Range

Web: Inactivity timeout
UCI: network.3G.demand
Opt: demand

Closes an inactive connection after the given amount of seconds.
Use O to persist connection.

0 Do not disconnect on inactivity.

Range
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Web: Select Operator on Every Start
UCI: network.3G.operator_reselect
Opt: operator_reselect

Defines whether to force modem to run operator selection (with
AT+COPS=0 command) on every interface restart.

(0] Operator selection will not happen on
interface restart.

1 Force modem to run operator selection on
every interface restart.

Web: Dependant Interfaces
UCI: network.3G.dependants
Opt: dependants

Lists interfaces that are dependent on this parent interface.
Dependant interfaces will go down when the parent interface is
down and will start or restart when the parent interface starts.

Separate multiple interfaces by a space when using UCI.
Example: option dependants “PPPADSL MOBILE”

This replaces the following previous options in child interfaces.

gre option local_interface

1t2p option src_ipaddr

iot option wanl wan2
6in4 | option ipaddr
6to4 | option ipaddr

Web: SNMP Alias ifindex
UCI: network.[..x..].snmp_alias_ifindex
Opt: snmp_alias_ifindex

Defines a static SNMP interface alias index for this interface that
can be polled via the SNMP interface index.
(snmp_alias_ifindex+1000). See ‘Configuring SNMP’ section for
more information.

Blank No SNMP interface alias index.
Range 0 - 4294966295

Web: VRF Defines VRF for this interface.

UCI: network.3G.vrf blank No VFR.

Opt: vrf Range

Table 43: Information table for general set up page

15.2.1.3 Mobile interface: firewall settings
Use this section to select the firewall zone you want to assign to the interface.

Select unspecified to remove the interface from the associated zone or fill out the
create field to define a new zone and attach the interface to it.

Common Configuration

General Setup Advanced Settings

Create / Assign
firewall-zane

@

@ Choose the firew,

Back to Overview

define a new zone and aftach the inferface fo it

one you want fo assign fo this inferface. Select unspecified fo remove ihe inferface from the associated zone or fill out the create field fo

Save & Apply Reset

Figure 77: Firewall settings page
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15.3.1

15.3.2

15: Configuring a mobile connection

Configuring a mobile connection using CLI

UCl

To establish a basic mobile connection, enter:

root@VA router:~# uci show network
network.3G=interface
network.3G.proto=3g
network.3G.monitored=0
network.3G.sim=any
network.3G.auto=1
network.3G.defaultroute=1
network.3G.metric=1
network.3G.service_order=auto Ite umts gprs
network.3G.apn=test.apn
network.3G.username=username
network.3G. password=password
network.3G. ipv4dmode=dhcp
network.3G. ipvémode=none
network.3G.keepalive="5 1~
network.3G.operator_reselect=0

network.3G.auth=2

Package options

root@VA router:~#

package network

config interface "3G*"
option proto "3g-
option monitored "0~
option auto “1~
option sim “any®
option defaultroute "1°
option metric “1”
option service order "auto Ite umts gprs*
option apn "test.apn-®

option username “username’
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option password "password-®
option ipv4mode “dhcp”
option ipv6émode “none”
option keepalive *15 10’
option operator_reselect “0~

option auth <2~

Diagnositcs

Note: the information presented on screen and data output using UCI depends on the
actual mobile hardware being used. Therefore, the interfaces or output you see may
differ from the samples shown here.

Mobile status via the web

To view mobile connectivity information, in the top menu, select Status -> Mobile
Information. The Mobile Information page appears. The information presented depends
on the actual mobile hardware used; it might therefore differ from the samples shown
here.

Basic Advanced Cell Information
SIM In yes
SIM Slot 1
Operator vodafone |E
Technology UMTS
Network Status Home network
Data Network Status Home network
Signal (dBm) -101
IMEL 356743040012737
sl 272017113618040

Figure 78: The mobile information page
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Basic Advanced

Network Status
Data Network Status
IMEI

M3l

Operator

Phone Number

SIM In

SIM Slot

Signal (dBm)

Technology

Temperature (C)

Hardware Revision

Cell Information

Home network

Home network

358743040012737

272017113618040

vodafone IE

+353874512040

yes

8935301140701270414

-101

UMTS

28

R1C08

Figure 79: The advanced information page

Basic Advanced

Cell ID
Location Area Code
Mobile Country Code

Maobile Metwork Code

Cell Information

2007516

3023

272

01

Figure 80:

The cell information page
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15.4.2 Mobile status using UCI

To disp