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1: Introduction

1 Introduction

This user manual describes the features and how to configure the Virtual Access GW2027
and GW2028 Series routers.

The GW2027 Series and GW208 Series are a range of versatile 3G/4G LTE/CDMA450
wireless routers suitable for a variety of business and industrial deployments. The
compact and rugged structure makes a suitable product for deployments in M2M
applications such as CCTV, ATM, telemetry, SCADA, retail (POS), digital signage, and
intelligent traffic systems. The product line supports the following radio access
technologies: HSPA+, HSPA, UMTS, EDGE, CDMA450, GPRS and GSM.

3G is the third generation of mobile phone standards and technology. It is based on the
International Telecommunication Union (ITU) family of standards under the International
Mobile Telecommunications programme, IMT-2000.

4G is a mobile communications standard intended to replace 3G, allowing wireless
internet access at a much higher speed.

3G and 4G technologies enable network operators to offer users a wider range of more
advanced services, while achieving greater network capacity through improved spectral
efficiency. Services include wide-area wireless voice telephony, video calls, and
broadband wireless data, all in a mobile environment.

1.1 Document scope

This document covers the GW2027 and GW2028 Series routers. For general references,
we refer to the GW2028 Series throughout. Feature variations between GW2027 Series
and GW2028 Series are described in separate sections.

GW2027 Series router features:

GW2027: 2 x Ethernet, 3G, 4G/LTE, CDMA450, single RS232 and single RS485, Digital 1/0

Note: the second input is either RS232 or RS485 and is specified at time of ordering and
fixed in manufacturing.

GW2028 Series router features:

GwW2028: 4 x Ethernet, 3G, 4G/LTE, CDMA450,single RS232 and single RS485, Digital 1/0

Note: the second input is either RS232 or RS485 and is specified at time of ordering and
fixed in manufacturing.

1.2 Using this documentation

You can configure your router using either the router’s web interface or via the command
line using UCI commands. Each chapter explains first the web interface settings,
followed by how to configure the router using UCI. The web interface screens are shown
along with a path to the screen for example, ‘In the top menu, select Service ->
SNMP.’ followed by a screen grab.

After the screen grab there is an information table that describes each of the screen’s
fields.
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1: Introduction

1.2.1 Information tables
We use information tables to show the different ways to configure the router using the
router’s web and command line. The left-hand column shows three options:
e Web: refers the command on the router’s web page,
e UCI: shows the specific UCI command, and
e Opt: shows the package option.

The right-hand column shows a description field that describes the feature’s field or
command and shows any options for that feature.

Some features have a drop-down menu and the options are described in a table within
the description column. The default value is shown in a grey cell.

Values for enabling and disabling a feature are varied throughout the web interface, for
example, 1/0; Yes/No; True/False; check/uncheck a radio button. In the table
descriptions, we use O to denote Disable and 1 to denote Enable.

Some configuration sections can be defined more than once. An example of this is the
routing table where multiple routes can exist and all are named ‘route’. For these
sections, the UCI command will have a code value [0] or [X] (where X is the section
number) to identify the section.

Web Field/UCIl/Package Option Description

Web: Metric Specifies the route metric to use.
UCI: network.@route[O].metric

Opt: metric

Note: these sections can be given a label for identification when using UCI or package
options.

network.@route[0]=route

network.@route[0] -metric=0

can be witten as:

network. routename=route

network. routename.metric=0

However the documentation usually assumes that a section label is not configured.

The table below shows fields from a variety of chapters to illustrate the explanations
above.
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1: Introduction

Web Field/UCI1/Package Option Description
Web: Enable Enables CESoPSN services.
UCI: cesop.main.enable 0 Disabled.
Opt: enable 1 Enabled.
Web: Syslog Severity Selects the severity used for logging events CESoPSN in syslog.
UCI: cesop.main.severity The following levels are available.
Opt: log_severity 0 Emergency
1 Alert
2 Critical
3 Error
4 Warning
5 Notice
6 Informational
7 Debug
Web: Agent Address Specifies the address(es) and port(s) on which the agent should
UCI: snmpd.agent[0].agentaddress listen.
Opt: agentaddress [(udp]tcp):]port[@address][,...]

Table 1: Example of an information table

1.2.2 Definitions

Throughout the document, we use the host name ‘VA_router’ to cover all router models.

UCI commands and package option examples are shown in the following format:

root@VvA router:~# vacmd show current config

1.2.3 Diagnostics

Diagnostics are explained at the end of each feature’s chapter.

1.2.4 UCI commands

For detailed information on using UCI commands, read chapters ‘Router File Structure’
and ‘Using Command Line Interface’.
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2: GW2027 and GW2028 hardware specification

2 GW2027 and GW2028 hardware specification

2.1.1 GW2027 Series router

Figure 1. The GW2027 series router
GW2027: 2 x Ethernet, 3G, 4G/LTE, CDMA450, single RS232 and single RS485, digital 1/0, dual SIM,

metal case
Note: the second input is either RS232 or RS485 and is software selectable.

2.1.2 GW2028 Series router

Figure 2: The GW2028 series router

GW2028: 4 x Ethernet, 3G, 4G/LTE, CDMA450, single RS232 and single RS485, digital 1/0, dual SIM,
metal case

Note: the second input is either RS232 or RS485 and is software selectable.
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2: GW2027 and GW2028 hardware specification

2.2 GW2027 hardware features

Dual SIM sockets

Dual antenna SMA connectors
Two 10/100 Mbps Ethernet ports
Optional 1 or 2 RS232 ports
Optional 4KV isolation ports
Optional RS485 port

SIM cover

2.3 GW2028 hardware features

Dual SIM sockets

Dual antenna SMA connectors

Up to eight 10/100 Mbps Ethernet ports
Optional 1 or 2 RS232 ports

Optional 4KV isolation ports

Optional RS485 port

SIM cover

2.4 Serial ports on the GW2027 and GW2028 Series router

The asynchronous serial ports are named:

Port O: ‘/dev/ttySCO’
Port 1: ‘/dev/ttySC1’

Each serial port has a number of configurable settings, such as baud rate, word size,
parity, flow control mode, etc.

Figure 3: Serial ports on the GW2027 and GW2028 series router
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2: GW2027 and GW2028 hardware specification

2.4.1.1 RS232 pinout for the GW2027 and GW2028 Series router

24.1.2

Pin

Name

Direction

RTS

Out

DTR

Out

TX Data

Out

GND

GND

RX Data

In

DSR

In

0 (N[0~ [W[N |-

CTS

In

RS485 pinout for the GW2027 and GW2028 Series router

Half Duplex Mode

Full Duplex Mode

Pin

Name

Direction

(From GW2027 or GW2028 router)

Pin Name

GND

GND

GND

GND

Tx1/Rx1+

In/Out

Tx1/Rx1+

Tx1/Rx1-

In/Out

Tx1/Rx1-

0 (N[ (o~ [W[N |

0 ([N |O (0 (h |W]|N (P

2.4.1.3 GPIOs on the GW2027 and GW2028 Series router: digital inputs

Pin Name Direction Description

1 Input O+ In Isolated positive input for Digital Input O

2 Input O- In Isolated negative input for Digital Input O

3 Input 1+ In Isolated positive input for Digital Input 1

4 Input 1- In Isolated negative input for Digital Input 1

5 5V0 Out Non isolated 5V supply for Digital Input O

6 5V1 Out Non isolated 5V supply for Digital Input 1

7 GND - Non isolated ground terminal for Digital Inputs
8 GND - Non isolated ground terminal for Digital Inputs

The maximum input voltage for the Digital Inputs is 9V.

The maximum input current for the Digital Inputs is 60 mA.

2.4.1.4 GPIOs on the GW2027 and GW2028 Series router: digital outputs

Pin Name Direction Description
1 Qutput N/O | - Digital Output, normally open
2 Output - Digital Output, common
Com
3 Output - Digital Output, normally open
N/C

The maximum voltage for the Digital Output is 30V DC.

The maximum current for the Digital Output is 2A.
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2: GW2027 and GW2028 hardware specification

2.5 GSM and LTE technology

e AGLTE

e HSPA+

e EDGE/GPRS

e Download up to 21 Mbps

e Upload up to 5.76 Mbps

e 2100/1900/1800/900/850/450 MHz bands

2.6 Power supply

WARNING

Only properly trained service personnel should remove or install power
supplies.

Do not touch bare parts inside the enclosure: there may be hazardous energy
levels.

The user is responsible for checking equipment ratings, operating instructions
and installation instructions before commissioning or maintenance.

The user is responsible for ensuring the equipment is installed, operated and
used for its intended function in the manner specified by Virtual Access. Failure
to do so may invalidate safety features of the equipment.

2.6.1 Power supply symbols

Symbol Publication Description
IEC 60417-5031 (2002-10) Direct current
/\/ IEC 60417-5032 (2002-10) Alternating current
/T_/ IEC 60417-5033 (2002-10) Both direct and alternating current
| IEC 60417-5017 (2006-08) Earth (ground) terminal

Table 2: power supply symbols

2.7 GW2027 and GW2028 Series router power supply

e 9V-59DC

e Power consumption: 5W
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2: GW2027 and GW2028 hardware specification

2.8 GW2027 and GW2028 Series router environmental conditions

The following environmental conditions apply to all GW2027 and GW2028 Series routers.
e Rated IP2X when mounted in normal position of use
e Rated pollution degree 2 when mounted in normal position of use

e Rated insulation class 111 when mounted in normal position of use

2.9 GW2027 Series router dimensions

2.10

2.11

2.12

2.13

2.14

GW2027 Series unit size: 40W 115D 160H
GW2027 Series unit size: 5009

GW2028 Series router dimensions

GW2028 Series unit size: 52w 116D 157H
GW2028 Series unit weight: 5009

GW2027 Series router compliance

The GW2027 Series router is compliant and tested to the following standards:

Safety EN 60950-1: 2006, + A11:2009 + A1 2010 + A12:2011 + A2:2013
EMC EN55022 and EN55024 for more specific details please read the GW2027 datasheet.
Environmental ETSI 300 019-1-3 Sinusoidal Vibration and Shock ETSI 300 019-2-3 Random Vibration.

GW2028 Series router compliance

The GW2028 Series router is compliant and tested to the following standards:

Safety EN 60950-1: 2006, + A11:2009 + A1 2010 + A12:2011 + A2:2013
EMC EN55022 and EN55024 for more specific details please read the GW2028 datasheet.
Environmental ETSI 300 019-1-3 Sinusoidal Vibration and Shock ETSI 300 019-2-3 Random Vibration.

Operating temperature range

The operating temperature range depends on the router’s type of power supply.

Gw2027 -20°C to 70°C DIN rail PSU
Gw2028 -20°C to 70°C DIN rail PSU
Antenna

The GW2027 and GW2028 Series router has two SMA connectors for connection of two
antennas for antenna diversity. Antenna diversity helps improve the quality of a wireless
link by mitigating problems associated with multipath interference.
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2.15

2.15.1

2.16

2.17

2.17.1

2: GW2027 and GW2028 hardware specification

Components

To enable and configure connections on your router, it must be correctly installed.

The GW2027 and GW2028 Series router contains an internal web server that you use for
configurations. Before you can access the internal web server and start the
configuration, ensure the components are correctly connected and that your PC has the
correct networking setup.

GW2028 and GW2027 Series router components

1 x GW2028 or GW2027 Series router (models vary)

1 x Ethernet cable. RJ45 connector at both ends.

1 x PSU

1 x antenna

Table 3: GW2027 and GW2028 Series router components

Inserting a SIM card

Ensure the unit is powered off.

Hold the SIM 1 card with the chip side facing down and the cut corner front left.

1.

2

3. Gently push the SIM card into SIM slot 1 until it clicks in.

4. If using SIM 2 then hold the SIM with the cut corner front right
5

Gently push the SIM card into SIM slot 2 until it clicks in.

Connecting the SIM lock

Connect the SIM lock using the Allen key provided.

Connecting cables

Connect one end of the Ethernet cable into port A and the other end to your PC or
switch.
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2.18

2.19

2.20

2.21

2: GW2027 and GW2028 hardware specification

Connecting the antenna

If you are only connecting one antenna, screw the antenna into the MAIN SMA
connector.

If you are using two antennas, screw the main antenna into the MAIN SMA connector
and the secondary antenna into the AUX SMA connector.

Mounting the GW2028 Series router on to a DIN rail

The GW2027 and GW2028 Series router is supplied with DIN rail clips attached.

.......

Figure 4: DIN rail position on the rear of a GW2028 series router
1. Offer the unit down on to the DIN rail. Hold the unit at a slight angle and slide the
top teeth of the DIN rail clip onto the DIN rail.

2. When the top teeth and DIN rail are connected, push the unit down and back in one
motion until the DIN rail clip clicks into the DIN rail.

3. The click sound means the box has engaged on the DIN rail and is secure.

Releasing the GW2024P Series router from a DIN rail
1. Insert a screwdriver or similar implement into the extender clip on the DIN rail clip
and pull up to release the top spring of the DIN rail clip.

2. Pull the unit up and away from the DIN rail to remove it from the DIN rail.

Powering up the GW2027 or GW2028 Series router

GW2027 and GW2028 Series routers are supplied with a plug in terminal connector or
optional external power supply.

1. Wire the 12V DC input to the appropriate DC supply in accordance with local
regulations.

2. Plug the terminal connector into the GW2027 or GW2028 Series router.
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2.22

2.23

2: GW2027 and GW2028 hardware specification

Reset button

The reset button is used to request a system reset.

When you press the reset button all LEDs turn on simultaneously. The length of time you

hold the reset button will determine its behaviour.

Press Duration

PWR/CONFIG LED

Router Behaviour on depress

behaviour
0-3 seconds On Normal reset to running config. No special
LED activity.
Between 3 and 15 seconds Flashing slowly Releasing between 3-15 seconds switches
the router back to factory configuration.
Between 15 and 20 seconds On Releasing between 15-20 seconds performs

a normal reset to running config.

Between 20 seconds and 30 seconds Flashing faster

Releasing between 20-30 seconds reboots
the router in recovery mode.

Over 30 seconds On

Releasing after 30 seconds performs a
normal reset.

Table 4: GW2027 and GW2028 Series router reset behaviour

Recovery mode

Recovery mode is a fail-safe mode where the router can load a default configuration
from the routers firmware. If your router goes into recovery mode, all config files are
kept intact. After the next reboot, the router will revert to the previous config file.

You can use recovery mode to manipulate the config files, but should only be used if all
other configs files are corrupt. If your router has entered recovery mode, contact your

local reseller for access information.
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3: GW2027 and GW2028 Series LED behaviour

3 GW2027 and GW?2028 Series LED behaviour

3.1 Main LED behaviour

The GW2028 Series router has single colour LEDs for Power, Config, SIM1, SIM2 and
signal strength. When the router is powered on, the LED is green.

Figure 5: Example of LED activity

The possible LED states are:
o Off
e Flashing slowing

e Flashing quickly

e On
The GW2028 takes approximately 2 minutes to boot up. During
this time, the power LED flashes.

Booting Other LEDs display different diagnostic patterns during boot up.
Booting is complete when the power LED stops flashing and
stays on steady.

Oon Power connected.

Power LED
Off No power/boot loader does not exist.
On Unit running a valid configuration file.

Config LED Flashing slowly Unit running in recovery mode (5 Hz).
Flashing quickly Unit running in factory configuration (2.5 Hz).
On SIM selected and registered on the network.

SIM LEDs Off Not selected or SIM not inserted.

Flashing SIM selected and not registered on the network.
None PPP not connected or signal strength <= -113dBm.
Bottom on, top off Data connection up and signal strength <= -89dBm.

Signal LEDs Bottom off, top on Data connection up and signal strength between -89dBm and -
69dBm.

Both on Data connection up and signal strength >-69dBm.

Table 5: LED behaviour and descriptions
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3: GW2027 and GW2028 Series LED behaviour

Note: when PPP is not connected, none of the signal LEDs will light regardless of signal

strength.

3.2 Ethernet port LED behaviour

The Ethernet port has two LEDs: a LINK LED (green) and an ACT LED (amber). When
looking at the port, the LED on the top is the LINK LED, and the ACT LED is on the

bottom.
Figure 6: Ethernet LED activity
Link LED Off No physical Ethernet link detected
(green) on Physical Ethernet link detected
ACT LED Off No data is being transmitted/received over the link
(amber) Flashing Data is being transmitted/ received over the link
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4: Factory configuration extraction from SIM card

4 Factory configuration extraction from SIM card

Virtual Access routers have a feature to update the factory configuration from a SIM
card. This allows you to change the factory configuration of a router when installing the

SIM.

1. Make sure the SIM card you are inserting has the required configuration written on it.
2. Ensure the router is powered off.

3. Hold the SIM 1 card with the chip side facing down and the cut corner front left.

4. Gently push the SIM card into SIM slot 1 until it clicks in.

5. Power up the router.

Depending on the model, the power LED and/or the configuration LED flash as usual.

The SIM LED starts flashing. This indicates the application responsible for 3G and
configuration extraction management is running. It also means the update of the
configuration is happening.

When the update is finished, depending on the model, the power LED and/or the
configuration LED blink alternatively and very fast for 20 seconds.

Note: factory configuration extraction is only supported on maobile modules that support
phone book operations.
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5: Accessing the router

5 Accessing the router

Access the router through the web interface or by using SSH. By default, Telnet is

disabled.

5.1 Configuration packages used

Package Sections
dropbear dropbear
system main
uhttpd main

cert

5.2 Accessing the router over Ethernet using the web interface

DHCP is disabled by default, so if you do not receive an IP address via DHCP, assign a

static IP to the PC that will be connected to the router.

PC IP address 192.168.100.100
Network mask 255.255.255.0
Default gateway 192.168.100.1

Assuming that the PC is connected to Port A on the router, in your internet browser, type
in the default local IP address 192.168.100.1, and press Enter. The Authorization page

appears.

Authorization Required

Please enter your username and password

Username root
Password | =====

Login Reset

Figure 7: The login page

The password may vary depending on the factory configuration the router has been
shipped with. The default settings are shown below. The username and password are

case sensitive.
In the username field, type root.
In the Password field, type admin.

Click Login. The Status page appears.
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5: Accessing the router

5.3 Accessing the router over Ethernet using an SSH client
You can also access the router over Ethernet, using Secure Shell (SSH) and optionally
over Telnet.

To access CLI over Ethernet start an SSH client and connect to the router’'s management
IP address, on port 22: 192.168.100.1/24.

On the first connection, you may be asked to confirm that you trust the host.

PUTTY Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1040 ehee:21:F1:06:74:80:a8ef 6o d0:db:33: 2difer 51
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on cennecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Yes No Cancel

Figure 8: Confirming trust of the routers public key over SSH

o ==

Figure 9: SSH CLI logon screen

In the SSH CLI logon screen, enter the default username and password.
Username: root

Password: admin

5.3.1 SCP (Secure Copy Protocol)

As part of accessing the router over SSH, you can also use SCP protocol. Use the same
user authentication credentials as for SSH access. You can use SCP protocol to securely,
manually transfer files from and to the router’'s SCP server.

No dedicated SPC client is supported; select the SCP client software of your own choice.
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5: Accessing the router

5.4 Accessing the router over Ethernet using a Telnet client

Telnet is disabled by default, when you enable Telnet, SSH is disabled.

To enable Telnet, enter:

root@VA router: ~# /etc/init.d/dropbear disable
root@vA router: ~# reboot -f

To re-enable SSH, enter:

root@VA router: ~# /etc/init.d/dropbear enable
root@vA router: ~# reboot -f

Note: As SSH is enabled by default, initial connection to the router to enable Telnet
must be established over SSH.

5.5 Configuring the password

55.1

Configuration packages used

Package Sections

system main

5.6 Configuring the password using the web interface

To change your password, in the top menu click System -> Administration. The
Administration page appears.

Router Password

Changes the administrator password for accessing the device

Password =

Confirmation &

Figure 10: The router password section

In the Router Password section, type your new password in the password field and then
retype the password in the confirmation field.

Scroll down the page and click Save & Apply.

Note: the username ‘root’ cannot be changed.
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5: Accessing the router

Web Field/UCIl/Package Option Description

Web: Password Defines the root password. The password is displayed encrypted

UCI: system.main.password via the CLI using the ‘hashpassword’ option.

Opt: password UCI: system.main.hashpassword

Opt: hashpassword

5.7 Configuring the password using UCI
The root password is displayed encrypted via the CLI using the hashpassword option.

root@VA router:~# uci show system
system.main=system
system.main.hostname=VA_router

system.main.hashpassword=$1$jRX/x8A/$U5kLCMpi9dcahRhOlI7ezV1
If you are changing the password using UCI, enter the new password in plain text using

the password option.
root@VA_ router:~# uci system.main.password=newpassword

root@VA router:~# uci commit

The new password will take effect after reboot and will now be displayed in encrypted
format via the hashpassword option.

5.8 Configuring the password using package options
The root password is displayed encrypted via the CLI using the hashpassword option.

root@VA router:~# uci export system

package system

config system "main”
option hostname "VA router”

option hashpassword "$13$wRYYi1JOz$EeHN.GQcxXhRgNPVbgxVw

If you are changing the password using UCI, enter the new password in plain text using
the password option.

package system

config system "main”
option hostname "VA router®
option hashpassword "$1$wRYY iJOz$EeHN.GQcxXhRgNPVbgxVw

option password “newpassword’

The new password will take effect after reboot and will now be displayed in encrypted
format via the hashpassword option.
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5: Accessing the router

5.9 Accessing the device using RADIUS authentication

You can configure RADIUS authentication to access the router over SSH, web or local
console interface.

package system

config system "main”
option hostname "VirtualAccess”

option timezone "UTC*

config pam_auth
option enabled "yes”
option pamservice "login”
option pammodule "auth*®
option pamcontrol "sufficient”
option type "radius”
option servers "192.168.0.1:3333|test]20 192.168.2.5]secret]|10"

config pam_auth
option enabled "yes”
option pamservice "sshd”
option pammodule "auth*®

option pamcontrol "sufficient” it checks package
management_users

option type "radius”

option servers "192.168.0.1:3333|test]20 192.168.2.5]secret]10"

config "pam_auth”
option enabled "yes”
option pamservice "luci”
option pammodule "auth*®
option pamcontrol "sufficient”
option type "radius”

servers "192.168.0.1:3333|test]20 192.168.2.5|secret]10"
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5.10

5: Accessing the router

UCI/Package Option

Description

UCI: system.@pam_auth[0].enabled=yes | Enables and disables RADIUS configuration sections.
Opt: enabled yes Enables following RADIUS
configuration section.
no Disables following RADIUS
configuration section.
UCI: system.@pam_auth[0].pamservice Selects the method which users should be authenticated by.
Opt: pamservice login User connecting over console cable.
sshd User connecting over SSH.
luci User connecting over web.
UCI: system.@pam_auth[0].pamcontrol Specifies authentication behaviour after authentication fails or
Opt: pamcontrol connection to RADIUS server is broken.
Sufficient First authenticates against remote
RADIUS if password authentication
fails then it tries local database
(user defined in package
management_users)
Required If either authentication fails or
RADIUS server is not reachable
then user is not allowed to access
the router.
[success=done Local database is only checked if
new_authtok_reqd=done | RADIUS server is not reachable.
authinfo_unavail=ignore
default=die]
UCI: Enables user authentication.

system.@pam_auth[0].pammodule.auth

Opt: pammodule

UCI: system.@pam_auth[0].type.radius Specifies the authentication method.

Opt: type

UCI: system.@pam_auth[0].servers Specifies the RADIUS server or multiple servers along with port
Opt: servers number and password. The example below explains the syntax.

192.168.0.1:3333|test|20 192.168.2.5|secret| 10

Table 6: Information table for RADIUS authentication

Accessing the device using TACACS+ authentication

TACACS+ authentication can be configured for accessing the router over SSH, web or
local console interface.

package system

config system "main”

option hostname "VirtualAccess*®

option timezone "UTC*®

config pam_auth

option enabled "yes”

option pamservice "sshd®
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5: Accessing the router

option
option
option

option

config pam_auth

option
option
option
option
option
option

option

config pam_auth

option
option
option
option
option
option

option

config pam_auth

option
option
option
option
option

option

config pam_auth

option
option
option
option

option

pammodule “auth*®

pamcontrol "sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

enabled "yes*®

pamservice "sshd®

pammodule “account*®

pamcontrol "sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

args "service=ppp"

enabled "yes*

pamservice "sshd®

pammodulle "session*®

pamcontrol "sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

args "service=ppp"

enabled "yes*

pamservice "luci”

pammodule "auth*®

pamcontrol "sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

enabled "yes*
pamservice "luci”
pammodulle "account*”
pamcontrol "sufficient”

type "“tacplus”
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5: Accessing the router

option

option

config pam_auth

option
option
option
option
option
option

option

config pam_auth

option
option
option
option
option

option

config pam_auth

option
option
option
option
option
option

option

config pam_auth

option
option
option
option
option
option

option

servers "192.168.0.1:49|secret”

args "service=ppp"

enabled "yes*

pamservice "luci®

pammodule "session”®

pamcontrol “sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

args "service=ppp"

enabled "yes*

pamservice "login”

pammodule "auth*®

pamcontrol “sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

enabled "yes*

pamservice "login”

pammodule “account*®

pamcontrol “sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

args "service=ppp"

enabled "yes*

pamservice "login”

pammodule "session”®

pamcontrol “sufficient”

type "“tacplus”

servers "192.168.0.1:49|secret”

args "service=ppp"
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5.11

5: Accessing the router

UCI/Package Option

Description

UCI: system.@pam_auth[0].enabled=yes

Opt: enabled

Enables and disables TACACS configuration sections.

yes Enables following TACACS
configuration section.
no Disables following TACACS

configuration section.

UCI: system.@pam_auth[0].pamservice
Opt: pamservice

Selects the method which users should be authenticated by.

login User connecting over console cable.
sshd User connecting over SSH.
luci User connecting over web.

UCI: system.@pam_auth[0].pamcontrol

Opt: pamcontrol

Specifies authentication behaviour after authentication fails or
connection to TACACS server is broken.

Sufficient First authenticates against
remote TACACS if password
authentication fails then it
tries local database (user
defined in package
management_users)

Required If either authentication fails
or TACACS server is not
reachable then user is not
allowed to access the router.

[success=done Local database is only
new_authtok_reqgd=done | checked if TACACS server is
authinfo_unavail=ignore | not reachable.

default=die]

UCl:

system.@pam_auth[0].pammodule.auth

Opt: pammodule

Selects which TACACS module this part of configuration relates
to.

auth auth module provides the actual
authentication and sets credentials

account account module checks to make sure
that access is allowed for the user

session session module performs additional
tasks which are needed to allow
access

system.@pam_auth[0].type=tacplus
Opt: type

Specifies the authentication method.

UCI: system.@pam_auth[O].servers

Opt: servers

Specifies the TACACS servers along with port number and
password. The example below explains the syntax.

192.168.0.1:49]|secret '

UClI:

system.@pam_auth[1].args=service=ppp

Opt: args

Additional arguments to pass to TACACS serer.

Table7: Information table for TACACS authentication

SSH

SSH allows you to access remote machines over text-based shell sessions. SSH uses
public key cryptography to create a secure connection. These connections allow you to
issue commands remotely via a command line.
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5.11.1

5.11.2

5: Accessing the router

The router uses a package called Dropbear to configure the SSH server on the box. You
can configure Dropbear via the web interface or through an SSH connection by editing

the file stored on: /etc/config_name/dropbear.

Configuration packages used

Package Sections

dropbear dropbear

SSH access using the web interface

In the top menu, click System -> Administration. The Administration page appears.

Scroll down to the SSH Access section.

Status - em - Services » Network =  Logout

SSH Access

Dropbear offers SSH network shell access and an integrated SCP server

Dropbear Instance

Interface I1G: B
ADSL: 55
lan: @
lan1: Sl

loopback: j*l

ly on the given inferface or, if unspecified, on all

Port 22 @ Specifies the listening port of this Dropbear instance

Password ¥ @ Allow SSH password authentication
authentication

Allow root logins with ~ # @ Allow the root user to login with password

password
Gateway ports @ Allow remote hosts fo connect to local SSH forwarded ports
Idle Session Timeout @ Remote session will be closed after this many seconds of inactivity
(seconds)

Add

Delete

Figure 11: The SSH access section
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Web Field/UCI1/Package Option Description

Basic settings

Web: Interface

UCI: dropbear.@dropbear[0].Interface
via the web GUI.

Listens only on the selected interface. If unspecified is checked,
listens on all interfaces. All configured interfaces will be displayed

Opt: interface

listens on all interfaces.

Configured interface names.

Specifies the listening port of the Dropbear instance.

(unspecified)
Range

Web: Port

UCI: dropbear.@dropbear[0].Port 22

Opt: port Range

0-65535

Web: Password authentication

If enabled, allows

SSH password authentication.

UCI:

Disabled.

dropbear.@dropbear[0].PasswordAuth

Enabled.

Opt: PasswordAuth

Web: Allow root logins with password

Allows the root us

er to login with password.

UCl: 0

Disabled.

dropbear.@dropbear[0].RootPasswordAuth 1

Enabled.

Opt: RootPasswordAuth

Web: Gateway ports

Allows remote hosts to connect to local SSH forwarded ports.

UCl: 0

Disabled.

dropbear.@dropbear[0].GatewayPorts 1

Enabled.

Opt: GatewayPorts

Web: Idle Session Timeout
UCI: dropbear.@dropbear[0].ldleTimeout

Defines the idle period where remote session will be closed after
the allocated number of seconds of inactivity.

30 seconds.

Defines a banner file to be displayed during login.

Opt: IdleTimeout 30

Range
Web: n/a
UCI: dropbear.@dropbear[0]. BannerFile /etc/banner
Opt: BannerFile Range

Specifies maximum login failures before session terminates.

Web: n/a
UCI: 10
dropbear.@dropbear[0].MaxLoginAttempts O-infinite

Opt: MaxLoginAttempts

Table 7: Information table for SSH access settings

Package dropbear using UCI

root@vA router:~# uci show dropbear
dropbear .@dropbear[0]=dropbear

dropbear .@dropbear[0] -PasswordAuth=on
dropbear .@dropbear[0] -RootPasswordAuth=on
dropbear .@dropbear[0] -GatewayPorts=0
dropbear.@dropbear[0] - IdleTimeout=30
dropbear.@dropbear[0] -Port=22

dropbear .@dropbear[0] -MaxLoginAttempts=3

Package dropbear using package options
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root@VA_ router:~# uci export dropbear
package dropbear
config dropbear*®
option PasswordAuth "on*
option RootPasswordAuth "on
option Port "22¢
option GatewayPorts “0~
option ldleTimeout “30~

option MaxLoginAttempts "3"

5.13 Certs and private keys

Certificates are used to prove ownership of a public key. They contain information about
the key, its owner’s ID, and the digital signature of an individual that has verified the
content of the certificate.

In asymmetric cryptography, public keys are announced to the public, and a different
private key is kept by the receiver. The public key is used to encrypt the message, and
the private key is used to decrypt it.

To access certs and private keys, in the top menu, click System -> Administration.
The Administration page appears. Scroll down to the Certs & Private Keys section.

Certificates & Private Keys

Certificates and private keys used for various services could be uploaded here

IPsec Certificates and | Choose file | No file chosen @

Keys  Upload a * targz file containing certificates and/or private keys. All the ipsec certs previously uploaded will be deleted when new ones uploaded. Archive structure
should r of /etelipsec.d folder. Every file should be in one of 8 subfolders according fo it's purpose:
private (private keys) certs (entity certs)
cris (revocation lists)
cacerts (CA ¢
ocspcerts (OGSP si
aacerts (A
acerts (attribute certs)

r Gerts)
hority certs)

reqs (PKCS#10 cert requests)
More info

OpenVPN Certificates | Choose file | No file chosen @

and Keys Upload a * targz file cor will be deleted when new ones uploaded. OpenVPN

VA Certificates and | Choose file | No file chosen 2
Keys  Upload a * targe file containing certificates and/or private keys. All the va certs previously uploaded will be deleted when new ones uploaded. Archive structure
should match this of fetc/certs r which is similar to /etc/ipsec.d folder.

y Save & Apply " Reset

Figure 12: The certificates & private keys section

This section allows you to upload any certificates and keys that you may have stored.
There is support for IPSec, OpenVPN and VA certificates and keys.

If you have generated your own SSH public keys, you can input them in the SSH Keys
section, for SSH public key authentication.
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SSH-Keys

Here you can paste public S5H-Keys (one per line) for S5H public-key authentication

Figure 13: The SSH-keys box

5.14 Configuring a router’s web server

The router’s web server is configured in package uhttpd. This file defines the behaviour
of the server and default values for certificates generated for SSL operation. uhttpd
supports multiple instances, that is, multiple listen ports, each with its own document
root and other features, as well as cgi and lua. There are two sections defined:

Main: this uHTTPd section contains general server settings.

Cert: this section defines the default values for SSL certificates.

5.14.1 Configuration packages used

Package Sections
uhttpd main
cert

To configure the router’s HTTP server parameters, in the top menu, select Services ->
HTTP Server. The HTTP Server page has two sections.

Main Settings Server configurations

Certificate Settings SSL certificates.
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5.14.2 Main settings

HTTP Server

Configuration of the Hitp Server used for management of the device

Main Settings

Basic configuration of the Hitp Server

Port

Address and Port

Key file etciuhtipd

until the timeout expired

fc1918 filter  [¥]

Listen Addressand ~ 0.0.0.0:80 =

@ Specifies the ports and addresses to listen on for
requests. Use 0.0.0.0:80 {o bind at port 80 only on IPvd interfaces or [:]-80 fo serve only [Py

Secure Listen 0.0.0.0:443 ]

@ Specifies the ports and addresses to listen on for encrypted HTTPS access
f o ¥
Home path WW @ Defines the server document root.
Certfile | fetciubitpd et BE @ PEM certificate used to serve HTTPS connections
B i@ PEM private key used fo serve HTTPS connections.

CGl prefix cgi-bin @ Defines the prefix for CGl scripts, reiative to the document root. C!

activity occured for the specified number of seconds

ber is given, the server will affempt to serve both 1Pv4 and IPv6

is disabled if this option is missing

Script timeout (s) (4 @ Maximum wait time for GGl or Lua requests mn seconds. Requested executables are terminated if no output was generated

MNetwork timeout (s) @ Maximum wait time for network activity. Requested executables are terminated and connection is shut down if no network

Figure 14: HTTP server settings

Web Field/UCI1/Package Option

Description

Web: Listen Address and Port
UCI: uhttpd.main.listen_http
Opt: list listen_http

Specifies the ports and addresses to listen on for plain HTTP
access. If only a port number is given, the server will attempt to
serve both IPv4 and IPv6 requests.

0.0.0.0:80 Bind at port 80 only on IPv4
[::]1:80 Bind at port 80 only on IPv6
Range IP address and/or port

Web: Secure Listen Address and Port
UCI: uhttpd.main.listen_https
Opt: list listen_https

access. The format

Specifies the ports and address to listen on for encrypted HTTPS
is the same as listen_http.

0.0.0.0:443 Bind at port 443 only
[::]:443
Range IP address and/or port

Web: Home path
UCI: uhttpd.main.home
Opt: home

Defines the server document root.

/www

Range

Web: Cert file
UCI: uhttpd.main.cert
Opt: cert

listen_https options

ASN.1/DER certificate used to serve HTTPS connections. If no
are given the key options are ignored.

/etc/uhttpd.crt

Range

Web: Key file
UCI: uhttpd.main.key
Opt: key

ASN.1/DER private key used to serve HTTPS connections. If no
listen_https options are given the key options are ignored.

/etc/uhttpd.key

Range
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Web: CGI profile Defines the prefix for CGI scripts, relative to the document root.
UCI: uhttpd.main.cgi_prefix CGI support is disabled if this option is missing.
Opt: cgi_prefix /cgi-bin
Range
Web: N/A Defines the prefix for dispatching requests to the embedded lua
UCI: uhttpd.main.lua_prefix interpreter, relative to the document root. Lua support is
. - disabled if this option is missing.
Opt: lua_prefix
/luci
Range
Web: N/A Specifies the lua handler script used to initialise the lua runtime
UCI: uhttpd.main.lua_handler on server start.
Opt: lua_handler /usr/lib/lua/luci/sgi/uhttpd.lua
Range
Web: Script timeout Sets the maximum wait time for CGI or lua requests in seconds.
UCI: uhttpd.main.script_timeout Requested executables are terminated if no output was
L - generated.
Opt: script_timeout
60
Range
Web: Network timeout Maximum wait time for network activity. Requested executables
UCI: uhttpd.main.network_timeout are terminated and connection is shut down if no network activity
. - occured for the specified number of seconds.
Opt: network_timeout
30
Range
Web: N/A Defines basic authentication realm when prompting the client for
UCI: uhttpd.main.realm credentials (HTTP 400).
Opt: realm OpenWrt
Range
Web: N/A Config file in Busybox httpd format for additional settings.
UCI: uhttpd.main.config Currently only used to specify basic auth areas.
Opt: config /etc/http.conf
Range
Web: N/A Index file to use for directories, for example, add index.php when
UCI: uhttpd.main.index_page using php.
Opt: index_page
Range
Web: N/A Virtual URL of file of CGI script to handle 404 requests. Must
UCI: httpd.main.error_page begin with ‘/’ (forward slash).
Opt: error_page
Range
Web: N/A Does not follow symbolic links if enabled.
UCI: uhttpd.main.no_symlinks 0 Disabled.
Opt: no_symlinks 1 Enabled.
Web: N/A Does not generate directory listings if enabled.
UCI: uhttpd.main.no_dirlists 0 Disabled.
Opt: no_symlinks 1 Enabled.

© Virtual Access 2018
GW2027 and GW2028 Series User Manual
Issue: 1.4

Page 38 of 493




5.14.3

5: Accessing the router

Web: rfc 1918 filter Enables option to reject requests from RFC1918 IPs to public
UCI: uhttpd.main.rfc1918_filter=1 server IPs (DNS rebinding counter measure).
Opt: rfc1918_filter 0 Disabled.

1 Enabled.

Table 8: Information table for http server basic settings

HTTP server using UCI

Multiple sections of the type uhttpd may exist. The init script will launch one webserver

instance per section.

A standard uhttpd configuration is shown below.

root@vA router:~# uci show uhttpd
uhttpd.main=uhttpd
uhttpd.main.listen_http=0.0.0.0:80
uhttpd.-main.listen_https=0.0.0.0:443
uhttpd.main.home=/www
uhttpd.main.rfcl918 filter=1
uhttpd.main.cert=/etc/uhttpd.crt
uhttpd.main.key=/etc/uhttpd.key
uhttpd.main.cgi_prefix=/cgi-bin
uhttpd.main.script_timeout=60
uhttpd.main.network timeout=30
uhttpd.main.config=/etc/http.conf
HTTP server using package options
root@VA router:~# uci export dropbear
config uhttpd "main”
list listen _http "0.0.0.0:80"
list listen_https "0.0.0.0:443"
option home */www*"
option rfc1918 filter "1°
option cert "/etc/uhttpd.crt”
option key "/etc/uhttpd.key*
option cgi_prefix "/cgi-bin”
option script_timeout "60"
option network timeout "30"

option config "/etc/http.conf”
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5.14.4 HTTPs server certificate settings

To configure HTTPs server certificate settings, in the top menu, select Services ->
HTTP Server. Scroll down to the Certificate Settings section.

Certificate Settings

Siet parsmelers for wtisl cenif

Figure 15: HTTP server certificate settings

Web Field/UCI/Package Option

Description

Web: Days

Validity time of the generated certificates in days.

UCI: uhttpd.px5g.days 730

Opt: days Range

Web: Bits Size of the generated RSA key in bits.
UCI: uhttpd.px5g.bits 1024

Opt: bits Range

Web: Country
UCI: uhttpd.px5g.country
Opt: country

1SO code of the certificate issuer.

Web: State
UCI: uhttpd.px5g.state
Opt: state

State of the certificate issuer.

Web: Location
UCI: uhttpd.px5g.location

Opt: location

Location or city of the certificate user.

Web: Commonname

UCI: uhttpd.commonname

Opt: commonname

Common name covered by the certificate. For the purposes of
secure Activation, this must be set to the serial number (EthO
MAC address) of the device.

Table 9: Information t